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NO ONE PERSON, COMPANY, ORGANIZATION OR GOVERNMENT RUNS THE INTERNET.

The Internet itself is a globally distributed computer network comprised of many voluntarily interconnected autonomous networks.
Similarly, its governance is conducted by a decentralized and international multi-stakeholder network of interconnected autonomous groups drawing

from civil society, the private sector, governments, the academic and research communities, and national and international organizations. They work

cooperatively from their respective roles to create shared policies and standards that maintain the Internet’s global interoperability for the public good.

WHO IS INVOLVED:

IAB DERBEA

INTERNET ARCHITECTURE BOARD

0 the technical and engineering
development of the IEFT and IRTF.
www.iab.org

ICANN E@Em

INTERNET CORPORATION FOR ASSIGNED
NAMES AND NUMBERS

Coordinates the Internet's systems of
unique identifiers: IP addresses,
Protocol-Parameter registries, top-level
domain space (DNS root zone).
www.icann.org

IETF P]s]

INTERNET ENGINEERING TASK FORCE
Develops and promotes a wide range of
Internet standards dealing in particular with
standards of the Internet protocol suite.

Their technical d infly the way
people design, use, and manage the Internet.
www.ietf.org

IGF @R

INTERNET GOVERNANCE FORUM

A multi-stakeholder open forum for debate on
issues related to internet governance.
www.intgovforum.org

IRTF [

INTERNET RESEARCH TASK FORCE
Promotes research of the evolution of the
Internet by creating focused, long-term
research groups working on topics related to
Internet p Is, applicati archi

and technology.

www.irtf.org

GOVERNMENTS AND
INTER-GOVERNMENTAL
ORGANIZATIONS HIE

Develop laws, regulations and policies
applicable to the Internet within their
jurisdictions; participants in multilateral and
multi-stakeholder regional and international
fora on Internet Governance.

0|ic4
deb':ts & Standards guide
© and decision making

* MULTI-STAKEHOLDERS

Civil Society & Internet
Users, the Private Sector,
Governments, National &

Internet Operations span all
aspects of hardware,
software, and infrastructure
required to make the Internet
work. Services include
education, access, web
browsing, online commerce,
social networking, etc.

Internet Policies are the shared
principles, norms, rules,

sy

"

decisi
and programmes that shape the
evolution and use of the
Internet. Internet Standards
enable interoperability of

procedures,

stems on the Internet by

s 1

OPEN DEBATE |

formats, schemas,
and languages.

g prot 3

1S0 3166 MA H

INTERNATIONAL ORGANIZATION

FOR STANDARDIZATION,

MAINTENANCE AGENCY

Defines names and postal codes of countries,
dependent territories, special areas of
geographic significance.
www.iso.org/iso/country_codes.htm

Isoc BEEN

INTERNET SOCIETY

Assure the open development, evolution
and use of the Internet for the benefit of
all people throughout the world. Currently
1SOC has over 90 chapters in around 80
countries.

www.internetsociety.org

RIRs @R

5 REGIONAL INTERNET REGISTRIES
Manage the allocation and registration of
Internet number resources, such as IP

Internet Drafts, public
forums, publishing, and
many more.

/s 4{14
suppoﬂrﬂ”'"

i @
International Organizations, Operations & Serlv'g:fintemp
Research, Academic and the Internet’s 9'°
Technical Communities all o
have a say in how the
Internetis run.
LEGEND: I3 Advice Community Engagement I3 Education [} Operations I3 Policy ] Research B Standards 1 Services

dd , within geographic regions of the
world.
7 www.afrinic.net  Africa
The formal and informal www.apnic.net  Asia Pacific
process of debating www.arin.net Canada & United States
policy and standard www.lacnic.net  Latin America & Caribbean
propositions in a www.ripe.net Europe, the Middle East &
multi-stakeholder model pans'of Contral Asia
using any variety of
i wic B
dthoss! v PRISEIE 0 WORLD WIDE WES CONSORTIUM

Create standards for the world wide web
that enable an Open Web Platform, for
example, by focusing on issues of accessibil-
ity, internationalization, and mobile web
solutions.

www.w3.org

INTERNET NETWORK
OPERATORS' GROUPS [
Discuss and influence matters related to
Internet operations and regulation within
informal fora made up of Internet Service
Providers (ISPs), Internet Exchange Points
(IXPs) and others.

This graphic is a living document, designed to provide a high level view of how the internet is run. It is not intended to be a definitive guide. Please provide feedback at www.

@@@ 2013 | Creative Commons Attribution-ShareAlike 3.0

http://thetecnica.com/2013/03/who-runs-the-internet-infographic
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 Content delivery /
distribution network
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End-to-end prlnC|pIe (1/2)
Paul Baran (19604 CH)
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J.H. Saltzer D.P. Reed, D.D. Clark (1981)
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https://en.wikipedia.org/wiki/End-to-end_principle
https://tools.ietf.org/html/rfc3724
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End-to-end prlnC|pIe (2/2)

« Architectural Principles of the Internet (RFC 1958, B.
Carpenter, 1996H)
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* The R|se of the Middle and the Future of End-to-End:
Reflections on the Evolution of the Internet
Architecture (RFC 3724, J. Kempf, R. Austein, 2004 '3)
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https://en.wikipedia.org/wiki/End-to-end_principle
https://tools.ietf.org/html/rfc3724



Hardware Environment: CCC
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Crackers

cracking attempts
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device Internet
driver q
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want attendance
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DDoS-Attacks

https://en.wikipedia.org/wiki/LAMP_(software_bundle)
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* the Internet is resilient enough to keep
functioning under the additional usage even
It many markers of the performance have
been influenced: download speeds have
dropped, and there are more outages. -- RIPE

https://labs.ripe.net/Members/becha/internet-measurements-in-the-time-of-corona



Internet Pressure in Major COVID-19 Countries
The impact of COVID-19 with KASPR Datahaus sub-national products
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https://medium.com/@kasprdata/slow-internet-how-covid-19-is-stressing-internet-infrastructure-in-your-country-f94ee6e3b156
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https://labs.ripe.net/Members/becha/ten-requirements-for-the-evaluation-of-contact-tracing-apps
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* over 4,000 coronavirus-related domains
registered globally. 3% of these websites were
found to be malicious, and an additional 5%
are suspicious. (2T EIQIH| 0| & &%t 34 &
CHOIECE O BC})
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https://labs.ripe.net/Members/gary_stevens_1/what-covid-19-means-for-network-secu

rity
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SPF

 Sender Policy Framework

- HEMHSEN: HEAMH SE= A0 DNS
of 70 (%2l =Hel2 o] MM HES
HELTh

Sending Organization's

DNS Server
Check SPF record if
Published D mail server is authorized Rejected - Mark failed
SPF —_— ull for sending domain email as spam
Record I l
)
N
&

-+ 0| o Sends Email - 0| o Pass on Valid Email Your
-+ O > [0 > Inbox
-0 | 1= 0|

Sending Email Recipient’s Email d\
C Service L i Gateway

https://help.alwaysdata.com/en/e-mails/set-up-spf-dkim-dmarc/



DKIM

« DomainKeys Identified Mail
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Sending Organization's

DNS Server
Check if DKIM public
i < key matches signature Rejected - Mark failed
pUbI'S_h DKIM _ NI on email email as spam
public key )

Your

Send an email
0 signed using private key 0]
Inbox

> [--0] —
m — 0 Pass on Valid Email

based on Spam Filter
) ) Recipient’s Spam Filter l !,
Sendmg_EmalI : Email
~ Service 1Tl Gateway

https://help.alwaysdata.com/en/e-mails/set-up-spf-dkim-dmarc/

L 4




i

DMARC

« Domain-based

Author g:
composes & —_— _— g:
sends email . . [TIITEET) .
I 1 Sending mail 1 1 i
server inserts
DKIM header
SENDER |
l RECEIVER
DMARC
Validate and apply sender DMARC policy
Standard
Validation
Tests Retrieve Retrieve Apply
verified DKIM “Envelope Form” appropriate
* IP Blocklists Domains via SPF DMARC policy

* Reputation
« Rate Limits, etc.

Passed

Standard Processing

gﬁu Antispam filters, etc.

Reject

Failed DMARC policy,
message is dropped

and not delivered at all.

Failure Report sent to sender

Message
Authentication,
Reporting &
Conformance
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Update the periodic
Aggregate Report
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https://help.alwaysdata.com/en/e-mails/set-up-spf-dkim-dmarc/
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https://www.netmanias.com/ko/post/blog/10886/data-center-sd-wan-sdn-nfv/sd-wan-2-0-building-a-better-sd-wan
https://www.lanner-america.com/blog/6-sd-wan-trends-to-watch-for-in-2020/
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Loon

Wireless internet signal is transmitted up Signal is relayed across the Loon
to the nearest balloon from our Mobile balloon network.

Network Operator partner on the ground

using a Loon-provided ground station.

Users’ standard LTE handsets connect to
the maobile network through the
Loon balloons.

https://www.loon.com/technology/



" Trackingand Data Relay Satsllite

« METERON: %" Aol 27 22 RZ (2012H)
« NASAS| &0l o|H| & MEIX]| (2014)

(&8 NASA'S ASTRONAUT EMAIL CHALLENGE

‘Do you ever find yourself hitting “send”
on an email and wondering if it’ll arrive
in the recipient's inbox?

Sending email has become so ubiquitous, simple
and nearly instantaneous that we may take it for
granted.

Now imagine if you're sending an email from
Earth to the International Space Station (ISS).




