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Human Rights Committee
e flEe

Concluding observations on the fourth periodic report of the
Republic of Korea

CHotRI=o U | F7| 2aM0f 2ot £|F A

—

1. The Committee considered the fourth periodic report submitted by
the Republic of Korea (CCPR/C/KOR/4) at its 3210th and 3211th
meetings (CCPR/C/SR.3210 and CCPR/C/SR.3211), held on 22 and
23 October 2015. At its 3226th meeting (CCPR/C/SR.3226), held on
3 November 2015, it adopted the following concluding observations.
1. Y193 += 20159 10€ 2293 23U €9 A13210=F 2 3211%F
3] o](CCPR/C/SR.3210¢} CCPR/C/SR.321DolA thgtel=ro] A&
vl ®A B A(CCPR/IC/KOR/E Aoldth #1¥3+= 201566 11
4 3Yo 4d AI3226x 3] 2(CCPR/C/SR.3226)l A th53 2 o]
2 AsE APt

(B

Monitoring, surveillance and interception of private communication
A F2el i@ AR, A, B 2R

42. The Committee notes with concern that according to Article 83 (3) of
the Telecommunications Business Act subscriber information may be
requested without warrant from any telecommunications business
operator for Investigatory purposes. It is also concerned about the

HEX|AZ 0%, Hoieich= sllo| sH|2 2YELICE Eoioit] 3210 EoFML. 3
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42,

43.

43.

operation and Insufficlent regulation in practice of so-called
“base-station” investigations to identify participants at assemblies,
and about the extensive use and msufficient regulation in practice of
wiretapping, in particular by the National Intelligence Service (arts.17
and 21).
A3l= A7 A A3ZA3IF | wet M7 FAA A gk
TFIAA R 2o FARRA o2 FAglo] o] FojAl= Aol thal] ¢
gt JeF7ES SRS A% TIAE FA o FHE oo o
& BT A, 1A FEE A o8 53 m A o o] &
I} olo tigt BESEE Al teiAE g
The State party should take the necessary legal amendments to ensure
that any surveillance including for purposes of state security are
compatible with the Covenant. It should inter alia ensure that
subscriber information may be issued with a warrant only, mtroduce a
mechanism to monitor the National Intelligence Service’ s
communication mvestigations, and increase the safeguards to prevent
the arbitrary operation of so-called base-station mnvestigations.
FAR(O RIS 7S A3 TAE 233 B AV A
Trofll Fgtetes BAet] e Badk WS stefof dth 53
TRIAEEE %ol S Wik AFHES st 4YY FAFAE
A= AAE vhdaoF st 7| A meAL AojH o m o] Fo
AR REE BISHAE 73| oF it

i

Criminal defamation laws
S Aol HaE

FH

46.

The Committee is concerned about the increasing use of criminal
defamation laws to prosecute persons who criticize government action
and obstruct business interests, and of the harsh sentences, including
lengthy prison sentences, attached to such legal provisions. It further

YRS 0%, Ho{Yth= 3lo| 1|2 2SELICE FHoioit) 31RI0] S0IFML. 4
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46.

47.

47.

notes with concern that even a statement which is true may be
criminally prosecuted, except if this statement was made for the
purpose of public interest alone (art. 19).

A3l FAM BaFlEe] AR YE nlAstAY 719 ol ¥
det= AFEES 7)Ao o]&EH= WIET} FobA AL AFel e, &
71498 sk 7153 F ol tsix e gl T A AAL
AR e 22 e st FAEA %= 3 FARAEE 9
ol dsir s ¢

The State party should consider decriminalizing defamation, given the
existing prohibition in the Civil Act and should in any case restrict the
application of criminal law to the most serious of cases, bearing in
mind that Imprisonment is never an appropriate penalty It should
ensure that the defence of truth is not subjected to any further
requirements. It should also promote a culture of tolerance regarding
criticism, which is essential for a functioning democracy.
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! The Special Rapporteur would like to thank Mr. Calvin Bryne, Ms. Sarah Choi

,and Mr. Adam

Lhedmat, student advocates with the University of California Irvine School of Law International
Justice Clinic, and Mr. Amos Toh, legal advisor to the mandate and Ford Foundation Fellow, for

their assistance with the preparation of the brief.

2 Human Rights Council Res. 23/L.5, at 12, U.N. Doc. A/HRC/23/L.5 (April 9, 2014).
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% Vienna Convention on the Law of Treaties arts. 26-27, May 23, 1969 1155 U.N.T.S. 331.
* Human Rights Council Res. 7/36 at 13(c), U.N. Doc. A/[HRC/7/36 (Mar. 28, 2008).

> See e.g. Report of the Special Rapporteur on the promotion and protection of the right to
freedom of opinion and expression, Frank La Rue, U.N. Doc. A/HRC/23/40 (Apr. 17, 2013)
(“2013 Report”); Report of the Special Rapporteur on the promotion and protection of the right
to freedom of opinion and expression, David Kaye, U.N. Doc. A/HRC/29/32, (May 22, 2015)
(“2015 Report”); Human Rights Council Res. 34/7 (Mar. 22, 2017).
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® Manfred Nowak, UN Covenant on Civil and Political Rights: CCPR Commentary, at 441 (Feb.,

1993).
72015 Report at 19 (May 22, 2015).

¥ See, e.g. G.A. Res. 68/167 (Jan. 21, 2014); Human Rights Council Res. 26/13 (July 14, 2014);

and Council of Europe CM/Rec(2014)6 (Apr. 16, 2014).

® See Yong-Joo Kang v. Republic of Korea, Communication No. 878/1999, U.N. Doc.

CCPRI/C/78//D/878/1999, at 11 2.5, 7.2, and 7.3 (July 15, 2003).
192015 Report, at 120 (May 22, 2015).
1 Nowak, supra at 441 (emphasis added).
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12 Marc J. Bossuyt, Guide to the “Travaux Préparatoires” of the International Covenant on Civil

and Political Rights, at 379-80 (Feb. 17, 1987).

132015 Report, at 19 (May 22, 2015).
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18 2013 Report, at 124 (Apr. 17, 2013); see also G.A. Res. 68/167 (Jan. 21, 2014); Human Rights
Council Res. 34/7 (Mar. 22, 2017); 2015 Report, at 116 (May 22, 2015); The Right to Privacy in
the Digital Age, Office of the United Nations High Commissioner for Human Rights, U.N. Doc.
A/HRC/27/37, at 119 (Apr. 17, 2013); Freedom of Expression and the Internet, Inter-American
Commission for H.R., Office of the Special Rapporteur for Freedom of Expression, at f 130,
150 (Dec. 31, 2013); The Rule of Law on the Internet and in the Wider Digital World, Council of
Europe, Commissioner for Human Rights, at 88 (Dec. 8, 2014); Declaration on freedom of

Communication on the Internet, Council of Europe, at principle 7 (May 28, 2003).
192013 Report, at 124 (Apr. 17, 2013).
202015 Report, at 116 (May 22, 2015).
2 1d. at 117.

222013 Report, at 124 (Apr. 17, 2013).
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No. 004/2013, Afr. Ct. H.P.R., at 1 148, 149 (Dec 5, 2014); The Sunday Times v. The United
12

Kingdom, No. 6538/74, Eur. Ct. H.R. at 1159, 62 (Apr. 26, 1979).

% U.N Doc. CCPR/C/GC/34, at 134 (Sep. 12, 2011); See also Lohe Issa Konate v. Burkina Faso,
¥ d.

28 U.N Doc. CCPR/C/GC/34, at 739 (Sep. 12, 2011); 2015 Report, at 132 (May 22, 2015).

2% 2013 Report, at 183 (Apr. 17, 2013).
%0 2015 report, at 134 (May 22, 2015)
%1 U.N Doc. CCPR/C/GC/34, at 135.
%2 2013 Report, at 160 (Apr. 17, 2013).
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% See G.A. Res. 69/397, 112 (Sep. 23, 2014).
% G.A. Res. 69/166 (Feb. 10, 2015) at 14(d) (emphasis added).
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%" The Right to Privacy in the Digital Age, Office of the United Nations High Commissioner for
Human Rights, U.N. Doc. A/HRC/27/37, at 138 (Apr. 17, 2013) (emphasis added).

% G.A. Res. 71/39, at 15(d) (Nov. 16, 2016) (emphasis added).

% Freedom of Expression and the Internet, Office of the Special Rapporteur for Freedom of
Expression, Inter-American Commission for Human Rights, at 156 (Dec 31, 2013), available at:
https://www.0as.org/en/iachr/expression/docs/reports/2014_04_08_internet_eng%20_web.pdf,
(emphasis added).

402013 Report, at 86 (Apr. 17, 2013) (emphasis added).

*Joint Declaration on Surveillance Programs and Their Impact on Freedom of Expression,
United Nations Special Rapporteur on the Protection and Promotion of the Right to Freedom of
Opinion and Expression; Special Rapporteur for Freedom of Expression of the Inter-American
Commission on Human Rights, available at: https://www.oas.org/en/iachr/expression/
showarticle.asp?artiD=927&I1D=1.
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HAPRH YT A = 2014 Y Digital Rights Ireland and Seitlinger ZHZ20|A EU G| O| &
HZEX|H(EU Data Retention Directive)0| AHEH AFHSQl HX7F gla2 O|RE ¢

ANdgs F=o7l0 ol2&lgUcth Ss ff MExs 2 XM 2750

%2 See R v. Spencer, 2 S.C.R. 212 (June 13, 2014).
% 1d. at 166.
“1d.

% Joined Cases C-293/12 and C-594/12, Digital Rights Ireland Ltd. v. Minister for
Communications, Marine, and Natural Resources, E.C.J. 238 at 62 (Apr. 8, 2014)

%8 See Contradiccion de Tesis, 2012 Mex. S.C. 194, (Oct. 10, 2012).

15



R&EA:&ore, A&l Al:2019.10.14 23:53, &2 &M, 22 S8 A1:2019.11.18 10:52

Of |84 =

=
=

& ZAF A3t 12 JH= O|&e| Lzt

Ol HH
H =

=

AshAE Y =

I

2 2

=

Jod

u

0
|

(K

Hor3, 2efM2, 20RLof, f32t0|Lt 8 Ol=

M=,

I

OF&| 2 HFo| &t
=710 M

UF L CHE A

l0| O|20{X| 1

20
(S

o2 THAIS] AtR A

HME 27

s

=
—

ojn

~
o

Tl
oll

|_| EI--49

10l

IR

2

Al Mol S8o5tEtd

-
ot

of CH

32.0MX|gte =, 7 MEtas 28t

ol
or
0]

£E o
o T

ENMuZOsH 18 M 23

0| ZHA[SE A5 LIL,

14

AR A T RHEF 2

i

= 2EHUO| K|

o

ZtO|A O|RO0iX|= S EH#T

IE{u 2

O
|_

AATxS

P~
ot

o

Ao

AR 20|t

S0 Q|

OH

K| 9-LIO]-8 S2E2RH XARZE

of = oME ESOH

=
[S)

2=st0] 7

A

Lo kA

S| A

Al

Z|
=L

FEo7h S

=
[S)

xaje 227 Aot stoietE

H:l_.SO

= &[0{0F &

=0 ZotA 2

A 7HA[0f B

i

2t &
N = =

240

a

Off CHt

=
=

33. 7O E F

o AUt

7 AT 0] Z7YO| A A 2l gholef XA

ol

NI
Jo!

ze Y

= 59| o] 8xt HrO

*" Rules on obtaining subscriber information, Cybercrime Convention Committee, T-CY(2014),

at 17 (Dec. 3, 2014).

8 d.
4.

% Const. Ct., 2010 Hun-Ma 47, 252 (Aug. 28, 2012) (S. Kor.).
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>! Rules on obtaining subscriber information, Cybercrime Convention Committee, T-CY(2014),

at 16 (Dec. 3, 2014).
2.

%3 See 2016 First Semi-Annual Numbers of Communication Data Disclosures and
Communication Metadata Acquisitions, Ministry of Science, ICT and Future Planning
(November 1, 2016), available at: http://www.msip.go.kr/web/msipContents/

contentsView.do?cateld=mssw311&artld=1316113&snsMId=NzM%3D&getServerPort=80&sn.

sLinkUrl=%2Fweb%2FmsipContents%2FsnsView.do&getServerName=www.msip.go.kr.

> Each item of data is “a request for data on a single identifier or other descriptor, for example,

30 days of incoming and outgoing call data in relation to a mobile telephone would be counted

as

one item of data.” Sir Stanley Burton, Report of the Interception Communications Commissioner,

Annual Report for 2015, Interception of Communications Commissioner’s Office, at 9 7.23-
7.24 (Sep. 8, 2016), available at: http://iocco-
uk.info/docs/56850%20HC%20255%201CCO%20Web%200nly.pdf.
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> Jer Rapport d’activité 2015/2016, Commission Nationale de Controle des Techniques de
Renseignment, at 65 (Nov., 2016) available at: https://cdn2.nextinpact.com/medias/cnctr-
premier-rapport-annuel-2015-2016.pdf.

% Kyung Sin Park, Communications Surveillance in Korea, Korea University Law Review, Vol.
16-17, May 2015, at 61 - 62 (May, 2015), available at:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2748318. These estimates are based on
VERIZON, Verizon’s Transparency Report, http://transparency.verizon.com/us-data, and
calculated with reference to numbers that major U.S. telecommunications providers provided to
Senator Edward J. Markey in 2012 and 2013. Ed Markey, For Second Year in a Row, Markey
Investigation Reveals More Than One Million Requests By Law Enforcement for Americans
Mobile Phone Data, ED MARKEY (Dec. 9, 2013), http://www.markey.senate.gov/news/press-
releases/for-second-year-in-a-row-markey-investigation-reveals-more-than-one-million-requests-
by-law-enforcement-for-americans-mobile-phone-data; Ed Markey, Markey: Law Enforcement
Collecting Information on Millions of Americans from Mobile Phone Carriers, ED MARKEY
(July. 9, 2012), http://www.markey.senate.gov/news/press-releases/markey-law-enforcement-
collecting-information-on-millions-of-americans-from-mobile-phone-carriers.

> Response to Request for General Information from Canadian Wireless Telecommunications
Association, Office of the Privacy Commissioner of Canada, at 3 (Dec. 14, 2011), available at:
https://www.priv.gc.ca/media/1103/let_gowling_e.pdf.

%8 See R v. Spencer, 2 S.C.R. 212 at 249 (June 13, 2014).
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%9 canada Criminal Code § 487.018, RSC 1985, ¢ C-46

% See e.g. Personal Identification Protection and Electronic Documents Act, Case Summary
#2001-22, available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/
investigations-into-businesses/2001/pipeda-2001-022/; Personal Identification Protection and
Electronic Documents Act, Case Summary #2003-184, available at: https://www.priv.gc.ca/
en/opc-actions-and-decisions/investigations/investigations-into-businesses/2003/pipeda-2003-
184/; Personal Identification Protection and Electronic Documents Act, Case Summary #2003-
204, available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/
investigations-into-businesses/2003/pipeda-2003-204/.
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