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Will your driverless car be willing to kill
you to save the lives of others?

Can Machines Become Moral?

Survey reveals the moral dilemma of programming autonomous vehicles: should
they hit pedestrians or avoid and risk the lives of occupants?

Don Howard - Artificial Intelligence, Behavior, Morality. Philosophy, Reason Gy a8
October 23, 2016

KX A driverless Volkswagen E-Golf in Wolfsburg, Germany. Photograph: Julian Stratenschulte/dpa picture
alliance/Alamy

I he question is heard more and more often, both from those who think that machines Don HOWard

cannot become moral, and who think that to believe otherwise is a dangerous illusion, . <
Don Howard is a professor
and from those who think that machines must become moral, given their ever-deeper of philosophy at the

integration into human society. In fact, the question is a hard one to answer, because, as University of Notre Dame.

There’s a chance it could bring the mood down. Having chosen your shiny new
driverless car, only one question remains on the order form: in what
circumstances should your spangly, futuristic vehicle be willing to kill you?

typically posed, it is beset by many confusions and ambiguities. Only by sorting out some of the
different ways in which the question is asked, as well as the motivations behind the question,
can we hope to find an answer, or at least decide what an adequate answer might look like.

[A M : The Guardian]
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The Software Code Is No Ethically Neutral

SCIENCE

Opinion: If you think software code is
ethically neutral, you're lying to yourself

Google evangelist, Vinton Cerf, thinks there's no room for philosophical thinking in

programming self-driving cars. Just tell them not to hit things and we'll be fine. DW's
Zulfikar Abbany takes issue.
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Bill Joy’s Warning in 2000

} O4EA 111U OAAI EOOEA Al OAOT AOI
development of the technologies that are too dangerous, by
| EIl EOEIT C 1T OO0 POOOOEO 1T £# AAOO.

BILL JOY MAGAZINE 04.01.00 12:00 FM

WHY THE FUTURE DOESN'T
NEED US

Why the future doesn’t need us.

Our most powerful 21st-century technologies - robotics,
genetic engineering, and nanotech - are threatening to

make humans an endangered species.

From the moment [ became involved in the creation of new
technologies, their ethical dimensions have concerned me,
but it was only in the autumn of 1998 that I became
anxiously aware of how great are the dangers facing us in
the 21st century. I can date the onset of my unease to the day
I met Ray Kurzweil, the deservedly famous inventor of the
first reading machine for the blind and many other amazing
things.
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Machine Ethics

Machine ethics is concerned with ensuring that the behavior
of machines toward human users, and perhaps other
machines as well, is ethically acceptable

The ultimate goal of machine ethics is to create a machine
that itself follows an ideal ethical principle or set of principles
that is to say, it is guided by this principle or these principles
in decisions it makes about possible courses of action it cou
take

Implicit vs. Explicit (Moor, J. H. 2006. The Nature, Importanc
and Difficulty of Machine Ethics. IEEE Intelligent Systems
21(4): 1821.)

B A machine that isan implicit ethical agen one that has been
programmed to behave ethically, or at least avoid unethical
behavior, without an explicit representation of ethical principles
constrained in its behavior by its designer who is following ethical
principles

B A machine that isan explicit ethical agenrit able to calculate the best
action in ethical dilemmas using ethical principles

Machine ethics is an inherently interdisciplinary field

Al Magazine Volume 28 Number 4 (2007) (© AAAI)

Machine Ethics:

Creating an Ethical
Intelligent Agent

Michael Anderson and Susan Leigh Anderson

B The newly emerging field of machine ethics
(Anderson and Anderson 2006) is concerned
with adding an ethical dimension to machines.
Unlike computer ethics—which has traditional-
ly focused on ethical issues surrounding
humans’ use of machines—machine ethics is
concerned with ensuring that the behavior of
machines toward human users, and perhaps
other machines as well, is ethically acceptable.
In this article we discuss the importance of
machine ethics, the need for machines that rep-
resent ethical principles explicitly, and the chal-
lenges facing those working on machine ethics.
We also give an example of current research in
the field that shows that it is possible, at least in
a limited domain, for a machine to abstract an
ethical principle from examples of correct ethi-
cal judgments and use that principle to guide its
own behavior.

using ethical principles. It can “represent ethics
explicitly and then operate effectively on the
basis of this knowledge.” Using Moor’s termi-
nology, most of those working on machine
ethics would say that the ultimate goal is to
create a machine that is an explicit ethical
agent.

We are, here, primarily concerned with the
ethical decision making itself, rather than how
a machine would gather the information need-
ed to make the decision and incorporate it into
its general behavior. It is important to see this
as a separate and considerable challenge. It is
separate because having all the information
and facility in the world won't, by itself, gen-
erate ethical behavior in a machine. One needs
to turn to the branch of philosophy that is con-
cerned with ethics for insight into what is con-
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The Importance of Machine Ethics

1 Ethical ramifications to what machines currently do and
are projected to do Iin the future

1 (Ol AT OpwhemmerAl@se machines will behave
ethically, so the future of Al may be at stake

1 Research in machine ethics will advance the study of
ethical theory
B Al makes philosophy honest Daniel Dennett
BHow agents ought to behave in ethical dilemmas

1 O" A A Av®dconcerned with machine behavior, we
can be more objective in examining ethics than we would
be in discussing humai A E A & Blisanbeigh
Anderson, ProfessoEmerita of Philosophy at the
University of Connecticut
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ARTIFICIAL INTELLIGENCE
AND LIFE IN 2030

ONE HUNDRED YEAR STUDY ON ARTIFICIAL INTELLIGENCE | REPORT OF THE 2015 STUDY PANEL | SEPTEMBER 2016

PREFACE

The One Hundred Year Study on Artificial
Intelligence, launched in the fall of 2014, isa
long-term investigation of the field of Astificial
Intelligence (Al) and its influences on people,
their ities, and society. It ide:

the scence, engineering, and deployment of
Al-enabled computing systems. As its core
activity, the Standing Committee that oversees
the One Hundred Year Study forms a Stdy
Panel every five years 1o assess the current state
of AL The Study Panel reviews Al's progress
in the years following the immediately prior
report, envisions the potential advances that

lie ahead, and describes the technical and
societal challenges and opportunities these
advances raise, induding in such arenas as "
ppnssssnewsssnlill O e Hundred Year Study
compatible with human cognition. The . S =

overarching purpose of the One Hundred Year Stanford University

Study’s periodic expert review i to provide
a collected and connected set of reflections
about Al and its influences as the field advances. The studies are expected to develop  The overarch]ng purpose

Partnership on Al

to benefit people and society

Established to study and formulate best practices on Al technologies, to

syntheses and that provide expert-infe d guidance for directions in

Al research, development, and systems design, as well as programs and policies to of the One Hundred Year advance the public’s understanding of Al, and to serve as an open platform

help ensure that these systems broadly benefit individuals and society.! v for discussion and engagement about Al and its influences on people and
“The One Hundred Year Sudy i modeled on an earlier effortinformally known as  StUdY'S periodic expert oo s il

the “AAAT Asilomar Study™ During 2008-2000, the then president of the Association  reyiew s to provide a

for the Ad of Antificial Intelligence (AAAI), Eric Horvitz, assembled a

group of Al experts from multiple institutions and areas of the field, along with collected and connected

E of cognitive science, philosophy, and law. Working in distributed subgroups,
the participants addressed Al develoy long-term possibiliti
and legal and ethical concerns, and then came together in a three-day meeting at
Asilomar to share and discuss their findings. A short written report on the intensive
meeting discussi plified by the participants” subsequent discussions with other  the field advances.
colleagues, generated widespread interest and debate in the field and beyond.

The impact of the Asilomar meeting, and important advances in Al that included
Al algorithms and technologies starting to enter daily life around the globe, spurred
the idea of a long-term recurring study of Al and its influence on people and society.
The One Hundred Year Study was subsequently endowed at a university 1o enable

set of reflections about

Al and its influences as

1 “One Hundred Year Study on Arificial Intelligence (A1100),” Stanford Univensity, accessed
August 1, 2016, hetpsc/ /2100 sanford.edu.
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How do we ensure that an Al will do
what we really want

Artificial Intelligence and the King Midas Problem
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} Strategy 3: Understand and Address the
T Ethical, Legal, and Societal Implications
of Al

Blmproving fairness, transparency, and
accountability-by-design

BBuilding ethical Al
BDesigning architectures for ethical Al

:::::
ARTIFICIAL INTELLIGENCE
RESEARCH AND DEVELOPMENT
STRATEGIC PLAN

CResearchin this areacan benefit from
multidisciplinaryperspectivesthat involve
experts from computer science socialand
behavioralsciences ethics, biomedical
science psychology, economics law, and
policy researctp

mputing
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Questions about the Ethics of Al

What ethical principles should Al researchers follow?

Are there restrictions on the ethical use of Al?

What is the best way to design Al that aligns with human values?

Is it possible or desirable to build moral principles into Al systems?
When Al systems cause benefits or harm, who is morally responsible?
Are Al systems themselves potential objects of moral concern?

What moral framework and value system is best used to assess the impact
of Al?

L S S L W N GG A G e

CENTER FOR MIND, BRAIN AND
LM CONSCIOUSNESS

HOME  UPCOMING EVENTS ~ PASTEVENTS ~ PEOPLE  CONTACTUS E

ETHICS OF ARTIFICIAL INTELLIGENCE
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1 If the data is incomplete or biased, Al can exacerbate problems of bias

Technology
Artificial
Intolerance

Avtificiel intelligence is being integrated
into ourlives, but there’sa lotwe dorit
understand about how these systems
work Howdo we feel about that?

® For five months in 2011, a robot
wheeled around an office building at
Carnegie Mellon University delivering
bananas, cookies, and other afternoon
snacks to workers. With wide-set eyes and
2 pink mouth, Snackbot had a friendly
look, but it was prone to mistakes. Long

Over time, the people with whom
‘Snackbot became more personal returned
the favor. They were more likely to greet
Snackbot by name, compliment it, and
share unsolicited news. At the end of the
trial, one office worker brought Snackbot
a goodebye present—a AA battery, even
though she knew the robot couldn't use
it—and said she would miss it.

“She said this had started to feel real?”
says CMU researcher Min Kyung Lee,
who led the study.

In the years since, machines have
learned to be even more personal.
Artificial-intelligence technologies help
computerized personal assistants like
Apple’s Siri answer inereasingly com-
plex questions and use humor to deflect
unsuitable topics. Al-powered recom-
mendation engines on Netflix and Ama-

delays in conversations with workers were
common. Sometimes the system running
Snackbot froze.

still, the workers became comfort-
able with Snackbot. It apologized when
it made a mistake, something its human
customers found ingratiating:

zon continually get better at suggesting
movies and books.

Less progress has been made in under-

i is ki f

policy analyst at the Center for Democracy
and Technology.

But these Al systems also make decie
sions for reasons we may never under-
stand. That's why researchers, consumer
rights lawyers, and policy makers have
begun to voice concern that unintentional
or intentional bias in machine-learning
systems could give rise to patterns of
algorithmic discrimination with causes
that may be difficult to identify. Thic iex's
theoretical: s[uthez hn\! already
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recruiting, and pricing, all
sumably neutral anonLhms

In one study, Harvard pra
Latanya Sweeney looked at the |
AdSense ads that came up ¢
searches of names associated witl

533

Andrew Heikkila (@AndyO_TheHammer,

LEAE

+33

babies (Geoffrey, Jill, Emma) and
associated with black babies (Det
Darnell, Jermaine). She found i1
containing the word “arrest” were
next to more than 80 percent of *
name searches but fewer than 30 1
of “white" name searches. Sweenc.
ries that the ways Google's adve
technology perpetuates racial
undermine a black person’s chanc.
competition, whether it's for an av
date, or a job.

The founders of new companis
as BlueVine, ZestFinance, and 2
which are using Al-driven anal
approve loans and offer credit, st
are particularly attuned to the reg
dangers of diseriminatory lending

But still, data practices var,
algorithms that power Affirm, fa!
by PayPal cofounder Max Leveh
social-media feeds to help establis}
tomer’ identity but not to detern

software. A recent examination of a group
of 40 Facebook users found that more
than balf didrt know an algorith curates

Ttwas partof
to determine whether people would
respond positively to a robot that person-
alized its interactions with them. Snack-
bot was trained to recognize patterns in
the snacks half the people liked and would
comment on them. It never learned the
preferences of the other half.

; when told, they expr

‘surprise and in some cases an;
Geolocation and other technologies

feed data to machi 1o

s repay aloan. T
Merrill, founder of ZestFinance a
mer CIO of Google, won't use :
‘media data at all. “It feels creepy
he says.
Affirm and ZestFinance ar
founded on the idea that by lool

create a level of personalization we have
come to expeet. “If I am looking for the
nearest Starbucks, who cares if Siri knows
where I am standing?” says Al Lange, a

[A M : MIT Technology Review]

learning programs can expand the s

ber of peaple deemed credivwor ANArew Heikkila

other words, algorithms fed by sc CRUNCH NETWORK CONTRIBUTOR
diverse data will be less prone to d

Andrew Heikkila is a tech enthusiast and writer
from Boise, Idaho.

More posts by this contributor:
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Replicants. Cylons. Skynet. Hal 9000. These are - == 0'-173% AEEO =201 ﬂ,gmg
the classic pop-culture references the average Q| oI B0 S ARR RE 2
person might conjure when they hear the term j O 2T OIS R0l ATAUIE WIS
i L2t 34Ee ASH | AR2E30 z= o2
“artificial intelligence.” Yet, while some see Alasa §_
gl =0 =HE 222 = 23| (h=0ICH
novelty still guised in the trappings of the far-
flung future, others realize the dawn of Al is _
i 0|0] 2= A= E Q0T 2IZHM = 2t

much closer than previously thought. CNBC's

[N M : TechCrunch
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All © White © Black Hispanic @ Asian ® Other Labels

EEEN ) : : : - RS The northern half of Atlanta, home to 96%

H Eligiblearea for same-daydelvery i1 " - .0 siLaTREVLY SO of the city’s white residents, has same-day

O City limit T ; | iR, Y delivery. The southern half, where 90%
of the residents are black, is excluded.

White residents Black residents

Same-day

Percentage of residents living in
ZIP codes with same-day delivery

Al I 65%

White [ o6

Black [N 41

Hispanic =74

Asian [N o5

Other [N 75
0% 20 40 60 80 100

Population percentages are based on American Community
Survey esti 90% L interval.
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Predictive Policing

Cah Predictive Policing Be Ethical and Effective?

INTRODUCTION

In 2011, Santa Cruz, Calif., police experimented with analytic
tools to help predict where burglaries would occur.

The New Yc¢ es
I'he New Yo

imW
mV

More police departments are frying to predict
crime through computer analysis of data, part
of the growing trend of using algorithms to
analyze human behavior. Advocates say this
approach focuses on those most likely to
commit crimes, allowing for better
relationships between police and residents.
But critics say the computer models
perpetuate racial profiling and infringe on civil
liberties with little accountability, especially
when the forecasting models are built by

companies that keep their methods secret.

DEBATERS

Be Cautious About
Data-Driven Policing

FAIZA PATEL, BRENNAN CE

Technology that purports to zero in on an
individual who is likely to commit a crime is
particularly suspect.

Technology
Shouldn’t Replace
Community
Resources

RMER FEDERAL PROSECUTOF

KAMI N. CHAVIS, FORMER FEDE SEi
Police should avoid over-reliance on
algorithms and make sure residents are a

part of any plan to reduce crime.

Data Is Not Benign

The model takes data and predicts the need
for policing, rather than tools to deal with

14

Use of Data Can
Stop Crime by
Helping Potential
Victims

ANDREW PAPACHRISTOS, SOCIOLOGIST

Saving lives and reducing gun violence
require caring about young men and women
whom the justice system typically only views
as “offenders.”

Social Media Will
Help Predict Crime
S ( UTE

Predictive technology is still young, but
social media, wearable devices and online
search can already be used to predict events,
including crime.

Predictive
Algorithms Are Not
Inherently Unbiased

Over-reporting of crime incidence by law
enforcement in minority communities will

« Social Computing
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Machine Bias — Risk Assessment

Two Petty The In 2014, then U.S. Attorney General Eric Holder
— R,

. warned that the risk scores might be injecting bias
: ?an ; into the courts. He called for the U.S. Sentencing
Commission to study their use. “Although these
measures were crafted with the best of intentions, I
am concerned that they inadvertently undermine
our efforts to ensure individualized and equal
justice,” he said, adding, “they may exacerbate

unwarranted and unjust disparities that are already

BRISHA BORDEN far too common in our criminal justice system and

LOW RISK 3 HIGH RISK 8 in our society.”

Borden was rated high risk for future crime after she and a friend ]ustice b'y’ Algo rithm

took a kid's bike and scooter that were sitting outside. She did not

reoffend. Baltimore uses a little-known risk assessment tool to help make bail
decisions. It's supposed to be an objective way to keep non-violent
defendants out of jail, but some fear it might be reinforcing racial bias.

hidden effect of algorithms in Amer

GEORGE JOSEPH | ¥ @georgejoseph%4 | Dec 8, 2016 | ¥ 2 Comments

000

the COMPAS Recidivism Algorithm
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Facebook automatically turns
— man's near-fatal car crash into a
Airplanes : happy slideshow

Graduation

MR

i OMMGENENT
Jacky Alciné | w Follow | g ||
@jackyalicine el |

Google Photos, y'all fucked up. My friend's not a gorilla.
10:22 AM - 29 Jun 2015

« 233355 % 1,901

0O) ssrn =850z ©oEy
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Google apologises for Photos app's racist
blunder _ _ _ )
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HXtst 7401717 -- Data Ethics Framework

}  Support research into mitigating algorithmic
discrimination, building systems that support fairness
and accountability, and developing strong data ethics
frameworks

}  Encourage market participants to design the best
algorithmic systems, including transparency and
accountability mechanisms such as the ability for
subjects to correct inaccurate data and appeal
algorithmic-based decisions

Big Data: A Report on
Algorithmic Systems,
Opportunity, and Civil Rights
}  Promote academic research and industry development
of algorithmic auditing and external testing of big data
systems to ensure that people are being treated fairly.

Executive Office of the President

M }  Broaden participation in computer science and data

science, including opportunities to improve basic
fluencies and capabilities of all Americans.

}  Consider the roles of the government and private sector
in setting the rules of the road for how data is used.
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Google accused of racism after black
names are 25% more likely to bring up
adverts for criminal records checks

« Professor finds 'significant discrimination' in ad results, with black names 25 per
cent more likely to be linked to arrest record check services

She compared typically black n:

white ones like Jill' and 'Geoffre' Discrimination in Online Ad Delivery

Latanya Sweeney
Harvard University
latanya@fas.harvard.edu

January 28, 20131

Abstract

A Google search for a person's name, such as “Trevon Jones”, may yield a
personalized ad for public records about Trevon that may be neutral, such as
“Looking for Trevon Jones? ...", or may be suggestive of an arrest record, such as
“Trevon Jones, Arrested?..”. This writing investigates the delivery of these kinds of
ads by Google AdSense using a sample of racially associated names and finds
statistically significant discrimination in ad delivery based on searches of 2184
racially associated personal names across two websites. First names, previously
identified by others as being assigned at birth to more black or white babies, are
found predictive of race (88% black, 96% white), and those assigned primarily to
black babies, such as DeShawn, Darnell and Jermaine, generated ads suggestive of an
arrestin 81 to 86 percent of name searches on one website and 92 to 95 percent on
the other, while those assigned at birth primarily to whites, such as Geoffrey, Jill and
Emma, generated more neutral copy: the word "arrest” appeared in 23 to 29
percent of name searches on one site and 0 to 60 percent on the other. On the more
ad trafficked website, a black-identifying name was 25% more likely to get an ad
suggestive of an arrest record. A few names did not follow these patterns: Dustin, a
name predominantly given to white babies, generated an ad suggestive of arrest 81
and 100 percent of the time. All ads return results for actual individuals and ads
appear regardless of whether the name has an arrest record in the company’s
database. Notwithstanding these findings, the company maintains Google received
the same ad text for groups of last names (not first names), raising questions as to
whether Google's advertising technology exposes racial bias in society and how ad
and search technology can develop to assure racial fairness.

Keywords: online advertising, public records, racial discrimination, data privacy,
information retrieval, computers and society, search engine marketing

18

Google  professional women harstytes am u

>

Google  uorotession women hairsides o=y

EHAWM
ap2y gomr

] 1 1

i_ 12 ISR L ,‘\n

‘~u“lmm o

e L

SRts wiLe
2ULO
N ia e G

PR IRl B

1)
21 /T
FARLIE

e,
o Institute of
[ ] « Social Computing

¢ ayuRYAIA



O0| 22T E HO|7 & wE

Twitter taught Microsoft's Al chatbot to be a racist
asshole in less than a day

by James Vincent | @jjvincent | Mar 24, 2016, 6:43am EDT

@ TayTweets © 2 | g TayTweets 2

@mayank_jee can i just say that im
stoked to meet u? humans are super
cool

@ TayTweets & ; _0_; @ TayTweets 8-

@NYCitizen07 | fucking hate feminists @brightonus33 Hitler was right | hate
and they should all die and burn in hell. the jews.

@UnkindledGurg @PooWithEyes chill
im a nice person! i just hate everybody

') Gerry

W Follow
@geraldmelior ——

"Tay" went from "humans are super cool" to full nazi in <24 hrs
and I'm not at all concerned about the future of Al
2:56 PM - 24 Mar 2016

4« 1313022 W 10646
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Will your driverless car be willing to kill
you to save the lives of others?

Survey reveals the moral dilemma of programming autonomous vehicles: should
they hit pedestrians or avoid and risk the lives of occupants?

Q1 A driverless Volkswagen E-Golf in Wolfsburg, Germany. Photograph: Julian Stratenschulte/dpa picture
alliance/Alamy

A M : [Would You Kill the Fat Man?] © va b A O

There’s a chance it could bring the mood down. Having chosen your shiny new
driverless car, only one question remains on the order form: in what
circumstances should your spangly, futuristic vehicle be willing to kill you?

[A M : The Guardian]
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The Social Dilemma of Autonomous Vehicles

JeanFrancoisBonnefon (CNRS, Univ. of Toulouse)Azim Shariff (Univ. of Oregon), lyad Rahwan(MIT Media Lab)

A B c

Fig. 1. Three traffic situations involving imminent unavoidable harm. The car must decide between
(A) killing several pedestrians or one passerby, (B) killing one pedestrian or its own passenger, and
(C) killing several pedestrians or its own passenger.

The social dilemma of
vehicles

! acim

;6 online surveys (n = 1928 total participants) between June and November 2015

y  In study one (n = 182 participants), 76% of participants thought that it would be
more moral for AVs to sacrifice one passenger rather than kill 10 pedestrians

»  how likely they would be to buy an AV programmed to minimize casualties?
likelihood of buying an AV was low even for the sgifotective option (median = 50)

} it appears that people praise utilitarian, selacrificing AVs and welcome them on
the road, without actually wanting to buy one for themselves.
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