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- k-Anonymity, |-Diversity, t-Closedness?| ZX|

* General k-Anonymity is NP-Hard

 Practical algorithms exist using approximation!
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1. giokxt | 1A, “Big Data: Seizing Opportunities, Preserving Values,”

—

Executive Office of the President, May 2014

“When data is initially linked to an individual or device, some privacy-protective
technology seeks to remove this linkage, or ‘de-identify’ personally identifiable
information—but equally effective techniques exist to pull the pieces back together

through ‘re-identification.””

2. Public Knowledge et al., “Petition for Declaratory Ruling Stating that the Sale
of Non-Aggregate Call Records by Telecommunications Providers without
Customers’ Consent Violates Section 222 of the Communications Act,”

December 11, 2013

3. Timothy Lee, “There’s No Such Thing as an Anonymized Dataset,” TechDirt,
November 30, 2007
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4. Yves-Alexandre de Montjoye, César A. Hidalgo, Michel Verleysen & Vincent D.
Blondel, “Unique in the Crowd: The Privacy Bounds of Human Mobility,” Scientific
Reports 3.

The study found that when an individual’s location is specified hourly within the reception
area of a mobile phone antenna, knowing as few as four random spatio-temporal points

was enough to uniquely identify 95 per cent of the mobility traces in the dataset of one and
a half million individuals.

It is admittedly very difficult to de-identify mobility traces, while maintaining a sufficient
level of data quality necessary for most secondary purposes, due to their high degree of
uniqueness.

5. EU Data Protection Working Party (Article 29), “Opinion 05/2014 on
Anonymisation Techniques,” April 10, 2014.

The removal of direct identifiers alone is generally insufficient to properly de-identify
datasets.
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6. Latanya Sweeny, Uniqueness of Simple Demographics in the U.S.
Population, Carnegie Mellon University, Laboratory for International
Data Privacy, Pittsburgh, PA, 2000.

It used 1990 U.S. census data to show that 87 per cent of the U.S. population could be
uniquely identified through the combination of gender, date of birth, and ZIP code.

7. Phillippe Golle, Revisiting the Uniqueness of Simple Demographics in the US
Population, Palo Alto Research Center, 2006

- Only 63 per cent of the U.S. population is uniquely identifiable given those data
categories.

- If an individual’s date of birth is replaced with only the month and year of birth, the
percentage of those uniquely identifiable drops to 4.2 per cent.

- If one further replaces the ZIP code with an individual’s county, then the percentage
of the population capable of being uniquely identified drops dramatically to 0.2 per
cent.1
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8. Nate Anderson, “Anonymized Data Really Isn't—and Here’s Why Not,” Ars
Technica, September 8, 2009.

9. Caroline Perry, “You're Not So Anonymous,” Harvard Gazette, October 18,
2011.
10. Arvind Narayanan and Vitaly Shmatikov, “Robust De-anonymization of Large

Sparse Datasets,” Proceedings of the 2008 IEEE Symposium on Security and
Privacy, 2008.

© 2013 Konkuk Univ. & Korea Data Science Association. All Rights Reserved.



H|AZSE FEIL M A Bt 7Stk & Sad =4
7

AEst

IS3ictn B =2 R BN

. Jane Yakowitz, “Tragedy of the Data Commons,” Harvard Journal of Law and
Technology 25 (2011): 1-40.

. Felix T. Wu, “Defining Privacy and Ultility in Data Sets,” University of Colorado
Law Review 84 (2013): 1117-1175.

. Khaled El Emam, Guide to the De-ldentification of Personal Health Information
(Boca Raton, FL: CRC Press, 2013).

. Daniel C. Barth-dones, “The ‘Re-identification’ of Governor William Weld’s
Medical Information: A Critical Re-Examination of Health Data Identification Risks
and Privacy Protections, Then and Now.” June 4, 2012.

. Ann Cavoukian and Khaled EI Emam, “Dispelling the Myths Surrounding De-
identification: Anonymization Remains a Strong Tool for Protecting Privacy,”
June 2011.
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6. Ann Cavoukian and Daniel Castro, “Big Data and Innovation, Setting the Record
Straight: De-identification Does Work,” Jun 2014.

or
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“While nothing is perfect, the risk of re-identification of individuals
from properly de-identified data is significantly lower than indicated
by commentators on the primary literature.”
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1. They protect an individual’s records from being uniquely identified in the dataset.
2. They prevent an individual’s records from being linked to other datasets.

- If a set of attributes uniquely identifies an individual within a de-identified
dataset and those same attributes are found in a personally identifying
dataset, then that individual may be re-identified by linking the two datasets
together.

3. They make it difficult to infer sensitive information about an individual from the de-
identified dataset.

- If groups of individuals are identified in a dataset and all the individuals in a
certain group have a certain property, then if an individual is known to belong
to that group, one could easily find out the value of his/her group property.

Source: EU Data Protection Working Party (Article 29), “Opinion 05/2014 on
Anonymisation Techniques,” p. 11-12
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'Data soul' of Shawn Buckles sells for £288

TECHMOLOGY [/ 15 APRIL 14 / by OLIVIA SOLOM

73 I. 155 3 Eubmitﬁ

¥ Tuceet g

Dutch student Shawn Buckles has I
auctioned all his personal data to
the highest bidder and earned a
grand total of €350 (£288).

In March, Buckles set up a website
with an online bidding system in »
order to make a comment about

privacy and the value of personal

At TTA rvaad A1l AF T s vmmm e a L Al

=X : http://bit.ly/1m5djw3
{2014'& ot CHSt 0| HOHE Soll el EE T2 =2l =2 35 %E!}
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