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1.1 g3t

O Anonymisation
(6) “Rendering anonymous” shall mean the alteration of personal data so that

information concerning personal or material circumstances cannot be attributed to

an identified or identifiable natural person or that such attribution would require a

disproportionate amount of time, expense and effort(BDSG 3 (6))

O Data are anonymised if all identifying elements have been eliminated from a set

of personal data. No element may be left in the information which could, by
exercising reasonable effort, serve to re-identify the person(s) concerned. Where

data have been successfully anonymised, they are no longer personal data.(d]o]EH

oY =S 449)

O EU 959 Directivex 2w ZFOA d@sto] et FoS Fil A= Rt AZoA
et FEIF HlolE RS tiidol HAl dee 7led

1.2 7193}

O GDPROIA 7hgate] ol 2 golo] WA F&¢ Alwsta 9

gjo

O 'pseudonymisation' means the processing of personal data in such a way that

the data can no longer be attributed to a specific data subject without the use of

additional information, as long as such additional information is kept separately

and subject to technical and organisational measures to ensure non-attribution to
an identified or identifiable person(GDPR 4 (3a))

O “Aliasing(pseudonymization)” shall mean replacing a person's name and other

identifying characteristics with a label, in order to preclude identification of the

data subject or to render such identification substantially difficult. (BDSG 3 (6a) )

O Personal information contains identifiers, such as a name, date of birth, sex

and address. When personal information is pseudonymised, the identifiers are

replaced by one pseudonym. Pseudonymisation is achieved, for instance, by

encryption of the identifiers in personal data(H|o]E{E.S JHEE 45WH)




Example: The sentence “Charles Spencer, born 3 April 1967, is the father of a
family of four children, two boys and two girls” can, for instance, be
pseudonymised as follows:

“C.S. 1967 is the father of a family of four children, two boys and two girls”;
or

“324 is the father of a family of four children, two boys and two girls”; or

“YESz3201 is the father of a family of four children, two boys and two girls”.

O H=9] 7tolegtelo] EUOA Pseudonymous dataS AWH3t2 H1 0OFX] 7R HHE S
A 78S AR HAlsh:s A= oldfiste= A2 7o 7MHE.

1.3 "]A] s}
O 0]= Department of Education

- Anonymization [of data] refers to the process of data de-identification which
produces de-identified data, where individual records cannot be linked back to an

original student record system or to other individual records from the same
source, because they do not include a record code needed to link the records.

- De-identification [of data] refers to the process of removing or obscuring any

personally identifiable information from student records in a way that minimizes

the risk of unintended disclosure of the identity of individuals and information
about them.

- While it may not be possible to remove the disclosure risk completely,
de-identification is considered successful when there is no reasonable basis to
believe that the remaining information in the records can be used to identify an
individual

=X : http://ptac.ed.gov/sites/default/files/data_deidentification_terms.pdf

O z=2 0|2  d]A¥sKde-identification)o]2t=  8o]2  Agstu Y3}
(anonymization)?} 4§ FEE= AC=2% Ho|l}, oAlXo=w Wkt Zo]olS st Ql
Ohal HolX|&= ofygl.

O AR R sy A8 A23 A4S
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2. ¥|AEs} FHo| JiAP R P/

2.1 EU djojg B3 J}cy 2014

O Data are personal data if they relate to an identified or at least identifiable
person, the data subject.

O A person is identifiable if additional information can be obtained without
unreasonable effort, allowing the identification of the data subject.

O Data are anonymised if they no longer contain any identifiers; they are

pseudonymised if the identifiers are encrypted.

O In contrast to anonymised data, pseudonymised data are personal data.

2.2 GDPR

O EU 9549 Directive= pseudonymizationo]] tjst +&0°] ¢y=.
- =9 BDSGS 3U3 puuoldy A% 7ol UL

O GDPR(QF)-& pseudonymized datao] gt A% {742 OFistl
- Aol A% 2HHUA IR 2o W

O 20149 GDPR(Q)
- Article 10
1. If the data processed by a controller do not permit the controller or processor

to directly or indirectly identify a natural person, or consist only of pseudonymous

data, the controller shall not process or acquire additional information in order to
identify the data subject for the sole purpose of complying with any provision of
this Regulation.

2. Where the data controller is unable to comply with a provision of this
Regulation because of paragraph 1, the controller shall not be obliged to comply
with that particular provision of this Regulation. Where as a consequence the data
controller is unable to comply with a request of the data subject, it shall inform

the data subject accordingly.



O 2015. 12. GDPR¢F

- Article 10 Processing not requiring identification

1. If the purposes for which a controller processes personal data do not or do no
longer require the identification of a data subject by the controller, the controller
shall not be obliged to maintain, acquire or process additional information in order
to identify the data subject for the sole purpose of complying with this Regulation.
2. Where, in such cases the controller is able to demonstrate that it is not in a
position to identify the data subject, the controller shall inform the data subject
accordingly, if possible. In such cases, Articles 15 to 18 do not apply except where
the data subject, for the purpose of exercising his or her rights under these
articles, provides additional information enabling his or her identification.

- A|23%& : pseudonymisationS appropriate technical and organisational measurez
o] A8k data protection by design and by default)

- AI30& : ol A2]9] HSAX|ZA pseudonymasation 01]/\]

- AI32x - gedt T HolHE AAME7HSSH s TH HlolH RJ-ZE(data breach)A] FH
ZAIA A A

- A|38& : code of conduct®A] pseudonymisation F&
2.3 HIPAA(Health Insurance Portability and Accountability Act)

O Since 1996 the US Federal Health Insurance Portability and Accountability Act
of 1996 (HIPAA) differentiate between:

- Protected Health Information (Patient name + medical records = sensitive
personal data)

- Limited Data Set (a form of pseudonymized data still covered by HIPAA)

- De-identified Data (a form of anonymized data not any longer covered by
HIPAA)

- Oob vjAlEet FE, LDSO] 7|&o] #sto] Favt AR, A5A 277 okl BolX]|
+ oty

O 9wy 7| H(covered entity)7} F&E 5 Ql= BIAES} ¥y

- of2fje] 27FA] Aol s gt HIPPA ZejoltA] FgofA] Hlold

- 0 AZ7e] JIEAQl | (very small risk) @ SASHA, utehA AAlZ A8
- AERLS 18702 dlo|E oA A|A 3= W (safe harbor)

O Limited Data Set(LDS)

- HIPAA mefo]HA] fAoA ER2AQl -aHA|

- Al a7 st JEFA F9, 87t glo] o] &5t AEL & AS

- 1878 AEAr 5 ARA AEA] sigste 1671A] AlEARS RASEALHUNA] PR A
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- k-Anonymity, |-Diversity, t-Closedness?| ZX|

* General k-Anonymity is NP-Hard

 Practical algorithms exist using approximation!
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1. giokxt | 1A, “Big Data: Seizing Opportunities, Preserving Values,”

—

Executive Office of the President, May 2014

“When data is initially linked to an individual or device, some privacy-protective
technology seeks to remove this linkage, or ‘de-identify’ personally identifiable
information—but equally effective techniques exist to pull the pieces back together

through ‘re-identification.””

2. Public Knowledge et al., “Petition for Declaratory Ruling Stating that the Sale
of Non-Aggregate Call Records by Telecommunications Providers without
Customers’ Consent Violates Section 222 of the Communications Act,”

December 11, 2013

3. Timothy Lee, “There’s No Such Thing as an Anonymized Dataset,” TechDirt,
November 30, 2007
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4. Yves-Alexandre de Montjoye, César A. Hidalgo, Michel Verleysen & Vincent D.
Blondel, “Unique in the Crowd: The Privacy Bounds of Human Mobility,” Scientific
Reports 3.

The study found that when an individual’s location is specified hourly within the reception
area of a mobile phone antenna, knowing as few as four random spatio-temporal points

was enough to uniquely identify 95 per cent of the mobility traces in the dataset of one and
a half million individuals.

It is admittedly very difficult to de-identify mobility traces, while maintaining a sufficient
level of data quality necessary for most secondary purposes, due to their high degree of
uniqueness.

5. EU Data Protection Working Party (Article 29), “Opinion 05/2014 on
Anonymisation Techniques,” April 10, 2014.

The removal of direct identifiers alone is generally insufficient to properly de-identify
datasets.
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6. Latanya Sweeny, Uniqueness of Simple Demographics in the U.S.
Population, Carnegie Mellon University, Laboratory for International
Data Privacy, Pittsburgh, PA, 2000.

It used 1990 U.S. census data to show that 87 per cent of the U.S. population could be
uniquely identified through the combination of gender, date of birth, and ZIP code.

7. Phillippe Golle, Revisiting the Uniqueness of Simple Demographics in the US
Population, Palo Alto Research Center, 2006

- Only 63 per cent of the U.S. population is uniquely identifiable given those data
categories.

- If an individual’s date of birth is replaced with only the month and year of birth, the
percentage of those uniquely identifiable drops to 4.2 per cent.

- If one further replaces the ZIP code with an individual’s county, then the percentage
of the population capable of being uniquely identified drops dramatically to 0.2 per
cent.1
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“While nothing is perfect, the risk of re-identification of individuals
from properly de-identified data is significantly lower than indicated
by commentators on the primary literature.”
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1. They protect an individual’s records from being uniquely identified in the dataset.
2. They prevent an individual’s records from being linked to other datasets.

- If a set of attributes uniquely identifies an individual within a de-identified
dataset and those same attributes are found in a personally identifying
dataset, then that individual may be re-identified by linking the two datasets
together.

3. They make it difficult to infer sensitive information about an individual from the de-
identified dataset.

- If groups of individuals are identified in a dataset and all the individuals in a
certain group have a certain property, then if an individual is known to belong
to that group, one could easily find out the value of his/her group property.

Source: EU Data Protection Working Party (Article 29), “Opinion 05/2014 on
Anonymisation Techniques,” p. 11-12
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Dutch student Shawn Buckles has I
auctioned all his personal data to
the highest bidder and earned a
grand total of €350 (£288).

In March, Buckles set up a website
with an online bidding system in »
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privacy and the value of personal
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