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- Information by which the individual can be identified through simple
combination with other information

EU Directive 95/46/EC on the protection of personal data and GDPR "information relating
to an identified or identifiable natural person ; an identifiable person is one who

, (by means reasonable likely to be used by the controller
or by any other natural or legal person) in particular by reference to an identification
number or to one or more factors specific to his physical, physiological, mental,
economic, cultural or social identity"

Australia, Privacy Act 1988 “personal information means information or an opinion about
an identified individual, or an individual who is

Canada, Personal Information Protection and Electronic Documents Act “information
about an individual”

- Identifiability is the normative concept of rationality, not the technical
concept, but tends to be interpreted too broadly, especially in Big Data era.
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- risk based approach

sensitive information, unique identifying information, user account information vs. other
information
attribution information vs. activity information

- differential privacy

emphasis on not whether an individual can be directly associated with a particular
revealed value from a data set, but rather the extent to which any revealed value depends
on a individual’s data

- Pseudonymous Data in GDPR

“personal data that cannot be attributed to a specific data subject without the use of
additional information, as long as such additional information is kept separately and
subject to technical and organizational measures to ensure non-attribution”

allowing the controller to process data without consent in order to prevent organization
from pursuing a incentive to identify individual strictly to comply with the law
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digital +  storage + search + network

web 2.0 service
Social Network Service

Cloud ComPuting
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loT2| 2|0]

USN(ubiquitous sensor network)
M2M(machine to machine)
loT(internet of things)
loE(internet of everything)

“talking to the analog world
around us in a digital way
with all the benefits of

digital communication”
-Daniel Kellmereit, ‘the Silence Intelligence’
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AA|2l 7|& (Regualtion and Standard)

A1 (Job Losses)

ZHRI AXH(Tort Liability)

S [|0|E| A (Data Ownership)
1™ H (Personal Information Protection)
EHOl (Cyber Security)

ol opg| gk ==l M (Net Neutrality)
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https://flic.kr/p/84VZAr
https://creativecommons.org/licenses/by-sa/2.0/
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Privacy

by
Design

« AFE CHSO0| OfL|2} AR Chd|, 2HEE 0X|= Z10| Oi|2} 0|2 Proactive Preventative
M ESE 7|8 B8USE By Default
5 Z2fO[HHA|  Embedded

- ASCHA|I7L OR-l A5 E2F  Positive Sum

A e

- +HF7|12| 25 Lifecycle Protection

\J
>~

M Visibility/Transparency
- APEA S8 AAIRE 28 Respect the Users
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