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We reject: kings, presidents and voting.
We believe in: rough consensus and
running code. — David D. Clark
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THE FIFTY-THIRD Hons BOF
INTERNET ENGINEERING TASK FORGE Gz char verniooro s crarr et
Hosted by Cable and Wireless | S
Minneapolis, Minnesota USA ;a}f/?g;{%r?.s are defined as internationalized string for internet
March 17 - 22, 2002

— Charter highlights — direct navigation is very desirable for
users —users wish to use keywords as unambiguous
addresses



NO ONE PERSON, COMPANY, ORGANIZATION OR GOVERNMENT RUNS THE INTERNET.

The Internet itself is a globally distributed computer network comprised of many voluntarily interconnected autonomous networks.

Similarly, its governance is conducted by a decentralized and international multi-stakeholder network of interconnected autonomous groups drawing
from civil society, the private sector, governments, the academic and research communities, and national and international organizations. They work
cooperatively from their respective roles to create shared policies and standards that maintain the Internet’s global interoperability for the public good.

I1AB DEEHE

INTERNET ARCHITECTURE BOARD

0 the technical and engineering
development of the |EFT and IRTF.
www.iab.org

ICANN BEmEm

INTERNET CORPORATION FOR ASSIGNED
NAMES AND NUMBERS

Coordinates the Internet's systems of
unique identifiers: IP addresses,
Protocol-Parameter registries, top-level
domain space (DNS root zone).
www.icann.org

IETF BEE

INTERNET ENGINEERING TASK FORCE
Develops and promotes a wide range of
Internet standards dealing in particular with
standards of the Internet protocol suite.

Their technical di infl the way
people design, use, and manage the Internet.
www.ietf.org

IGF DERE

INTERNET GOVERNANCE FORUM

A multi-stakeholder open forum for debate on
issues related to internet governance.
www.intgovforum.org

IRTF [

INTERNET RESEARCH TASK FORCE
Promotes research of the evolution of the
Internet by creating focused, long-term
research groups working on topics related to
Internet protocols, applications, architecture
and technology.

www.irtf.org

GOVERNMENTS AND
INTER-GOVERNMENTAL
ORGANIZATIONS HI3

Develop laws, regulations and policies
applicable to the Internet within their
jurisdictions; participants in multilateral and
multi-stakeholder regional and international
fora on Internet Governance.

9
Vi & Standards guide
© and decision making

Civil Society & Internet
Users, the Private Sector,
Governments, National &
International Organizations,
Research, Academic and
Technical Communities all
have a say in how the
Internet is run.

| MULTI-STAKEHOLDERS

< OPERATONS & SERVCE |

@

Internet Operations span all
aspects of hardware,
software, and infrastructure
required to make the Internet
work. Services include
education, access, web
browsing, online commerce,
social networking, etc.

Internet Policies are the shared
principles, norms, rules,
decision-making procedures,
and programmes that shape the
evolution and use of the
Internet. Internet Standards
enable interoperability of
systems on the Internet by
defining protocols, messages
formats, schemas,

and languages.

process of debating
policy and standard
propositions in a

using any variety of
methods: in-person,
Internet Drafts, public

many more.

The formal and informal

multi-stakeholder model

forums, publishing, and

the Interne

! rvices.
Operations &t’gzmba“

LEGEND: I Advice C

I3 Educati [ Operations

I3 Policy [ Research

H Standards I Services

1S0 3166 MA H

INTERNATIONAL ORGANIZATION

FOR STANDARDIZATION,

MAINTENANCE AGENCY

Defines names and postal codes of countries,
dependent territories, special areas of
geographic significance.
www.iso.org/iso/country_codes.htm

Isoc BEEN

INTERNET SOCIETY

Assure the open development, evolution
and use of the Internet for the benefit of
all people throughout the world. Currently
1SOC has over 90 chapters in around 80
countries.

www.internetsociety.org

RIRs @R

5 REGIONAL INTERNET REGISTRIES
Manage the allocation and registration of
Internet number resources, such as IP
addresses, within geographic regions of the
world.

www.afrinic.net  Africa

www.apnic.net Asia Pacific

www.arin.net Canada & United States

www.lacnic.net  Latin America & Caribbean

www.ripe.net Europe, the Middle East &
parts of Central Asia

wic B

WORLD WIDE WEB CONSORTIUM

Create standards for the world wide web
that enable an Open Web Platform, for
example, by focusing on issues of accessibil-
ity, internationalization, and mobile web
solutions.

www.w3.0rg

INTERNET NETWORK
OPERATORS' GROUPS I[N
Discuss and influence matters related to
Internet operations and regulation within
informal fora made up of Internet Service
Providers (ISPs), Internet Exchange Points
(IXPs) and others.

This graphic is a living document, designed to provide a high level view of how the internet is run. It is not intended to be a definitive guide. Please provide feedback at www.

@@@ 2013 | Creative Commons Attribution-ShareAlike 3.0

& &X: http://thetecnica.com/2013/03/who-runs-the-internet-infographic
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Tier 2 Networ
IP Backbone
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-\ "delegated subzone" 17 Ty zone of authority,
1 = managed by a name server
r When a systemn administrator - # ! 9 ¥
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MESSAGE TO BE HASHED

...I have just received word that, if all goes according to
plan, the merger will be official on November 12th. Eric is
now familiar with all of the necessary details, and he will
be joining your team effective immediately. Chris will be
working closely with the lawyers to ensure that we fulfill
all of our requirements for due diligence. Obviously, because
of strict SEC regulations, we must keep all information on
the upcoming deal in the strictest of confidence. | trust that
you have already...
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$ dig sora.net

; <<>> DiG 9.8.1-P1 <<>> sora.net
;5 global options: +cmd
;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7406
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: ©

5> QUESTION SECTION:
;sora.net. IN

;3 ANSWER SECTION:
sora.net. 100 IN
;5 Query time: 210 msec

55 SERVER: 22?22?2222 222??PP2??

;5 WHEN: Sat Jan 11 17:09:52 2014
53 MSG SIZE rcvd: 42

$ telnet 69.197.27.194 80

Trying 69.197.27.194...

Connected to 69.197.27.194.

Escape character is '"]'.

GET / HTTP/1.1

Host: sora.net

HTTP/1.0 302 Redirect

Location: http://www.warning.or.kr

Connection closed by foreign host.

69.197.27.194

Your Computer

Browser | |

DNS Client |

at1s

"myspace.com”? |
—_

What is
"myspace.com”?
_—

1
=l

Itis
216.178.38.116

What is
"myspace.com”?
-

It is
216.178.38.116

DMS Server 1 DNS Server 2
I
I

— T

-

|  Web Server |

216.178.38.118 -
| DNS = &
Hello, 216.178.28.116, a.K.a. myspace.com. |'m looking for ... o
- Here yvou gdo...

IP KFEHE E 2l /redirection)

[SBIIIEIBU|NA-S Upa o0 ey 510 Tupy dny

rLa



ﬁ Sora.net - 4+4F 1 O] A C

« - C fn D sora.net qjv\@ ¢ 8 Q9 @,Q E

i BEAAM (oD CINEW (J AT [)+Flipit (J ¥

"- L . .

U Privacy protected.

Your web activity is encrypted and tunneled.
our lecation masked and your privacy ensured.
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Firewall systems
Types and operation

Ep i) EppRE T Packet level filtering
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Network Network Network
Data Link
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Packet fragmentation
Source porting
Source routing
Vulnerabilities in TCP/IP stack
FTP PASV
External(e.g. outsourced) systems
Content (e.g. email-borne trojan horse)
Man in the middle attacks
(e.g. compromised DNS)
Z=X{: POL34CERT
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o -1 — a2 =X: http://enterprise.huawei.com/topic/2013_Firewall_en/index.html
Stateful Multicore+distributed
Packet filter inspection-based ASIC-based UTM architecture NGFW
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Basic access Session control ASIC for higher Combined Enhanced Control over applications,
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theguardian Coogle™ custor

News | Sport  Comment | Culture | Business | Money | Life & style | Travel | Environment | "

News ; World news ;3- Edward Snowden JMNGEICEESHES

Edward Snowden Bl rss 2 O 1 4
Latest on the computer analyst whistleblower who provided the Guardian with top-secret

NSA documents leading to revelations about US surveillance on phone and internet
communications

Top story Most recent

Liberal Democrats: digital drumbeat
9 Jan 2014 Editorial: Two senior Liberal Demaocrats

call for judicial oversight of state surveillance and
regular releases of statistics on UK security senvice
data requests

&l 41 comments

European parliament invites Edward
Snowden to testify via video

9 Jan 2014: Mot yet clear if NSA whistleblower will

Mass surveillance by security services accept invitation from European parliament committee
should be reviewed, say Lib Dems investigating surveillance

8 Jan 2014: Party's motion, in wake of Snowden o ) P .
whistleblowing, covers agencies’ accountability, data Mass surveillance by security services
collection and bill of rights should be reviewed, say Lib Dems

& 191 comments
& Jan 2014; Party’s motion,

inwake of Snowden
whistleblowing, covers
agencies” accountakbility,
data collection and bill of
rights

|
The NSA files whistleblower

"They will say I aided our enemies’ & 191 comments

B B video (Tmin 07sec): The | oo s




Home About Tor Documentation
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Freenet

. . 2P
Anonymity Online . o prevens peope rom GNUnet
Protect your privacy. Defend yourself ﬁ%‘ﬂg}ﬁgﬁgg‘ﬁ’; S, nightweb

against network surveillance and traffic :
. # Toris for web browsers,
analysis.

instant messaging clients,
and more.

#» Toris free and open

Download Tor « [
Freenet

THE FREE NETWORK

1 i
What is Tor? Why Anon .
Tar is free software and an open network that Tor protects you by £
helps you defend against traffic analysis, a form communications arol
of netwark surveillance that threatens personal relays run by valunte
_ salens P vern Share, Chat, Browse. Anonymously. On the |
freedom and privacy. confidential business prevents somebody v
activities and relationships, and state security. connection from learr
Learn more about Tor»  and it prevents the si Share files, chat on forums, browse and publish, anonymously ﬁ
your physical locatio and without fear of blocking or censorship! Then connect to .
your friends for even better security! M
Learn more! —::w:u? :jfu:
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NAT

Public address s
Private address

10.0.0.0/8 (255.0.0.0)
172.16.0.0/12 (255.240.0.0)
192.168.0.0/16 (255.255.0.0)

ISP (ingress) filtering
127.0.0.1 sl ZSIX| OiM| 2 A~

g =X: http://danawa.com
DANAWA



Home Network
Home
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IP tunneling
Triangular routing —
Binding update
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semantic overload
IP address = Locator + Identifier
AOFE Z(WIFI+4G) : Z+2 7| A C}

DHCP, NAT, proxy : CH2 7|7 2
Mobile IP / Multi homing : Z& 7t= L}
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Provider independent address block
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Backbone VS. Google & CDN

% Good bye hosts!

computing = data - contents

pull = push
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