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S EZTRE FEEAIA B AL HE AB|AF B 71RIAF (a final consumer of

-

or subscriber to a public telecommunications service, including a service
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QUef. gt Frac] St Bl WEOE StelekE, HE ol§AEe] Mot
WA GBS s el TASECH: Hol SR Bu, ofF W FUA
A2)0] eolof) w2 Td UG FASIZI] Slat ool Tste] £ 2
7h = 4 glrks dold FAH Aes WEn 5 A oy} 23
Hoz2e SRS et =7hHAle fSAFIE, 2Fol8Ake] SHA

88) EC ZEYA A S FA% SulolA] Wl Faddh Aol
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the Council laying down measures concerning the European single market for
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91) 3F¥e| A3 =3 : Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive and impart
information and ideas through any media and regardless of frontiers. 73== I}

92) The New York Times, 20128 1€ 4%} Vint Cerf, “Internet access in not a human right”, ($=<
http://www.nytimes.com/2012/01/05/opinion/internet-access-is-not-a-human-right. html? r=0) 2=
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93) Rrank La Rue, “Report of the Special Rapporteur on the promotion and protection of the right
to freedom of opinion and expression’, Human Rights Council seventeen session, 2011. 5. 16. 22%
(S-S http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.HRC.17.27_en.pdf)

94) David Souter, ‘Human Rights and the Internet : a review of perception in human rightos
rganisations”, APC, 2012. 6. 23%

95) Rrank La Rue, “Report of the Special Rapporteur on the promotion and protection of the right
to freedom of opinion and expression’, Human Rights Council seventeen session, 2011. 5. 16. 18%
(& http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A.-HRC.17.27_en.pdf)
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96) David Souter, “Human Rights and the Internet : a review of perception in human rightos
rganisations”, APC, 2012. 6. 16-24%.

97) Scott Marcus, Pieter Nooren, Jonathan Cave, Kenneth R. Carter, “Network Neutrality:Challenges
and responses in the EU and in the U.S.”, European Parliament, 2011. 5., 45%.
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98) Zejo|HAIHY] Wrapgol welo] A o2 EAS AES, ZiIHE HEe] Wit FREA,
Aot BRI =R 2010, 19-37& 2=

99) ©]& Space Privacy2til $H} Jarry Kang, Information Privacy, 50 Stanford Law Review 1193,

1998, 12022 oJa} 2%

100) o3t 2ol 19801 A1 Fofld IE Alwwlels 7Mdstslo] AAsHA Rt X HAE o
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101) Carol Gould, The Information Web, Ethical and Social Implications of Computer Networking,
Boulder, 1989, 44%.

102) Lawrence Lessig, Code and other Laws of Cyberspace, 742 &, = - Alo[HF7] Fol=,
=T 2002, 3345 3=

103) ZEAsle] gt FHolRA| ols= MBS o] A e ek etk AARRE,
2000, 5% ola} Az
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107) Frank La Rue, “Report of the Special Rapporteur on the promotion and protection of the
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right to freedom of opinion and expression”, Human Rights Council seventeen session, 2011.
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EB-05-1H-0110, 20 FCC Red 4295 (2005).

110) S FCCO] 9 S04 9218 7o) gl Aasioly] o] 2l glck Alg Uee
Appropriate Framework for Broadband Access to the Internet over Wireline Facilities, Policy
Statement (rel. Sept. 23, 2005) (“Internet Openness Policy Statement”). %
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116) 47 CFR 8.3 - Transparency. A person engaged in the provision of broadband Internet access
service shall publicly disclose accurate information regarding the network management
practices, performance, and commercial terms of its broadband Internet access services
sufficient for consumers to make informed choices regarding use of such services and for
content, application, service, and device providers to develop, market, and maintain Internet
offerings.

117) 47 CFR 8.5 - No Blocking. (a) A person engaged in the provision of fixed broadband

Internet access service, insofar as such person is so engaged, shall not block lawful content,
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7}. Comcast vs, FCC AFA

2007, vle] At 15p 719 7k SRRl AAAEComeas) A7} AREAL
7+ 3ol T4 AlAEel MERAEGiITonen) o] BT 52 AEHon &

oy A|RS-5THA|Ql Free Press@} Public KnowledgeZ} FCCo| FA1& o2

applications, services, or non-harmful devices, subject to reasonable network management. (b)
A person engaged in the provision of mobile broadband Internet access service, insofar as
such person is so engaged, shall not block consumers from accessing lawful Web sites,
subject to reasonable network management; nor shall such person block applications that
compete with the provider's voice or video telephony services, subject to reasonable network
management.

118) 47 CFR 8.7 - No Unreasonable Discrimination. A person engaged in the provision of fixed
broadband Internet access service, insofar as such person is so engaged, shall not
unreasonably discriminate in transmitting lawful network traffic over a consumer's broadband
Internet access service. Reasonable network management shall not constitute unreasonable

discrimination.
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120) WIRED, 2013 4% 13Y4%}, “We're About to Lose Net Neutrality — And the Internet as We
Know It” (http://www.wired.com/opinion/2013/11/so-the-internets-about-to-lose-its-net-neutrality) 2:&
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122) “Battle over ‘net neutrality’ arrives in Canada’, CBC (2006 11¥ 22); “NDP calls for net
neutrality” 2% CBC (2008 49 21%) online: CBC (http://www.cbc.ca/); David Bazan et
al, Audio-CD: Rock The Net: Musicians For Network Neutrality (Thirsty Ears: 2008);
Canadian Liberty Association, ‘2008 Election Campaign Kit" at 7, online: CLA
(http://www.cla.ca/); and “Liberals speak out in support of net neutrality”, Liberal Party
Newsroom(2009%1 6 19%) online: Liberal Party of Canada (http://www.liberal.ca/).

123) “Net Neutrality Star Tim Wu Joins Federal Trade Commission as Senior Policy Advisor’,
Forbes (20111 109 2¥) %= Forbes http://www.forbes.com).

124) Tim Wu et al, “Network Neutrality FAQ”, online: Tim Wu (http:/timwu.org).
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125) David P Reed, Jerome H Saltzer & David D Clark, “Active Networking and End-To-End
Arguments”; Mark A Lemley & Lawrence Lessig, “The End of End-to-End: Preserving the
Architecture of the Internet in the Broadband Era”; and David Clark & Marjory Blumenthal,
“Rethinking the Design of the Internet: The End to End Arguments vs. the Brave New
World”, online: The Center for Internet and Society (http:/cyberlaw.stanford.edw/).
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126) Michael Geist's testimony in House of Commons, Standing Committee on Industry, Science
and Technology, Evidence, No 047 (2007 2€ 269) at 1635 Z=

127) Ford v. Attorney General (Quebec), [1988] 2 SCR 712.

128) Telecommunications Act, SC 1993, ¢ 38.
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Communications Inc, “Submission to the Departments Industry Canada and Canadian Heritage:
Response to Consultation on Digital Copyright Issues” (2001 9¢¥ 14%), online: Industry
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130) Mark Goldberg, “Canada Leads World With Net Neutrality Regulatory Framework”, CircleID
(20094 10€ 21%) online: CircleID (http:/www.circleid.com/).
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131) Canadian Radio-Television and Telecommunications Commission (CRTC), Telecom Public
Notice CRTC 2004-2: Regulatory framework for voice communication services using Internet
Protocol, vol 3 (Gatineau: CRTC, 2004) at paras 4470-71 2=

132) “Telus cuts subscriber access to pro-union website”, CBC (24 July 2005) online: CBC
(http://www.cbc.ca/); and lan Austen, “A Canadian Telecom's Labor Dispute Leads to
Blocked Web Sites and Questions of Censorship”, The New York Times (2005 8¢ 1%)

online: The New York Times ( http://www.nytimes.com) &=
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AP35t o]} 2S Z=cl” [Rich Baker, “How Network Non-Neutrality Affects Real Businesses”
(2008 3 24¢), online: Xconomy (http://www.xconomy.com/)].

134) “Canada” under “Bad ISPs” in Vuze Wiki (http://wiki.vuze.com/). In the U.S., Comcast
engaged in similar traffic shaping [Peter Svensson, ‘Comcast blocks some Internet traffic”,
NBC News (2007 109 19%) online: NBC News (http:/www.nbcnews.com)] =% [Dan
Frommer, “BitTorrent, Comcast (CMCSA) Shake Hands, Downloaders Still Screwed’,

Business Insider (2008 3 27%) online: Business Insider <http:/www.businessinsider.com
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136) Michael Geist, “Canadians deserve better ISP transparency’, The Toronto Star (2007 10
8%) online: The Toronto Star (http://www.thestar.com/) ; Bell crimps P2P file-sharing during
peak hours, CBC (2008 3¢ 25%) online: CBC (http://www.cbc.ca) Z=.

137) Ryan Paul, “BitTorrent blocking goes north: Canadian ISP admits to throttling P2P", Ars
Technica (20079 11 5%) online: Ars Technica (http://arstechnica.com/) 2%

138) Karl Bode, “Bell Canada Throttles Wholesalers, Doesn’t Bother To Tell Them”, DSL Reports
(2008 39 24¢) online: DSL Reports (http://www.dslreports.comy).
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3t AL F=s) uislcl [Bell Canada, “Management's Discussion and Analysis: Risks That
Could Affect Our Business and Results”, online: Bell Canada (http://www.bce.ca/)] =

104



R3E Z22jle| o SN A

rot
7]

3. 2006~2009: U Sl Aol CHEt 27 B7t

Auttolde FARIE Abd, o7l B A AEUl FAIAES] Ao tigh
A, 1sP] 29 Atk aasdo] dieh ot B MR AE ve S
oA 1sPe] 7FIRFY] efoHA] 9l ZiQIFETE IX1 HlolE HEof et 927}
A71%= sAloll 7oA 2 ISP AR Al(accountability framework) 2]
ABE g eks H4e7t oS Afch @ SEAT BRiste] Al
o] ARG A Ast B Fe Shofl whet Au] AlgAEe] AR ARl AlsA

= 7190l vlsl AAHEE Al ARl dis AAA dEs = Al
AN YEQA AH|A Alge] qlo] A= FHde IS 2 Eold A
ofo] thet AETt AHS BASIAL Sl Ayttt Wil weh YIEQA AHlA
Algol lof HIRPEAL Fars] AAAoF & H#el 7] HR|oleh= 0]
A7 = At

C1& A ARl digh a4t ARl whet ket HRSAIE | o
3t 2006 ATEA H14(2006 Telecommunications, Policy Review Panel Report!42))

L 94 /1% 25| P 23 EE QT M A(open access) FIF S

140) & A7= QlEdlofA & 4= 9)2: “First Results from Vuze Network Monitoring Tool” (2008
3 49 189), online: TorrentFreak (http:/torrentfreak.com/images/vuze-plug-in-results.pdf). See
also “Cogeco ranks poorly in internet interference report’, CBC (2008 49 22%) online:
CBC (http:/www.cbe.ca/). PF S A7 2 A8 dlolHo] y/del thefA ok
A7181%9e} [1ljitsch van Beijnum, “Vuze says some ISPs abuse TCP resets; data not that
clearcut”, Ars Technica (2008 4% 23¢) online: Ars Technica (http:/arstechnica.com/)] =&

141) 2009'A Bell:> 7194RjollA| @i} dn|x Z2do] et 28191 & ARsdhe Bell TV 2281
Ae|2o]] MESHACK= AlEke Ws9it) [Christine Persaud, “Bell Silently Closes Online Video
Store”, Market News (2009 9 62) online: Market News (http:/www.marketnews.ca/)]. 7}
Ago] FARe® Bell TV 2ERIOA Al HRlze] Aoz g 4 ANt
Bittorrent & §3F A4 ¥lZo] thet ATE ARKol w2t Belld] T ARky dds) 2=7F
A7 1= Ak

142) QugAlgae] digt Ak Ha ajde 20119 49 119 A= A iy =
Mucte] AR 4 AR HES 9J8l Gerri Sinclair, Hank Intven, André TremblayS j
gz ARRcE EgE sl sfuth =Al BA FAlel thet Augke: wid ke a3ict
gdo] AAIGE HURS APIRARAQ] ZlojA et Huke W SR, AHIFEL FiY AT =zt
OofHAl, A9, AR HE 5 IRl ARis] et Akle] tigt ke RISl qlck

105



ot Z=2IM(Net Neutrality) 2t SAH|ULS0]| 25t SIAPKIEH

ol HE A YEES S5 FAY Y ohEe
S S

hl

H
s o —’,\— QL2 A7 EAIH(Telecommunications Act)2 7R = ojok st} wh

(a) ‘ﬂo*%‘%ﬂ%%ﬂﬁl 0131?‘& i‘ﬂlx}iﬂ Hode AL AT = 3l d

B4 A0 HIAE A A W AT BRs us Bagd
B FAS Teusohs o Dt HES 0E ik cfEuAeldut

st mejzel M2 Aste 2 Al
S49] 27} 5] wge] v

R
s 1&
=
o =
i@
4 o
o
mlO (

-
4
N
== R
ofl A=
Hoox
=2 ofl
o
%
o
fr 1o
O_>i _Ll., [

ofy
fo
_o|£
au)
rr
i,
[

o
=
gt
o

T3 BalAs o]Eup BAIHe| whet ZeElo|HAlE BEslal HEEAIYs]
7} ZatolHA] H5of o] LS Fjof stk AFE H|FEFes L
2010L47JW AHuchl 2l i FIE BR2 3 A2 =7 iy A

[e]

ol e Waohe mEsHaL glek 10

30
2
o
o ol
2
_Q

:

143) Telecommunications Policy Review Panel, Final Report 2006, (Ottawa: Industry Canada, 2006)
6-18.

144) Tbid.

145) Ibid at 6-13.

146) Ibid at 7-17 3% AEFIH(Access to Information Act)ol] Wl =35t EAjo) wf2H, 2006
& vt AUARIETE Bk o] Aute] gt Alsiel] thgt Al ARE ERIskr] sl Hai
of chel Bel|Et W) HelE WAk Sk AR AEE ARME B Alel
7F R 7oAl Haeke] A9l sAHet B9 STHE AR A a4 vk Y TAREC] Z

s3on “qiFre] skt dide] Haeks: B R AR olof widisly] wiie] Haet
S 3R o7 AgYE]ojof Stk= AZ2S WHLE” [Michael Geist, “Videotron Rekindles Fear of
a Two-Tier Internet” (2006 119 62)), online: Michael Geist's Blog
(http://www.michaelgeist.ca/)].

106



H3E FeTvlel U FHN MY g

2006097H] WE-SAYee ¥ SHAAN B 2AIE 71vshe Aer B

o
Aot A, Aele ARl digh AIE ASEeR delsle 5 Y S
A R R FAATH Sl ol WS Teluse] 54
AROlE A At 2 W SHA SRk E-s Adth el Qlof A

o &2 oItk 1SPofl Higt w7l AP E= EF Aol Sof gt HE
£ IS AF7F Q%= FollA S38]u ofzfet e o] ZAIZE H ]t
20069 ZHuch FodHkEol 7HL}E]— HE=H A Canadian Broadcasting Corporation)
© &BRte] AEHIHE @] dish 5S4l esle] RaME AlEsii.
HE RIAele B ZYAolets HolS MHHOR Agshu AL ekt
Y T8 Hds E Arlsta ok WA Haa e vt

A

gAML FEAE AEY sYY Aol AR 4 S BdiYe &
2lgol Qlof slgo] e 4= 7] wiEel IEUl T B AR AR A4
o Efsie. Ay Alols ke Alele A 298] Sl weEr A
HlAER ASES A5 Iste EHY Aol (bandwidth shaping)’ 8}
A ok oldt B Alolde Fl ASAFe AR AT & 3tk
ERE e AlelEe Alole ZRdAl digt vt HEnld Z2O8 A,

VOD s Aol Bk A5 eyl FGY AL AT F AE gl
SolE ABAL AR Y Aol Aok Bl Aol Side] €

s 1 4 e, oA N 4w s T F4el APes
Y ANZE Ao 20 Yol I S YA gaksl sl 4 ¢l

1;}-.”148)

WETAY B WSS W FYHel AWHOE Bk 0= i)
0 9es HolEeh i, t Isp
of wiehska Qlef. ol S, Bel Atk ¥ FYA

147) “Review panel takes step in right direction’, National Post (20061 3% 23%) online:
National Post (http://www.nationalpost.com/) =

148) “CBC Reporting on Today’s Entertainment Trends”, Slyck News (200618 9% 92l) online:
Slyck News (http://www.slyck.com/) =

107



A ZE(Net Neutrality) 2t SAH|URS0]| 25H SAPHE

& HAZE obd Aol whet ArEofof Fhh Al Sogstal gl 149

7IeF AlMAREEA|S} AErES W SEAe AR itk CdlE &Y,
A AL F(Alternative Telecommunications Policy Forum)2 “UE A &=},
B AEYl AH|A AlsAs IS0 Y Ee Rl 7]zl Fd
JUEU Afu]2of glo] A=, of&e|AlolM, Ei= AJH]A
o= W8] ARA 29K kSIS0 SRRt Yyt 4
& ARt il Fbilshe W SEA0l tiEt =0l “SAIAL YETA} ol
9}\]‘;]—.151)
% FUA ol wolaks AkEe !
of AbebAA B Aolm WAKOZ Akcre] kel Auls AL ofie] £
wlE 24} ahgshn ook i At Sle) Aee Aakle] gk
SAo] AAZSHe vl 2 e Aol Ast gyl By Fol Heg
T Q= W FEA O] AFshe AR - B A2t s A

7b giielth et g HIEA T HEE 4 Sle

~

AN
4

C

=

>
o
1o
o,

N
=2
1o
:C'.:":
o,
-z
=

o
1o

e
o
ox.

v

g ARe o S B AREe AISSiA AAEL ve 34U
= UEFANE 1P| A FEA B sxvhe AAH Heloh FEAYIH
of wet et d™le] AREABIE Hy 20079 A= AClEZH

B
(qatekeeper) TS AFBAT AL A2 Agegol wret A G Fakshi

149) “Battle over ‘net neutrality’ arrives in Canada”, CBC (2006 11¥ 2%) online: CBC
(http://www.cbc.ca/) 2

150) Andrew Clement et al, Connecting Canadians: Investigations in Community Informatics
(Edmonton: AU Press, 2012) at 460.

151) Bryan Zandberg, “Canada Sleeps Through War to ‘Save the Internet”, The Tyee (20074 1Y
179%) online: The Tyee (http:/thetyee.ca/) =

152) “Does the Minister intend to allow telecommunications companies to determine the content
that its customers can and cannot access by imposing special rates, undermining net
neutrality?” Question Period Card in Telecommunications Policy Branch, Network Neutrality
- Questions and Answers, (Ottawa: Industry Canada, 2006) 2=

108



Y FeI7iel ¥ FUY Y HY

HoOo o=

“Bell, Telus 5 Ak BAARE Qe 1182 o] glo B o ge o
L A Bk R W AR A BN 4SS 4
ool RS I 4 Gl ARTE Sk AR Aol7|u7} Holof ek
gy

3}1113& ol 43 %H%— 53 Afet A

- @17419-} aegol olstoliz sl vl
2 ARSI QAEL RE JRIEES 98 URT Auls SES Bk
e Aol HiEs) ApaAel Ad= wx), YE=9a BeS

o e e ERS A Aol Svksolof B 1)

ThA] R, W7 )RR ACke] e EHol i Alle] BAME
2 9% V18 £ SR “EdE Aol wEo] Womn ANL
o FYATH B ShEold HIUAS Adgct oleid 4% guow
QI3 “HeheE AR 7R3 FErbA eyl Qsete] Wa B4, H4lo] A
2o et BRI EICE” gRo) mEw W FYA ol e ofs A

AR BRAE Athe A % F94 AH ) glo] 2kt o
S} itk 200620074, AABE AN THOECD) S “UEl Bz $-42:9]
sFele Al=o] HIAE AL OFCD BUFOR Tt 2

_,d

.
o
K

153) 20074H 29 199 Maxime Bernier AFFEATRS AR, T3] 7]& Ao A i HitoA
L oje} His=gh ek sisick

154) = “SAAE AE ol tigt AAE HolFe of@&zAlel 28 AR dshe A Atk
[House of Commons Debates, 39th Parl, Ist Sess, Nol41 (2007d 2 7¢) at 1455].

155) OECD, “Working Party on Telecommunication and Information Services Policies - Internet
Traffic Prioritisation: An Overview (DSTI/ICCP/TISP(2006)4/FINAL)" (2007d 4% 69),
online: OECD (http://www.oecd.org/internet/ieconomy/38405781.pdf).

109



=]
-

ob Z2IM(Net Neutrality) o} SAH|UEHS0| 25t SN

= AL ek 24l Rolaloith. OFCD BIAE 15pe] WEEA W9l 4
BT A A, AEE mUERoR Qs Zefolu] W) AMsAS A4
SHAL Qle). A BIAE HE AAOR UAHS Bell T o4 A
A5t ke AdtE AHAoR AFFHE AT 2R Aol ot
205 A9ty g0l °
o FAel o dmstelw 1 Ao AApe wot Bust 3 1HY A
olt}. olg SH, Wuot 2 AEASES Wejel AgAT L Sleh
2 olg AJgtel that BN Tack 1) SHAE ojefal AR Hoh En
ol FAlE 9fat AASo] Baksict. 20079 3%, A, T3k 714 A9t

9]

(Standing Committee on Industry, Science, and Technology)«= ZAIA} A Lks}H
93]

9]

i

off thet v Zh HIARE @ 255 AEskth Bake u=

AEEelAl 24 CRTC 2006-15 #Xé Fe Hofolal SAAHIAR]

ddisks ¢t M, My 9 A Ee £ *é’é‘}% TS ofgof AT A

156) Ibid. p.28-29

157) Tim Wu, “Wireless Net Neutrality: Cellular Carterfone and Consumer Choice in Mobile
Broadband”, New America Foundation (2007 2% 15%), online: New America Foundation
(http://newamerica.net/) Z=

158) House of Commons, Standing Committee on Industry, Science and Technology, Sixth
Report: Deregulation of telecommunications (March 2007) 2R

159) “Tories overrule CRTC, further deregulate phone market”, Canada.com (4 April 2007) online:
Canada.com (http://o.canada.com/) = HQo| = B8l FAKIY A U3lE 714535)st A
AE S ]St Aito] =% [“Green Party alarmed by recklessness of Bernier's rush
to deregulation”, Green Party (2007'd 4% 5%)) online: Green Party of Canada
(http://www.greenparty.ca/)] Z=

110



M3E =AJto| At Z2UM MM st

HO o= —o

5783 A si7h 2 Zoleke Fel Hisiie o19E Al7lskar Qi

W W SRS ARBke AYolAe 2007 oATH(Diversity  of
Voices) o] oA WALl AME AT 100 Auet Zdf v
o JIEEJIHE 7]¢] 5 sh2l Corusi= “Fiuthe] AE7Iel Z2FASC] ¥

H2lof whe}t AlGsA HEQZ HE AE-(networked bit stream)of] 328k

UEE dfof gt = W89 oHAE AEJE Corus= W Tl et
A "HATEA AYS et Afycio|to] g $)(Canadian Media Guild) &
HEFA0YBlo] A&t AN FHAAS AEeAl AAFct vl
Fol= "AEUl AHIA AlARSe] YA o] f2 ao] B4 Afo]Ee] A
ke 2= %Xﬂﬁ}—t— N5 SAteR sl 2 AR W FEAE 2
I SeASE]o SR Ayt A= FHdf 2o st

o
= =
= 35 % 2 utt2 2} =2 3KNational Union of Public and General

2 —l) 0{

N

]

HU

ol <

e
Y

Employees, 0]} NUPGEole} §) oAl 1 94 ®g< ¢fe) das 228
_r]?fl— AO 7(4_1?_01] _J_—T’-Gu]:}— 162)

20079 89 Ujzo] MAEAARERGAT} gy wAlS 23D At
o) OAE A A BoE o) SAFARSE Aq ARlA ®rh ww
2Ql Agowol wAsjor Sk a7t AR AZIECIY T, FRllE
= 394 982 Axse WEes A %ﬁﬁﬁ}. @A oA eger
Marketing) 4] A ol 22A} A} 2] oS v Y4 Algtel e &
x| FBEAE 1SP7} WE AElE, AJO|E, Ea%—:;—g 5 Felor sy

160) CRTC, Broadcasting Public Notice CRTC 2008-4: Diversity of voices, (Ottawa: CRTC,
2008), online: CRTC (http://www.crtc.gc.ca/) F=

161) Michael Geist, “Corus Calls For Net Neutrality Task Force” (20 July 2007), online: Michael
Geist’s Blog (http://www.michaelgeist.ca/); and Mark Goldberg, “Net neutrality and the new
media proceeding” (20073 8% 7)) online: Personal Website (http://www.mhgoldberg.com/)
=z

162) “NUPGE seeks action on Internet access and net neutrality”, National Union (2007 8¢ 3
<)) online: National Union of Public and General Employees (http:/nupge.ca/) 2

163) Michael Geist, “A blueprint for reforming the digital economy”, The Toronto Star (2007 8
4 209) online: The Toronto Star (http://www.thestar.com/) 2=

111



R

S2IM(Net Neutrality) 2t SAH|ULS0]| 25t SALEY

© Aol dhelis s AAskn Qs Ao® etk 1sp7h YAkl e
=4 Az Fo] e F7h 8FL HUF & YES sjof drb PR
dhalAs SRR 2/37) vt Rk SRAte] Tas AR} “elutel

o
=
IO rﬂ

QB ohZelAlol Tt ARl AT 4 Gl ARyl wlxpe] U
WS 9 BRNS FuAIACk Atk AZRY 3 PPk ien A, of2s
A} AR At BAAY By Felg chAF sk Qi) 1sp7h £
S Aol Aehell et RS AL UK o] uhitel ThrEe] Awlxrt
o FAel il a9l Eak A oS0 stow BY 4w gtk sHAg
W FYA Aol o As AAE QY Waye wEs el

2008 %, NUPGEE ¥ TS AAL 87844 ol9 sl 35d<fE A

ZY4olet T 7MY g AR EE TR YEYIE BE X, Alo|E
SWES oM APsfof gtke Aoz webd YESG: He FHY A
HE 5655 FEskL BE F57Y ofZeAleldS AU 4 qlofof b L
T B3 AT A% solele Afuth W AEU FAIAGAL X91E
QA= HORS HBIEE o olct ERHRS Au|A AEAES ZH= 2
= TASHL Aua Al3AEe] HEHAZE F6 Y | Az dsis=
ISPo] Hole- WA|5kar Qlck 166)

20084 29, ESRE ARIUS= At WbaAkel T digt BiAE
HRs=t U FHA ARES ofEde] 2R AxE A tESlth s B

164) the results of the survey in “Canadians rebuff restrictions on their Internet access’, CNW
Group (20074 10 1¢) online: CNW Group (http:/www.newswire.ca) 2=

165) “Consultations and legislation needed to protect net neutrality”, National Union (2008 2%
20%); and "NUPGE asks CRTC to investigate Internet ‘traffic shaping’”, National Union
(2008 3¢ 28%) online: National Union of Public and General Employees (http://nupge.ca/)
=

166) Green Party of Canada, Vision Green (2007 10 15%) at 154, online: Green Party of
Canada (http://www.greenparty.ca/sites/greenparty.ca/files/VisionGreenOct15.pdf).

112



H3E F2=7el ¥ &

i
0x
o

)=|:|
rot
7]

e "HEYA HUhFHEE dti 58S Sl Adslel] thgskA] Rk
YEA 2 2 Aute] gt 9% vl 4 Qlek AdE AlATE Aol
et AH|2e] His) 8w AlEdhe te ﬂE%i(multi—tiered network) 2 Q15
Jlo] ZsiRithd Zdl=e} Aujade] Ast gl 22Ql bl Higk #7185
A 87 7R sl 7] AAES A%t A B 2 Aol o
© ESF Holld BASHL Sl HAE Ads] 9 sEe AdlstA 2 Aol
= S M UL R

ojigt —°r 5 el Adeidses o] skt HAE Aol =7t

A= —r°<H°}—Eﬂ o] At W=ESAY 2 2 Aol digt At
o] Hi=A] BAkwojof Jit = ok weEbA fl¢she W
Qoﬂ 22 vjHo] Z2AE 4% dRE B T ZAE HE

Kl

d

o
ol
op
1o
2
_?{_‘
[o
>.

i g o
20
fr

s
4
r*°

[e]

]

Lo
)
K
b=
=

g

5, AlRIFE(New Democratic Party, NDP)= 2006 AXEEAIA Ao
Y2 Ha gde] Haeks wEal i Sl dRt Hoks e
s Aol SR 20089 44, =FRHNUPGE) EJF 2EHlE T
(Stephane Dion) A oFg o] 7H‘/P‘:P«] Ml SEAS Hoshr] ffet
AR 2AME S8 AR E S AT 20081 5, ©JEjefA
ARA s7F DAt olo] et tfg-o& #e] ofA2(Charlie Angus)
SHlO e T TEA AR TEls] o N RiSks: AT AFo]

Ebﬂ HREFUCEY U3 vhag A E k2 Aut S 84, SH4

)
o Wi Mo

o

o

:é
oﬂ, IIE

167) House of Commons, Standing Committee on Canadian Heritage, CBC/Radio-Canada:
Defining Distinctiveness in the Changing Media Landscape, ch 2 (20084 29).

168) 91¢3]9] H4x19e WEaApt ofet WSEAIYSE AFsIaL U2 AR HaAel vy
SR U] atelAS WSk

169) “NDP calls for net neutrality”, CBC (20084 4% 212) online: CBC (http://www.cbc.ca/).

170) “NUPGE asks federal Liberals to join net neutrality campaign’, National Union (2008 4%
82)) online: National Union of Public and General Employees (http:/nupge.ca/) &= HT=%
lo] wel o Aol SiRlolRie ARl e Fa WAL Jidket Qe Agxie]
g2 253 uEskr QA tFa W8t Aoe® ARl ¢tk [Michael Geist, “Liberal
Response to Net Neutrality” (2008 5% 82)), online: Michael Geist's Blog
(http://www.michaelgeist.ca/)].

113



A ZE(Net Neutrality) 2t SAH|URS0]| 25H SAPHE

A HEYT e, FEIN H2 5o ek A
HEYA FAES AMlE0] 27T Y UEYIE o83tk olf=

|
Ee HAF A et 54 dul=, ofiEEAleld, Mulel SdlE FAY
S ARtsAY A FEthe 59 vEYA WS siAe o "ok
SO AFE Het Ay, Hofl WAt F4l AT, A 8uA EBe
glole AR, &~ HER, Auls ofgk $fRt A2] 9wy ot WHE £

2o B 7hx

&
£

(e
HEL
N

Zly

AR BAIS Sle. Beke
£ 2o AR W ERE “ES)
2 g olgA7E ARl YENTY 717]E o
£ Wefelide ¢ Eu, & ol2gt 7|7] oo AR or HEQA H=
7AW sl o 7R HEHT AN F8e Holkdls Bt
A} ek ar PASEL Qlchi7) ool tfef WMok "WIELA FAtelA £
ARZHR IEYL £, 7, ol-8AMe] FHHY AH|S AlREE E23ef o84k <l
EJUl ol digt AHE o] 8AolA AlFsEs shaL Qlrk. 179 20081 A4l
A7} ko) wet 7yttt E=AES](Canadian Library Association), SaveourNet,ca
S TRt ARIAREIgAe vlge el T SEAS AATeE Qe A

S7she ofatel] WRsteTh S

el A S A L
E BAYE ) 2 FI4 A

iin
ol
=
D
o
of
=
=
ol
L
L
T
o

171) “Internet protesters to descend on Ottawa’, CBC (2008 5% 262) online: CBC
(http://www.cbc.ca/); and “NDP to introduce 'net neutrality' private member’s bill”, CBC
(2008 5 27%) online: Ibid 2

172) Bill C-552, An Act to amend the Telecommunications Act (Internet Neutrality), 2nd Sess,
39th Parl, 2008, cl 36.1(1).

173) Tbid cl 36.1(3).

174) Ibid cl 36.1(4). 2008 6, David McGuinty A9l oJle FAK HE] 9 344 HokS:
dtole] o] ko m AFPRLE Rigtel wet fldsls ARRAE] 77 ES aXskal YEY
Sieof) BRE et AR AL, olsds) Fie 9o UEHD Bele] B A P 55 A
T G IS AL A% T 2R 2] Hejel ol dist 9l Akl 94 3|
W 59 &k A% ol ¥R S HusE 2Mdsior dek [Bill C-555, An Act to
provide clarity and fairness in the provision of telecommunication services in Canada, 2nd
Sess, 39th Parl, 2008] 2=

175) Canadian Liberty Association, 2008 Election Campaign Kit™ at 7, online: CLA
(http://www.cla.ca/news/CLA%20Election%20Kit%202008.pdf). For a brief overview of the

Hu

114



MY F2=719 & S

0.>L
X
2
O
o

OE

Fegel B e BUTl 2008y whisglE) T At ol
Al FAFIAFASH Canadian Association of Internet Providers- CAIP, ©]3} gyl
AiApeAgoleh T Bell Canada®] WIERIZL el ARRIAI] chet Al g
22 9 28 Q5= Part VII application(ZJUt}h &4 H(Transport Act), Al4%+

o

N

Q3| AEsl= AHAYA(Application of certain enactments to the Board)
5 EASIUsle] AEHc o A7E 5o Bellel FABSl 2 Y=Y
S22 20 o] 2L dolg ol &% AR WSl ) o ol o
G ook QEMARIAITES Hole] 4= Algten Qs SelEAN|A
FAHindependent 15P)7}F A YEYIS Thefat 5 ghe wut ohet of
=°] AMESHA] b= Bl disiA = AMES AEsies vhettal S8
oh UEUARIAIARRS Bell2 ARRAE stal flow of= AN Aoz
(Telecommunication Act), 71 Zo|AZ 7[219] AMIERITE I3t A7x(), ()
o WA o] Q= EAIAMO] EA o] HIEF Mul ol BAA YELIE o] &
o e delzol digh SAIAF A wAlo Higtekal A dlolE &
= et iRgiet pels) ZefoluiA] akE ech

Bello] DPI A|2~8lo] Tt ejolA] =418 chet ek

“57) 152] BT olgA} WAl BHAR el Hole] Exjeie)
Smg AGs] ) Bl WA 21219 dole] g oln ko 3
7 dolelet olE] ARE A F AL S Adze] Qe FHS 48
Bk Belle] Hlole] &% AL Belle] ofelst FAWIA wul Mul AFA
7b AR oz} Belle] 2% WEYZ AREAPe] B4 Tejol Al A

digital policies of various political parties in the 2008 election, see Michael Geist, “Which
party is ahead on the digital scoreboard?”, The Toronto Star (14 October 2008) online: The
Toronto Star (http://www.thestar.com/).

176) Bell’s throttling practices 2%

177) Canadian Association of Internet Providers, “Re: Part VII Application by the Canadian Association
of Internet Providers Requesting Certain Orders Directing Bell Canada to Cease and Desist
from “Throttling” its Wholesale ADSL Access Services’ (2008 4% 3%) at para 116,
online: Canadian Advanced Technology Alliance
(http://www.cata.ca/files/PDF/caip/CAIP-PartVII _ Traffic-Shaping Final v2.pdf).

115



A ZE(Net Neutrality) 2t SAH|URS0]| 25H SAPHE

A%, QARG Hef WA e o2 BHT T TN
AE A713E

“Bello] WSk I 71k BALRIAHS] ADSL I Au|A0] Ak
T AR =3 ISPo] GAS Bl HASOl| tigh B3Rt dalels AR HRo]
O ol o Bl MEHOR oleal BY v HF AEAY dlole Hely
= Fd 0% FEE =2 skl k. o|FA =3l oM 2ot
£ 51, CBCY ‘Next Great Prime Minister's program) % ¢l
oA AREE 4 Gl AWHAR] HHl=7) doks = Gl AR 27 =
QAT A, Belle o Aol o REe] H4aE AuspAL o
Mok A Qe wiSo] AuAo] AL AshAYlE Gk ulehd] Bl )
wEohal e Pl fE Tt thr Bello] 74

o 4
2 2ge el wet 2% Aol AgaE Shckn 258 v A

e

¥ 1

178) Ibid at paras 78-79;84.

179) Ibid at paras 92-94.Tom Barrett, “Throttling’ Net Traffic’, The Tyee (2008 4% 92)
online: The Tyee (http://thetyee.ca/) FZ 2o, Primus Communications¥} F-4 Nomad~7}
21Yslo] CAIPES A|A5K= AlRIAE AE3IIck [Primus Telecommunications Inc., “Re:
Application requesting certain orders directing Bell Canada to cease and desist from
“throttling” its wholesale ADSL Access Services’ (2008 4% 15%), online =z
CRTC  (http://www.crtc.gc.ca/public/partvii/2008/8622/c51 200805153/891007.pdf)] ISP
Auzof gt e el wAs) ISP WG4 A8 el Al ke Fs1]
o) “ATAQ] flolE Ao g s AR WAL Michael Geist, “Canadian ISP
Alliance Forms For New Media Fight” (2008 7Y 15%), online: Michael Geist's Blog
ZZ (http://www.michaelgeist.ca/). Rogersdml ‘o]’ T} wlgpa] o]Hof Aglzof 7]
25 Edy IS QREelle el theR s disl Qo] §lrks el ofF At
9] o7} Har Qlck (2007 49 139), online: Mark Evans Tech

(http://www.markevanstech.com); and Joanne Chianello, “Canadian content available
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(http://www.ottawacitizen.com)].

180) Vaxination Infomatique’s submission is available online: CRTC
(http://www.crtc.gc.ca/public/partvii/2008/8622/c51_200805153/886374.PDF) =%
dE E9, Bell?] )32 Canadacom (2008 4% 11¥) online: Canada.com
(http://o.canada.com/) 2. H]s8t A]7], L'Union des Consommateurs¥} 2] Anjctdl=
Bell Canada®| Edjg &= yejo] disf Hekad2 APIeigict 2e A 7IAE sl <l

<= Q7% FollA Yl BellQifls ooz AL =5 ARIFAL ZejolAIE I

Siicial 49} [“Demande de recours collectif contre Bell’, CNW Group (20081 5¢ 29
2)) online: CNW Group (http://www.newswire.ca)] &=

181) Bell Canada’s April 2008 submissions are available online: CRTC
(http://www.crtc.gc.ca/public/partvii/2008/8622/c51_200805153/890988.zip).

182) Michael Geist, “Does Bell Really Have a P2P Bandwidth Problem?” (2008 4% 17%),
online: Michael Geist's Blog (http://www.michaelgeist.ca/) 2%

117



A ZE(Net Neutrality) 2t SAH|URS0]| 25H SAPHE

Bello] tlole] =2 ARHA A7]9h wiof w2 AFelA egkon] e 2
7F g 4= A AR Apdo] MARE A7) 7hol| YR H2 edo] 9l
T} "183)

MEE- JHA = DPI 79| F3F VPN VOIP AH|A(P2P H[ESL 323D
O] HLAgof| et M= e 2Tkl Qlry E3F oA o= AAAAY
FUY HHEAIAR] saskTel®] oJAE EFFskal QJt) SaskTel-d Bellvb:= =
‘olmgt Fejo] Enfju Mo, HEARL Ee= AREARNE ARAF = oS
Aol o Ald¥staL QA S HolFs IAE AAISHIT 189

AEUAAAAGS HlolE £k Agto] 9ff FAIW X1B67<4 ARk FAIAL 2
T fHbek=AlE AR dRdiien o e vt 2

A Aoz BAAE HHIEE ARIAY SARPL tigolAl Algst
= B9 v B Ao IS nAAE o Hoyal gEs] skl
o} Bello] &= AR $419] ofnjef ZA o] E1s] JekS mAaL Qlch AR
AE AR AR o] AAloll 7]sgt vieF o] Belle AR 2& AREAZL
ol 4 U= Hloly APF Ex= oy AF £=F o 90%7HA| =2A
skal Qlek o]FA L9l Hois eHey @4 HHE(CE &9, CBCY
‘Next Great Prime Minister's program) 5 QIEJHlo|A] ARGEE 4= Qli= Uub#Ql

L e L

u;i

oJg £EZ WS el FoBA Beld olefst AWEE Th2 Aulze}
Bejslan W 9414915 Rofah the Bello] Mo 24T el whet X
% ARl ASAE At AAT kK] Aelsie PR ANzs
EABE Qlek. oloh VRIIKIE Bell AgE WAL 417} Az ARE
Yol E wow oelst ANEr} HEHA TSRS uop o] AH=Y

"&Jur](meaning) } “E-2](purpose) of] G WAL Ik 185

183) Canadian Association of Internet Providers, “Re: Part VII Application by the Canadian
Association of Internet Providers Requesting Certain Orders Directing Bell Canada to Cease
and Desist from “Throttling” its Wholesale ADSL Access Services’ (24 April 2008) at para 9,
online: CRTC (http://www.crtc.gc.ca/public/partvii/2008/8622/c51_200805153/895702.pdf) 2=

184) Ibid at para 62.
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185) Ibid at paras 74-79.

186) Canadian Internet Policy and Public Interest Clinic, “Re: Bell Canada/Bell Sympatico Use of
Deep Packet Inspection: PIPEDA Complaint” (20081 5% 9%), online: CIPPIC
(https://www.cippic.ca/sites/default/files/Bell-DPIPIPEDAcomplaint 09May08.pdf).

187) Ibid at para 38.

188) Ibid at para 45.

189) “CRTC delays ruling on Bell's throttling”, CBC (2008 109¥ 17%) online: CBC
(http://www.cbc.cal) =
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190) CRTC, Telecom Decision CRTC 2008-108: The Canadian Association of Internet Providers'
application regarding Bell Canada's traffic shaping of its wholesale Gateway Access Service,
(Ottawa: CRTC, 2008), online: CRTC (http://www.crtc.ge.ca/) Z= oI5 5H ==55AI913]
9] n|t]o] Eglof W AAL “CRTC allows Bell to continue internet throttling”, CBC (2008
" 119 20%) online: CBC (http:/www.cbe.ca/) = Chris Sorensen, “Bell can squeeze
downloads, CRTC rules”, The Toronto Star (20 November 2008) online: The Toronto Star
(http://www.thestar.com/); and Nate Anderson, “Canadian regulators allow P2P throttling’,
Ars Technica (2008 11€ 209) online: Ars Technica
(http://arstechnica.con/).

191) CRTC, Telecom Public Notice CRTC 2008-19 - Notice of consultation and hearing: Review
of the Internet traffic management practices of Internet service providers, (Ottawa: CRTC,
2008), online: CRTC (http://www.crtc.ge.ca/) ZZ 2009 3¢, WSS9I = W ZHA0)
W 21 FAS AL ARA BE, F4l BsAISY] A W, ISP BEdE 5
A= Feph Heg= ik

192) Ibid at para 9(5) 3=

193) The CRTC required Bell to provide its wholesale customers with advanced notice of its
traffic management plans. See CRTC, Telecom Decision CRTC 2008-108, (Ottawa: CRTC,
2008) at para 74, online: CRTC (http://www.crtc.gc.ca/) =

194) “Bell welcomes CRTC decision allowing wholesale Internet network management’, Bell
Canada (20081 11€ 209%) online: Bell Canada (http://www.bce.ca/) =

195) Peter Nowak, “We're not endorsing internet throttling: CRTC”, CBC (2008 11¢¥ 20%)
online: CBC (http://www.cbc.ca/) =
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196) Daphne Guerrero, “CRTC begins dialogue on traffic shaping” (2008 119 21¢), online:
Office of the Privacy Commissioner of Canada (http:/blog.priv.gc.ca/) 2=

197) Privacy Commissioner of Canada, “Re: Telecom Public Notice CRTC 2008-19” (2009 2¢ 18
<), online: CRTC
(http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1027577.PDF) %

198) 1Ibid at para 21 Z=

199) Ibid at para 31 Z=

200) Supra note 78.

201) Canadian Association of the Deaf, “Re: Public Notice 2008-19” (2009 1¥ 16%) at para 8,
online: CRTC (http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1008694.DOC)
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202) Pelmorex Media Inc., “Re: Telecom Public Notice CRTC 2008-19,” (2009 2% 23%)) at para 36,
online: CRTC (http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1029399.pdf) =

203) Score Media also noted that its mobile site traffic nearly equaled its fixed Internet site
[Score Media Inc., “Re: Telecom Public Notice CRTC 2008-19,” (2009 2 23%) at para 3,
online: CRTC (http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029790.pdf)].

204) Supra note 89 Appendix.
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205) Canadian Film and Television Production Association, ‘Re: Telecom Public Notice CRTC
2008-19” (2009 24 23¢) at para 58, online: CRTC
(http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1030120.PDF) ZHx.

206) Ibid at para 81 [emphasis in original]. In a later submission by the CFTPA that argued
Bell’s throttling practices unduly disadvantaged peer-to-peer content, peer-to-peer applications,
and end-users accessing legal peerto-peer content [available online: DSL Reports
(http://www.dslreports.comvr0/download/1441998~60cdd142c47391b7bfd5576129c2a3d/PartY20VII%
20Applicat i0on%20-%20CFTPA.pdf)] 3=

207) Documentary Organization of Canada, “Re: Telecom Notice of Public Consultation and
Hearing CRTC 2008-19” (2009 119 23¢) at 2, online: CRTC
(http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030141.PDF ) 2=

208) CBC, “Re: Review of the Internet traffic management practices of Internet service providers,
Telecom Public Notice CRTC 2008-19” (2009 119 23%) at para 23, online:
CRTC(http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030285.PDF) Zh=.
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209) Canadian Conference of the Arts, “Re: Review of the Internet traffic management practices of
Internet service providers, Telecom Public Notices CRTC 2008-19, -19-1, -19-2" (2009 2 23%) at
para 8, online: CRTC
(http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1030237.DOC) Zh=

210) Alliance of Canadian Cinema, Television and Radio Artists, “Re: Telecom Public Notice
CRTC 2008-19" (20099 29 23%), online: CRTC
(http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1031363.PDF) 2=

211) Canadian Media Guild, “RE : Telecom Public Notice CRTC 2008-19” (2009 2% 23%J),
online: CRTC (http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1031064.PDF) &=

212) QZolejyldddl, “RE : Telecom Public Notice CRTC 2008-19" (2009 29 232 p.2-3,
online: CRTC (http://www.crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029708.pdf)

124



H3E FeTvlel U FHN MY g

ofie} ulge] 3 Rol Raal] ) 712 @ AN YEYE bl
ok Hotol| oigk ZtE Qlalo R o]ojd 4= gty EFF ATAS] Efjd A
o] o] AMg-L F o YEYT ado|=E AXA nlgols oS
Sfat W= A} olRolAo AR BT )

“Sal 15p7) AT APIESo] Aul ABAY T Gl Aol E
f B Sler AFAel Ee Aol A8 B AEQ, (), @, O,
(ol ok Qe 43 o] whahcy. 210

20009 59, EY Ee o] FHAE F g PRI Al AR
AFAAFATH Canadian Association of Internet Providers, CAIP)< 2008 119 31

A S Ue] 9 Belle] Eg £ Agte] tigt 2 A Jls =

213) Network BC, “RE : Telecom Public Notice CRTC 2009-19" (2009 29 17%) at para 4,
online: CRTC (http://www.crtc.ge.ca/public/partvii/2008/8646/c12_200815400/1030213.zip).
214) 7t 418
A7z MUt 4132 Canadian Telecommunications Policy)
7. It is hereby affirmed that telecommunications performs an essential role in the maintenance
of Canada’s identity and sovereignty and that the Canadian telecommunications policy has
as its objectives
(a) to facilitate the orderly development throughout Canada of a telecommunications system
that serves to safeguard, enrich and strengthen the social and economic fabric of Canada
and its regions;
(b) to render reliable and affordable telecommunications services of high quality accessible to
Canadians in both urban and rural areas in all regions of Canada;

(c) to enhance the efficiency and competitiveness, at the national and international levels, of
Canadian telecommunications;

(d) to promote the ownership and control of Canadian carriers by Canadians;

(e) to promote the use of Canadian transmission facilities for telecommunications within
Canada and between Canada and points outside Canada;

(f) to foster increased reliance on market forces for the provision of telecommunications
services and to ensure that regulation, where required, is efficient and effective;

(g) to stimulate research and development in Canada in the field of telecommunications and
to encourage innovation in the provision of telecommunications services;

(h) to respond to the economic and social requirements of users of telecommunications

services; and

(i) to contribute to the protection of the privacy of persons.
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215) Canadian Association of Internet Providers, “Application to Review and Vary Telecom
Decision CRTC 2008-108" (2009 5% 212)), online: Canadian Advanced Technology
Alliance (http://www.cata.ca/files/CAIP/R_V_on_Throttling %2820May09FINAL%29-1.pdf).

216) o= QEHY AB|A AlFAe] QY Efy o] I AAowR A WES
http://www.crtc.gc.ca/partvii/eng/2008/8646/c12_200815400.htm =

217) 95 o] 717841 AlRIE Al Auio] iRt Edi= Alojsgel it st el
ABAAGAAZ S Aol wE AR AAFE WES BEFSAAL EHeIA
http://www.crtc.gc.ca/eng/archive/2008/dt2008-108.htm 2=

218) Ibid at para 12.

219) et C-398, An Act to amend the Telecommunications Act (Internet neutrality), 2nd Sess,
40th Parl, 2009.

220) Supra note 52.
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221) House of Commons Debates, 40th Parl, 2nd Sess, Vol 144 No 078 (20094 6 8%) at
1445.

222) “Liberals speak out in support of net neutrality”, Liberal Party Newsroom (2009 6 19%)
online: Liberal Party of Canada (http://www.liberal.ca/).
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235) Ibid vol 3 at paras 2040-2117.
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3L Sl G 23] ol WA 2010/13/EU, Al(a)(i) R Art 2(20109 3¢ 109 27%)
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A= O]l HM|A Al FA(Internet Access Provider, 1AP)dlau AJH|A AFAR= 28101 AH|A
Al 5A Online Service Provider, OSP)z} 3tk 1976 2ol ~AHASE 1998 tixE
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%H(Online Copyright Infringement Liability Limitation Act, OCILLA) = 1998 TjA|d dd
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283) Lemley, MA and Lessig, L. (2000) The End of the end-to-end: preserving the architecture of
the nternet in the broadband era, UC Berkeley Public Law Research Paper No 37 =
further Marsden,C. (1999) Council of Europe MM-S-PL(1999)012: ‘Pluralism in the
multi-channel market 2F% Suggestions for regulatory scrutiny’, at S.5.1:
http://www.coe.int/t/dghl/standardsetting/media/Doc/MM-SPL(1999)012_en.asp

284) Marsden (2010) Net Neutrality: Towards a Co-regulatory Solution, Bloomsbury Academic:
London at p 1.

285) 4R SRk SAAEE AUl FE sl AAlerlelns FEApier fAARIE HEsk Al
3] o}ES- A18k) Filomena Chirico, Ilse Van der Haar and Pierre Larouche, ‘Network
Neutrality in the EU’, TILEC Discussion Paper (2007), (http:/ssm.com/abstract=1018326) &=

286) Marsden, supra n.6. =,
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287) <lEYle ool YELT AlAgoltt. Haddadi, Hamed et al (2009) Analysis of the Internet’s
structural evolution, Technical Report Number 756 Computer Laboratory UCAM-CL-TR-756
ISSN 1476-2986 =

288) AR EAR= AolAe] ‘FHA I (middle mile) UTfal AA= 3L Marsden supra n.6
=

289) David, Paul (2001) ‘The Evolving Accidental Information Super-Highway', 17(2) Oxford
Review of Economic Policy pp 159 -187 =

290) Hahn, Robert and Scott Wallsten, (2006) ‘The Economics of Net Neutrality’ AEI Brookings
Joint Center for Regulatory Studies: Washington, DC at
(www.aeibrookings. org/publications/abstract.php?pid=1067) 2z

291) generally http://berec.europa.eu/eng/about berec/working groups/net neutrality expert working
_group /282-net-neutrality-expert-working-group 2=
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292) Wu, T (2003) ‘Network Neutrality, broadband discrimination’, 2 Journal on Telecommunications
and High-Tech Law 141.

293) Powell (2004) Four Freedoms speech, at
(http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-243556A1.pdf).

294) FCC (2005) Internet Policy Statement 05-151.

295) FCC (2005) Madison River Communications, LLC, Order, DA 05-543, 20 FCC Rcd 4295

296) FCC (2007) In AT&T Inc and BellSouth Corp Application for Transfer of Control, 22 FCC
Red 5562.

297) FCC (2008) Memorandum Opinion and Order, 23 FCC Red 13028 (‘ComcastOrder).
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298) Karpinski, R, Comcast’'s Congestion Catch22, 23 January 2009, at
<http://telephonyonline.com/residential services/news/comcast-congestion-0123/index1.html>
=

299) American Recovery and Reinvestment Act 2009, at Division B, Title VII, Section 6001(k)2,
A, D, E.

300) FCC (2009) Report on a Rural Broadband Strategy, 22 May 2009, at pp 15 -17 especially
footnotes 62 -63 Z=X

301) FCC (2010) Report and Order Preserving the Open Internet, 25 FCC Recd 17905.

302) Frieden, Rob (2012) Rationales for and Against Regulatory Involvement in Resolving Internet
Interconnection Disputes 14 Yale J.L. & Tech 266 at:
http://yjolt.org/sites/default/files/FriedenFinal pdf
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304) Broadband Industry Technical Advisory Group (2011) By-laws of Broadband Industry
Technical Advisory Group S. 7.1
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305) Koops, Bert-Jaap and Sluijs, Jasper P. (2012) Network Neutrality and Privacy According
to Art. 8 ECHR, European Journal of Law and Technology 2(3); at
http://dx.doi.org/10.2139/ssm.1920734; Sluijs, Jasper P. (2012) From Competition to Freedom
of Expression: Introducing Art. 10 ECHR in the European Network Neutrality Debate,
Human Rights Law Review 12(3) at http://dx.doi.org/10.2139/ssm.1927814 2=

306) Case C461/10: Bonnier Audio AB and others v Perfect Communication Sweden AB, O C 317, 20/11/2010 P.
0024.0024 final judgnent 19 April 2012 at http:/curia.europa.ewjuris/docurment/docurment jsf?doclang=EN&tex
t=&pagelndex=0&mode=DOC&d ocid=121743&cid=848081 =

307) Marsden C. [2012] Regulating Intermediary Liability and Network Neutrality, Chapter 15,
pp701-750 in ‘Telecommunications Law and Regulation’ (Oxford, 4th edition)

308) Leading to a significant emphasis in SEC(2007) 1472 Commission Staff Working Document:
Impact Assessment at 90.102.

309) Jasper P Sluijs, Florian Schuett and Bastian Henze, Transparency regulation in broadband

markets: Lessons from experimental research, (2011) 35 Telecommunications Policy 592.602
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December 2009) ZHz

311) COM (2006) 334 Review of the EU Regulatory Framework for electronic communications
networks and services, Brussels, 29 June 2006 at section 6.2.6.4.

312) 9% AAIBE W8-S http://eur-lex.europa.ew/LexUriServ/LexUriServ.do?uri=0J:L:2009:337:
0037:0069:EN:PDF =

313) European Commission (2009) Declaration on Net Neutrality, appended to Directive 2009/
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citizens by, inter alia, “promoting the ability of end-users to access and distribute
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Directive).

315) Articles 20(1)(b) and 21(3)(c) and (d) Universal Service Directive
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318) BoR (10) 42 at p 20.

319) European Data Protection Supervisor (2011) Opinion on net neutrality, traffic management
and the protection of privacy and personal data, at
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o7 AIFFelaL QS ISP7F AAR QIFsES okl e, e ol &
A AR A2 Aol it vl MUY HT oA ZREEQITh whebA
ISP= HEYZ He7h wols 9l mie- Ssasts A ol2fdl ofolo] £t
st7] fItdE dSdlioR g3 FeCe of2dt YRl s 2009\ o €jat
e AP 2 e o 2k

ISP &, AHIA A A, ek el A 9l 7jeb QiR QlEdl
s WAE Rt =AY ofyet £ e §IRE i (catching), ofEEA|
o[ FHA B g T He HAA et Al AleS s o

o g S8E= VIES o8 4 Stk thA] Wel, ISP AR 22}

321) 2010\ 9 29 AelEl W FHEel BRE ZA=8]e] A = AN0947}; A=l B S
4 72 Aol e oot SIRE0] RS SIE Y Aok FHAH A6z AR A%

322) 20 FCC Red 14986 (2005) (“Internet Policy Statement’)

323) Free Press®} Public Knowledge Against Comcast Corp”} H|Z7]Z ©]FojX|i= P2P ofZ2jAo]
A &= Aol disfl ool Al7IRt &R Free Presse] ol tigt IEUl ofEiAlo) ol oigh
&= ARto] FCCO| QI HAVJgAs SRIskL "SefAel HEa el o] ool sigwx]
Ob=rh= X912 w4, oAA %W Wy FCC Red 130282008 8% 209 4HE)(“Comcast
Order”), p. p47.

324) Broadband Initiatives Program; Broadband Technology Opportunities Program Notice, 74 Fed.
Reg. 33104, 33110.11 (July 9, 2009) (Broadband NOFA).
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3k 2005 9] ‘F& X (narrowly drawn)” 2 ‘mj$ ZQ3H(critically important)’ O]
ghe #dRtE g gt

JH YukdoR S8E= Tle Ao dfgsiAl e et E%
(harmful activities)’©] 1¢1x]o] T3t oJio] A7]|Elcl dubdoz Agsl=
£ 22Xl dia] GAVE FeE s "rkes "e 22 o Algte] AubEA
Qlaligh e5o] WMol W ot glok fJalieh Esolet =2 vES= A
AR W EX 2o el 1 oujrt AREY, 1 doE BAl AjHA AR
(DoS)E & &= Stk wEhA] 1P| Doso| Aphe: 919t 7Helo] AyistA & A
oJtiH]F o]#gl Ee2 AJTto] YA WsHAl Hk 20039 tho]d whalof
A gt o] ghzHel &shaA] ISP AH|IAZE uhe|ZE E|QIAIRE 10 o] A
A7 FiggelAs dA™ol HEsax] Z52 Qlal] Au|Art uhH|E )=
ort}). ujo]Z FZ(Michael Copps) EURPLIYS] 9Ye “YEa &£wv}
768Kbps HE w2}t 50 = 100Mbps wjo] 2|23l HED Hel= AHs] o
= ko] oleP 1 31T} 329

20099 Hutt tAG=T Al FejAel By ol ofal AJstHA ¢

+ d5E Aol s ARER of=dt Abdo] AE|Ho| S RIEA] US3l

325) Copps, Michael, quoted in FCC (2009) 09-93 at pp.94-95.
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(usage based billing) &, EFAE d|&slal =yl 1 olf=, o3t a4
7b BFgshe AREARS] Aol wet Edfjels pEsty| wiimolth32) 2009 |E
2012Q7HA] 87 FEA|, MMORPG, AlYol sl 147719] 2Bz} EHko]
Al A v HEEAI919E] 919 tisl i IsPel Bell} Rogers
7V AR 2012 E@RR] B £ AR FHeichar EEch T
S UESA &5 i Qg Al FAVE EdfjY S oA g o
=t =o] & Aojzhal oy i wnFch AlY Alo|Ee} o] gt Enfjy
Aol 19 El= AlolES tigh Effjy &K= Algk £ B3ttty 2013
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d B9 B EAS YO Belld} Rogers7} o o4 BAIS W
AAZ|A] 9k7] 98] ARA oz gk sl S 93]o] AALS 4AF| o]
il A=A Bm Hor FURHOR o|F AIPHA Fof disiA= ekl
AL

S AREA A7 Body of European Regulators for Electronic Communi-
cations, o|3} BERECE} 3he ‘ahelay oleh ojulol s E4lstn thee] 2%
= Wtk

‘B 23t AR olE 59, ARt R ofEeiAlol s s o]
89 % == o] Sis) p2p ojEellolie] S22 MEHoR ATk A
o Gejsoldh. MElH &% Agte] B2 Papgo] Akt Mg Wl 1 54

ofZelAlol e mE eshs Amch B ShelHolet & 4 ek 20109

326) 7NUth H=5SAI9I¥S](CRTC, 2009) Review of the Internet traffic management practices of
Internet service providers, Telecom Regulatory Policy CRTC 2009-657, File No.8646-
C12-200815400 (2214 2009 10 212), available at
http://crtc.gce.ca/eng/archive/2009/2009-657.htm

327) CRTC (2011) Telecom Decision CRTC 2011-44, Ottawa, 25 January 2011: Usage-based
billing for Gateway Access Services and third-party Internet access services, File number:
8661-C12-201015975

328) BEREC (2012) Differentiation practices and related competition issues in the scope of net
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ek v dA|oF HELAUD] 719 A Fadh AT sfoF gt

20099 Aol what NRAo|| FojE gk I|=mit 2 Zfolzh e 2012
| @7 o S A-E JHS 3 wvke URtE, Yigsis, &E2uyof
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neutrality, BoR (12) 132 at p.56 paragraph 265.

329) (http://ec.europa.eu/information_society/policy/ecomm/library/public_consult/net neutrality
/index_en.htm)

330) BoR (10) 42 BEREC Response to the European Commission’s consultation on the open
Internet and net neutrality in Europe, p3 at (http:/www.erg.eu.int/doc/berec/bor_10_42.pdf).

331) Documents BoR 53(11) Quality of Service and BoR 67(11) Transparency, at
(http://erg.eu.int/documents/berec_docs/index_en.htm)ZFz.

332) BoR 67 [11] at p 5 F=

333) Udsle BA A72(4)(a) 2L S2HLjo} H71EAIY No. 003-02-10/2012-32 AR03Ze| tjst
HlFAl Ho dgse BAMe ydgts ARoa Wdt AL http//www.government.nl/
files/documents-and-publications/notes/2012/06/07/dutchtelecommunications-act/tel-com-act-en-ver
sie-nieuw.pdf (not official legal translation) = &=2H|Ljo} AL No. 003-02-10/2012-32,
20 December 2012, http://www.uradnilist.si/1/content?id=111442 Helpful translation of key
aspects at https://wlansi.net/en/blog/2013/06/16/net-neutrality-in-slovenia/ 2=
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334) U= AR 201349 o157 W S BRlHE ARYSHA eigkem
0] FafiHe) ofgde el BAZ ARAL W H ke
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335) COM(2013) 627 final 2013/0309 (COD) Proposal for a Regulation laying down measures
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336) GN Docket No 09-191 Broadband Industry Practices WC Docket No 07-52 ‘In the Matter of
Further Inquiry into Two Under-Developed Issues in the Open Internet Proceeding Preserving
the Open Internet’, Z12]3. Andersen et al, Joint Reply Comments Of Various Advocates For
The Open Internet, 4 November 2010, Comments on Advancing Open Internet Policy
Through Analysis Distinguishing Open Internet from Specialized Network Services. 3=

337) Marsden (2010) Net Neutrality, at p 1 3=

338) G ks PAAERE ARls FE Aske] dAlezdeoln® FAset SAlARE HEske A
thell o= Al7I3H). Filomena Chirico, Ilse Van der Haar and Pierre Larouche, ‘Network
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Neutrality in the EU’, TILEC Discussion Paper (2007),
(http://ssr.com/abstract=1018326) =

339) generally Bendrath (2009) ‘Deep Packet Inspection Reading List, at
http://bendrath.blogspot.com/2009/03/deep-packet-inspection-reading-list-and.html and the
Syracuse DPI project papers at http://dpi.ischool.syr.edu/Papers.html 2FZ.
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340) http://www.freedom-to-tinker.com/blog/felten/comcast-and-bittorrent-why-you-cant-

negotiate-protocol =

170



o
=)
o>
0]}14
£
P
He
1%
=
9

b}

m
&

128
4
0,
=
Y

%]\
oy AE w7 HOH p2p iﬂﬂﬂb} e Bl AAE e 4
et NS 2] fgh ot AmEQe] 7] AA F, 5] A S W
& ot E3 YEYAE P2pE Ho B8R sy 8 = A
o]7] wizoll T thA] p2p Udlx UTE 9 AZEY IS} DPIE o83l p2p

o
Ef|g 2k11x} sk= 1SP7He] B7] AA o Z olojR| A H Aot} 34D
15po] HHEE WESh: Bt B2 A ool F9lo] AREIA B
W ddl=o] digh AFAQL Aol lojA= HYJo] AIFFEA] F=tf. ol gt
olf& I3 15pe] EwjZL upx] whEete] Ajel Zth &, DPIE o83 ISP
e ]'??_EP@ oFEE oA EE &Y Ha| 9 mefolu|A] Hsjo
et mE HARQlo] 1spoll QA Het At JHIAFE B F=H(Office of the
Privacy Commissioner of Canada)o] E|¥] Ta]e} || HZAIYLS5] o A
23} o) AAL o]0 tiEt AZPHS HojET 9tk “Dpi= JEi 41% %3}1 Fi=s
= AR Uhe-S AR 5 ok A Uk DPI ARERS S-HulE:
Sl EBS wdsly] Mol SHEY BES do| YgES Qoﬁ}%
A3t 2k Az 2P UEYA #EE 3] "asixs yakslx] ko
ol= Jolo] ZatolHA|E EalalslA As|e 4X]7} Q) "342)
Cooperi= ISP YEQHo] DPI AH|E w918 xds|] {58 3Ast= thAl
3 5 Qe By AR i ehdeta) o DRI W v)ek Edfy
Aol gt EAFS BAStTh i nlse] BAAKS 2005 QY A A

.P“

=L

[

341) 20094 59, uTorrent+= UDPo] djgt Z2Ex w4 A wHs|gEd o= TCP7l 43+
P2P Edfm mEEdo] ohfu, TCPS o}§3l M H4E Walsh, ISPo] BAIS opjd 4
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342) http://www.theregister.co.uk/2008/12/01/richard_bennett utorrent udp/ =
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343) Cooper, Alissa (2013) How Regulation and Competition Influence Discrimination in
Broadband Traffic Management: A Comparative Study of Net Neutrality in the United
States and the United Kingdom, Thesis submitted for the degree of DPhil, University of
Oxford, September 2013. PP.122-132. Cooper interviewed 70 elite decision-makers in ISPs,
regulators and content companies in the period 2011-12, the broadest sample known.

344) Cooper 2013: 200-204
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345) Clardinois Frederic (2012) Facebook And FTC Settle Privacy Charges — No Fine, But 20 Years Of
Privacy Audits, Tech Crunch, August 10th, http:/techcrunch.conmy2012/08/10/facebook-ftc-settlement-12/

346) WAzGO] Tejolux] HEUH| WE HEO| AUl B fIBIe} 918 13 9SHE/EC
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348) European Commission (2012) Consultation on the Commission's comprehensive approach on
personal data protection in the Buropean Union’,http://www.netcompetition.org/antitrust/ftc-googleprivacy-
settlement-takeaways#sthash. TvMNpXvP.dpuf 2=

349) Z|H 95/46/EC.

350) A% 2002/21/EC.

351) A% 2002/58/EC.

352) 913 bR o oxiRle] Aojeke: frHAte] o] ofn Sl tishA e ZEaL 9

A= AN St 9 7|}de]l et Al o] Bl 5 oleu TR o] gk itk

353) COM/2004/0028.
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354) 5 ARlo| digh AZhHSk= 2012/0011(COD),
http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=
2012/0011(COD)#tab-0

355) 5 2J3] ofdslo] ZIePAIEES hitp://www.europarl.europa.ew/RegistreWeb/search/simple. htm?language=
EN&reference=LIBE%2F7%2F08739&relName=DOSSIER &currentPage=2 =

356) COM (2012) 11 final Draft Regulation on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data Protection
Regulation). COM/2012/09 final Safeguarding Privacy in a Connected World: A European
Data Protection Framework for the 21st Century. IP/12/46 (2012) Commission proposes a
comprehensive reform of data protection rules to increase users' control of their data and to cut
costs for businesses, 2012\ 1€ 25 at http://europa.ewrapid/press-release IP-12-46_en.htm?locale=en

357) Campbell, Duncan (1999) The state of the art in communications Intelligence (COMINT) of
automated processing for intelligence purposes of intercepted broadband multi-language leased
or common carrier systems, and its applicability to COMINT targetting and selection,
including speech recognition European Parliament Ref.: EP/IV/B/STOA/98/1401
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358) Bowden, Caspar (2013) The US National Security Agency (NSA) surveillance programmes
(PRISM) and Foreign Intelligence Surveillance Act (FISA) activities and their impact on EU
citizens’ fundamental rights, European Parliament Civil Liberties Committee, 24.9.2013.

359) Richelson, Jeffrey T., Ball, Desmond (1985) The Ties That Bind: Intelligence Cooperation
Between the UKUSA Countries. London: Allen & Unwin. ISBN 0-04-327092-1.

360) The initial formal UK-US agreement was signed in 1947 after the successful conclusion of
the Second World war and just prior to the outbreak of the Korean War of 1950-53, with
final partner New Zealand joining only in 1980. See AUSCANNZUKUS (2013 undated)
History, at http://www.auscannzukus.net/history.html

361) Zejoldl 9zl 79 HA=Ho] tisljAl= Frieden, Rob (2007) Internet Packet Sniffing and its
Impact on the Network Neutrality Debate and the Balance of Power between
Intellectual Property Creators and Consumers, Available at SSRN:
http://ssrn.com/abstract=995273 or http://dx.doi.org/10.2139/ssrn.995273 =

362) European Parliament (2001) Final Report on the Existence of a Global System for the
Interception of Private and Commercial Communications (ECHELON Interception System),
Temporary Committee on the ECHELON Interception System, 2001 99 5Y %<l
Brussels: EP, at http://www.fas.org/irp/program/process/rapport_echelon _en.pdf

363) Borger, Julian (2013) Inquiry into snooping laws as committee clears GCHQ Intelligence and
security committee also confirms GCHQ's use of NSA Prism surveillance material for first time, 18 July
2013 at http:/www.theguardian.com/world/2013/jul/17/prismensa-gchq-reviewframework-surveillance =%
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364) Government code name for a data-collection effort known officially by the SIGAD
US-984XN 2k

365) Shubber, Kadhim. “A simple guide to GCHQ's internet surveillance programme Tempora’.
Wired.com, 24 June 2013 at http://www.wired.co.uk/news/archive/2013-06/24/gchq-tempora-101
=

366) Intelligence And Security Committee Of Parliament (undated July 2013) Statement on
GCHQ’s Alleged Interception of Communications under the US PRISM Programme,
paragraphs 6-7.

367) Brown lan (2013a) Expert Witness Statement for Big Brother Watch and Others Re:
Large-Scale Internet Surveillance by the UK Application No: 58170/13 to the European
Court of Human Rights. Available September 27 at SSRN: http://ssrn.com/abstract=2336609
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368) Brown lan (2013b) Lawful Interception Capability Requirements, in Computers and Law, at
http://www.scl.org/site.aspx?i=ed32980

369) Rauhofer, Judith and Caspar Bowden (2013) Protecting Their Own: Fundamental Rights
Implications for EU Data Sovereignty in the Cloud, Edinburgh School of Law Research
Paper No. 2013/28: Available at SSRN: http:/ssmn.com/abstract=2283175 or
http://dx.doi.org/10.2139/ssrn.2283175

370) Agence France-Presse H%=(2013% 10 9¢, 17:31) Brazil to host Internet governance summit
next year

371) http://www.seoulcyber2013.kr/en/program/speakers 4.html 2=
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372) OECD (2013) Recommendation of the Council concerning Guidelines governing the
Protection of Privacy and Transborder Flows of Personal Data (2013) [C(80)58/FINAL, as
amended on 11 July 2013 by C(2013)79] at
http://www.oecd.org/sti/ieconomy/2013-oecd-privacy-guidelines.pdf. See also OECD (2007)
Recommendation on Cross-Border Co-operation in the Enforcement of Laws Protecting
Privacy; OECD (2008) The Seoul Declaration for the Future of the Internet Economy;
OECD (2011) Recommendation on Principles for Internet Policy Making at
http://www.oecd.org/internet/ieconomy/49258588.pdf. OECD (2013) also referred to European
law and the Asia Pacific Economic Cooperation’s Cross-Border Privacy Rules System
(APEC CBPR).
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373) http://www.theregister.co.uk/2009/04/22/virgin_media_phorm nma/

374) http://energycommerce.house.gov/cmte mtgs/110-ti-hrg.071708.DeepPacket.shtml

375) Dubious value is given to such permission in BT internal documents, see
http://wikileaks.org/wiki/British_Telecom Phorm PageSense External Validation report

376) BBC (2009) Home Office ‘colluded with Phorm’, 28 April at
http://news.bbe.co.uk/2/hi/technology/8021661.stm
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377) LINX Public Affairs (2009) https://publicaffairs.linx.net/news/?p=993
378) FIPR (2008) Continuing concerns about Phorm, 6 April at
http://www.fipr.org/press/080406phorm.html

181



A ZE(Net Neutrality) 2t SAH|URS0]| 25H SAPHE

AuelAste] Wel AR} dayione 714 HEAS 91a) BA} AFET A
8o gt ATEIAES AFHCE T AR RS 248 2 27]
of e o] $8& Tlslh WAl HolER 7T Aolth
¥ 7S BT AT W) Ao doleneng Jue By
ofjeh Alaglo] QlEYl Edfue wARrks AMUToRE wuig fiold
T= Aol ARGARERE ofUet ARilEo] s PAIE 9%, A7t o)
d, X Ex Ve 2FUEYI ARIES Bl ARANRE FAlShE A3ALfA
Aol FelE Bk A-Pollnt AAdo] Asithe AMdES THslal le it
FEES A7} ARG Hel AR S5 oA a2 AHe
HEeE ARdof dfsl FARRE BTE 7]4x3kA] Ssbat olof digh AlwlEe] &1to] #
A2 FEAA sl A ol 2AE FoHA o2 olfroll thsll 27T A
= 845 FHAURNES = AR 2002/21/EC ZA} ZEfo|HA]l A[(EP
D)3s0o] we} SjU=0] FHATY oS =Rty 19959 7 tlojHES
A|Z(Data Protection Directive)2 EPD38Do|| WA v} Zro] ZESE ARE A
e ol ARgAISo] ARgolAol kel Bolsjor hrhy WAlsk 9lck. EPD
o} DPDE] 8 2 71 AG8A Aole] LefolmAle Hajshy e
ZFdAIRS AEE & glom RIZEt glolEe ol WA o A5
© 5= AlLfskaL ARAA ol dsHA] Fekes She Ao, DPD A4
of wet Sld=2 a7t WS - ol thet AHS AEAE -k
Sk Aszi PES iR EdEslve] e9g el Stk DPD 23

__4

379) Clayton, R. (2008) The Phorm\Webwise System, at http:/www.cl.cam.ac.uk/~mc1/080404phorm.pdf
and later version http://www.cl.cam.ac.uk/~rmc1/080518-phorm.pdf

380) The Electronic Privacy Directive supplemented by the 2004 Communication on unsolicited
commercial communications (‘spam’) COM(2004)0028.

381) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the processing of personal data and on the free
movement of such data: Article 2(h)

382) AR 2002/58/EC on Privacy and Electronic Communications: Article 5(1)
http://www.theregister.couk/200902/11/ phorm_eu_action_threat/104 See Press Release 1P/09/570.
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385) A% 2002/21/EC, Atticle 8(4)f at:
http://eurlex. europa.eu/LexUriServ/LexUriServ.do?uri =CELEX:32002L0021:en:NOT.

386) Buropean Commission - Press release IP/12/60, ‘Digital Agenda: Commission closes
infringement case after UK correctly implements EU rules on privacy in electronic
communications’ 2%

387) dl2H%= 1P/10/1215 =

388) AFUSHFAI(EEF ) 4] W A 52)) Regulations 2011, ST 2011/1340.
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389) Interception of Communications Commissioner, Investigation of Unintentional Electronic
Interception: Monetary Penalty Notice, Exercise Of Powers Under Section la And Schedule
Al Of The Regulation Of Investigatory Powers Act 2000, (2011) at

(http://www.intelligencecommissioners.com/docs/Interception Commissioner Guidance RIPA.pdf)
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391) AROIUF] o3 FejAED Ief3)(Christopher Graham) 7o| Talk TalkS Z2sh g <l
1CO%= 9o} Alkeaoll gt At g AFgstA] ok Il Al AREAE etk %1
9o} AL AP} HEE Aol 7|=S =A3ick Daily Telegraph, 20104 9% 089w
http://www.telegraph.co.uk/technology/internet/7989262/Information-Commissioner
-reprimands-Talk-Talk html #=
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392) http://www.theregister.co.uk/2009/04/24/deep packet inspection/ on the US investigation, and
http://www.apcomms.org.uk/category/Activities/ announcing ‘Can we keep our hands off the
net?’apComms to investigate the role for Government over Internet traffic.
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394) Case C. 360/10, REFERENCE for a preliminary ruling under Article 267 TFEU from the
rechtbank van eerste aanleg te Brussel (Belgium), 2010 6 28 A= 2010 74 19
Y HYo] A&, in the proceedings Belgische Vereniging van Auteurs, Componisten en
Uitgevers CVBA (SABAM) v Netlog NV, at http://curia.europa.ew/juris/document/document.jsf?text
=&docid=119512&pagelndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=161927
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395) BBC (2013) Phone hacking: Arrests by investigation, 13 June at http:/www.bbc.co.uk/news/ukpolitics-17014930

396) Akt olejdt A ZARUANIA AGOH6)D)9 ZAFHEHEF (Invetigatory Powers
Tribunal Rules- 3§79 2000 No.2665) & 6(1)ef Histo] olgfst A}z Qs HE7T 372
S b L A

397) Bowden, Caspar (2013) PRISM: The EU must take steps to protect cloud data from US
snoopers, The Independent 10 July 2013 at http://www.independent.co.uk/voices/comment/prism
-the-eu-musttake-steps-to-protect-cloud-data-from-us-snoopers-8701175.html

398) Davies, Simon (2013) European Parliament votes to hold inquiry into US spying 4 July
2013, at http://www.privacysurgeon.org/blog/incision/european-parliament-votes-to-hold-full-

inquiry-into-usspying/
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399) Dowling v United States, 473 US 207, 222 (1985).

400) Department of Justice Office of Public Affairs (19 January 2012) Justice Department
Charges Leaders of Megaupload with Widespread Online Copyright Infringement 2=

401) US ATTORNEY BULLETIN (2005) Novel Criminal Copyright Infringement Issues Related
To The Internet available at (http://www.cybercrime.gov/usamay2001 5.htm) 3=

402) US Attorney Prosecuting IP Crimes Manual, Criminal Copyright Infringement Issues, §I1.B.2
(2006), available at (http://www.cybercrime.gov/ipmanual/02ipma.html#I1.B.2.a) =

403) Affidavit in Support of Application for Seizure Warrant Pursuant to 18 USC §§2323, 981,
United States v Domain Names (defendants in rem), (31 January 2011) (No 18 MAG
262).

404) Law Professors (2011) Letter in Opposition to ‘Threats to Economic Creativity and Theft of
Intellectual Property Act of 2011 Draft 27 June 27 2011, available at
(http://www.scribd.com/doc/59241037/PROTECT-IP-Letter-Final) 2=
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405) Bl it Z2ajls] weojd AFoR AR QL wRIs] ZejolA] Ko gt
FHEOs] HIHCM/Rec(2010), 2010 11 23U 2%, Asto] U3t Article 29 Working
Party WP203, 00569/13/EN Opinion 03/2013, p45; Atticle 29 Working Party (2011) 93]
91 =Rolz= = HfU(Frangoise Le Bail)oAl Hill Agk 57712 Aedoja] o]Foixl= A
A AR AR B 7TEL dloTElA (gt dloe)e o] Qe i Es WAl ik ARt
o|3§2] ojz2o] gt AR W 2|7 Directive 95/46/EC of 20.04.20112] ARS8 A6d}e] 114
2 o2} EASA/IABE 221] Si5 JaAlgell digh 7P oVdaidl Ang 9t kgl digt
Article 29 Working Party (2011) 2¢J7 Opinion 16/2011, AZHET=(20114 12¢ 11¢):
“adherence to the EASA/IAB Code on online behavioural advertising and participation in the
website www.youronlinechoices.eu does not result in compliance with the current e-Privacy
Directive”. 2k

406) Brown, 1. Edwards, L. and Marsden, C. (2006), Legal and institutional responses to Denial
of Service Attacks, Communications Research Network/Department for Trade and Industry
joint seminar on Spam/DDoS, 13 November, at www.communicationsresearch.net/object/

download/1846/doc/marsden-edwards.ppt and on file with the author.
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407) HC 571 2012 Annual Report of the Interception of Communications Commissioner, Ordered
by the House of Commons to be printed on 18th July 2013, SG/2013/131

408) ICC (2013) Sir Anthony May’s response to the Article published in the Independent, 16 July
13, at http://www.iocco-uk.info/sections.asp?section] D=8 &chapter=4&type=top
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409) Article 29 Working Party (2010) Opinion 2/2010 on online behavioural advertising WP 171,
at p7 (22.06.2010): “Article 29 Working Party is deeply concerned about the privacy and
data protection implications of this increasingly widespread practice.”

410) 339 W U4 A T USSR Australian National University BRI 2fsh 3901
Steve Chon} Alice Hutchings®] =20l =207 o] HiAo| E3kE 4~ QI9ith E3t 55

=UHY} 38l Gregor Urbasi<=9} Peter Grabosky W42 Z¢1o] B4 ZPAo] HIJEQIT)
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411) NBN Co 2011. National Broadband Network - Information Pack. North Sydney: NBN Co.

http://nbnco.com.au/news-and-events/news/national-broadband-network-information-pack.html
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412) OECD 2011a. OECD Broadband statistics. 2a Households with broadband access 2000-10.
http://www.oecd.org/internet/broadbandandtelecom/oecdbroadbandportal.htm

413) OECD 2011b. OECD Broadband statistics. 2d Business use of broadband, 2003-2010 or
latest available year.
http://www.oecd.org/internet/broadbandandtelecom/oecdbroadbandportal.htm

414) Net Index 2013. Household download index. http:/www.netindex.com/
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415) Varadharajan V 2010. Internet filtering-Issues and challenges. Security & Privacy, IEEE,
8(4), 62-65.

416) Mueller M L & Ashgari H 2012. Deep packet inspection and bandwith management: Battles
over BitTorrent in Canada and the United States. Telecommunications Policy, 36(6),
462-475.
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417) http://dpi.ischool.syr.edu/ISPtable.html

418) Mueller M 2013. The network is aware: Social science research on deep packet inspection.
http://dpi.ischool.syr.edu/Home.html

419) Ibid, Muller M 2013.
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420) Saarinen J 2010. Analysis: The murky world of deep packet inspection.
http://www.itnews.com.au/News/ 163435 analysis-the-murky-world-of-deep-packet-inspection.aspx
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421) Vaile D & Watt R 2009. Inspecting the Despicable, Assessing the Unacceptable: Prohibited
Packets and the Great Firewall of Canberra. UNSW Law Research Paper 2009-35.
http://ssm.com/abstract=1477816
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g3l ‘§ =

; =3 BAAe} BeG ARe AA
WAISIEL Itk BAY ABIEL BAKMS QR AR, AuAne 9y

B9) D olSut WA FAAE] EYS D AHY YIS YA SIat

Aul A B

Qs

422) Federal Court Strengthens Privacy Enforcement: Seven Network (Operations) Limited v
Media Entertainment and Arts Alliance [2004] FCA 637 (2005) 33 Australian Business Law
Review 45, 45.

423) Telecommunications (Interception and Access) Act 1979-SECT 6
Interception of a communication
(1) For the purposes of this Act, but subject to this section, interception of a communication

passing over a telecommunications system consists of listening to or recording, by any
means, such a communication in its passage over that telecommunications system
without the knowledge of the person making the communication.

424) Tenants Union 2004, 49 9 Ibid, Vaile & Watt 2009, 23-24).
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425) Attorney-General's Department 2012b. Surveillance Devices Act 2004 Report for the year
ending 30 June 2012.

4260) TFe HE el wE HEs Rk 199ls 170 35 gejojrt whi 180He] g
170 x180 = 30,600 &F geje] WS ought AR Y2 533 CRIMES ACT 1914
- SECT 4AA #=x
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¥ oA R (prospective data)i= 3 o}4e] o[t Fuge] ) A 4 9l
L EARAL] Sale} BRI SARS] SAg 4 Gl
201193} 20121 Ao, FARAT BEste] % 29350172 &

=
A 8%l 91‘212‘11, HEEs T 5 Sl A, %ﬂ¢ H S 713&94
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sich umxmoﬂ e} FERe oA s&gawvm A A}
wo} ZhAJA]

L
ok} 427)

427) SURVEILLANCE DEVICES ACT 2004 - SECT 6
“data surveillance device” means any device or program capable of being used to record or
monitor the input of information into, or the output of information from, a computer, but

does not include an optical surveillance device.
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201120124 Afol, ZHAPEAI el whe} 642749) o] WREITh ofF 601
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20129 114 30, &5 AFe= FHASY Aol ER| ko] ZHIFT
AroH R E YR 2ok S AFY ASkE flal a7, A, oFsE=RLe, A2 3
st s e WAEe fR S g Exl YRS 7Y
=Lof] Q5 UTHEF X9k sk 93] ARl (Parliament of Australia
Joint Standing Committee on Teaties) 2011), Z2Fof 7}9lsl7] €3l 2013¢ 3Y
19 s 2012 Alo|HHAYH7RAR(the Cybercrime Legislation Amendment
Act 2012)0] we} FARAPHEZH(Mutual Assistance in Criminal Matters Act
1987), ¥H(the Criminal Code Act 1995), FAIZIAH, SAIMS 7RI W
ol e Al F PR o] WES thEt Atk

- AU B s 71 giAle B AEEe] a3d A9 54

o] AE BARE AT BAASE FAMU|A ATA] o)t

428) Attorney-General's Department 2012a. Surveillance Devices Act 2004 Report for the year
ending 30 June 2012. Barton: Commonwealth of Australia.

http://www.ag.gov.au/National Security/TelecommunicationsSurveillance/Pages/Annualreports.aspx
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- AgH9E W] sl7] 98t P (Criminal Code Act 1995)4F0] AHFEE]
=2 s S e
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2008, 359] H 2=l = EAIAA 7/ (Department of Broadband, Communi-
aations and the Digital Economy)+= 22191 Ad=9] HEH 913} A& Wit

Stolth. AlA o] mad, FEARAHN == b2, g, 4%, ¥
Ao 5 2410 A%, OFE S ol 2 el Sk W )
e of2gt Hell=e ISP7E AP Apgefop $ith= Zlojth(HREHi=R
2009) FE3SF $F EAH|T]o]A(ACMA: Australian Communications and Media,
Authority)o] SEARANE B2 G BUT AS AN, olefat B
ol= FAlmH oo Ento]l 4% URL, 9] HAF=o] HFskal Q= oFs
Eon AjolEst T

20099 §718aLe SAlnH ool Bt SuARHE 555 IHEFlo
w] 23957) Afo|E7} B2l Sellckn Fgack

L BEO AAE ] Q= AlelE F AN o] ofF =219} o] ¢lgl

on] Ygat 2ol EA AIE, GEEYA, Ao] B Qi T2 Ajo]E,

429) Department of Broadband, Communications and the Digital Economy 2009. Consultation
paper: Mandatory internet service provider (ISP) filtering: Measures to increase accountability
and transparency for Refused Classification material
http:/www.archive.dbede.gov.aw2013/july/transparency measures/consultation_paper
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HEY AMNYYS AR oA YHY S (Senate Legislation Committees

430) Moses A 2009. Leaked Australian blacklist reveals banned sites.
http://www.smh.com.aw/articles/2009/03/19/1237054961100.html

431) Conroy S 2012. Media release: Child abuse material blocked online, removing need for
legislation. http://www.minister.dbcde.gov.au/conroy/media/media_releases/2012/180

432) Parliament of Australia 2013. Question on Notice 2821. http:/www.aph.gov.awParliamentary Business/
Chamber documents/Senate chamber documents/qon/question?number=2821

433) lbid, Parliament of Australia 2013.
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434) Ibid, Parliament of Australia 2013b. p.43.
435) Ibid, Parliament of Australia 2013a. p. p.15.
436) Ibid, Parliament of Australia 2013b. p.44.
437) lbid, Parliament of Australia 2013.
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438) Department of Broadband, Communications and the Digital Economy 2009. Consultation
paper: Mandatory internet service provider (ISP) filtering: Measures to increase accountability
and transparency for Refused Classification material
http://www.archive.dbcde.gov.au/2013/july/transparency measures/consultation_paper

439) http://www.hcourt.gov.au/assets/publications/judgment-summaries/2012/hcasum16 2012 0 4 20 i
iNet.pdf

208



H3E FeTvlel U FHN MY g

GRE 20007 A Aol] ZA iiNeto]] AHE 876k AR HWl

‘AR A ERERs A®o] gt} 7 iiNeto] AR dl M Ec)

AFACT+= Dtecet Agenttf= X2 13- 0]835)= DtecNet Software APSE 11-&

Stk DrecNet Agenti= HIEEZES 71J3| EAE oS I/ 179 1P
2 =

P4 5 29 8 AL, oOF $UT 128 11 ok %‘6}1 5

Akl dsl thEat o] TAISHI.

“iNetd} A7 o= Z[EH R WAL UAINE o] A2 s 86(0)E 9
Histo] HIEEHE AAES o] gsl ird] ks theiZomi Halo] g3t
7b el s duE 2 =St EA2HE iiNeto] o]§AEY]
A s 7lsdom WASHAY did = Sl ARAQl ke giok
(Roadshow Films Pty Ltd v iiNet Limited [2012] HCA 16, 65)” 440

ESE MU fiiNet> 1AHTLO] ACRRAE HI|ro RN 1] o] Azt
H g AFE 4 e EHA ERE HAAL Pl HET
(Roadshow Films Pty Ltd v iiNet Limited [2012] HCA 16, 78). S}AH o] iiNet
o] DPI AME-E HIEEHE 74|, A = &4 AR 58 93 5 7)wd
222 ZA] 7l AR R e NIAHE S AZ(NPP) 1.19] &g

o Aelsta) el

5. HIAEZ|Telstra)2| Eafzl z2tz| 2! DRl AlF

20134 29 EF Ahe] A Auls AFA AAESE Eeiop Fu
Ay IAS o YEST HelS AMedT Addoletn wEA 53]

AEgols BT A% B4 AR, 54 AHIARIEERES 23] o

440) http://www.afr.com/rw/2009-2014/AFR/2012/04/20/Photos/f5b0c2ee-8a80-11e1-b8f3-89181177a9
O0a_ www.austlii.edu.au au cases cth HCA 2012 16.pdf
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441) Telstra 2013. Trialling new network management techniques - Myth buster.
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http://exchange.telstra.com.au/2013/02/08/telstra-broadband-experience-trial-mythbuster/

442) Matthews B 2011. International Training Program 2011: The Australian Internet Security Ini
tiative: Australian Communications and Media Authority. http:/www.acma.gov.auw/webwr/_asse
ts/main/lib100656/4.2australian_internet security initiative%28bruce matthews%29.pdf

443) Australian Communications and Media Authority (ACMA) 2013a. Communications report
2011 -12. http://www.acma.gov.au/webwr/_assets/main/lib550049/comms_report 2011-12.pdf

444) Australian Communications and Media Authority (ACMA) 2011,2011, 2012
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445) Matthews B 2011. International Training Program 2011: The Australian Internet Security Ini
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Criminal Policy on Net Neutrality and
Communication Confidentiality

Chun, Hyun—Wook

The Protection of Communications Secrets Act clarifies the definition of
‘tapping’499 and regulates protection of secretes of communications and
conversation. >0 Under the Act, any person who intercepts transmission and
reception of electronic communications of others shall be punished by
imprisonment with prison labor for not more than 10 years or by suspension
of qualification for not mare than 5 years50D  In reality, Internet Services

Providers (ISPs) in Korea inspect and classify communications of subscribers in

499) Article 2 Definition
(7) the term “tapping” means acquiring or recording the contents of telecommunications by
listening to or openly reading the sounds, words, symbols or images of the communications
through electronic and mechanical devices without the consent of the party concerned or
intercepting transmission and reception of electronic communication

500) Article 3 Protection of Secretes of Communications and Conversation
(1) No person shall censor any mail, wiretap any telecommunications, provide the
communication confirmation data, record, or listen to conversations between others that are
not made public without following the provisions under this Act, the Criminal Procedure Act
or the Military Court act

501) Article 16 Penal Provisions
(1) Any person falling under any of the following subparagraphs shall be punished by
imprisonment with prison labor for not more than 10 years or by suspension of qualification
for not more than 5 years; 1. A person who has censored any mail, wiretapped any
telecommunications or recorded or eavesdropped on any conversations between other

individuals in violation of the provisions of Article 3
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real time before blocking or throttling traffic that passes over their network by
using interception technologies such as Deep Packet Inspection (DPI) for the
purpose of maximizing their profits, Their practices practically violate Net
Neutrality, Net neutrality is the principle that ISPs should treat all data on the
Internet equally. Logically, it is possible for ISPs to control traffic of certain
packets or contents only after they inspect all contents accessed via their
network in real time, In other words, “inspection” is prerequisite for traffic
management, ‘Inspection” and “Interception” are key elements of trapping
specified in the Protection of Communications Secrets Act. In this regard, any
practice violating net neutrality constituting tapping falls under an illegal
practice without justifiable reasons specified in laws. Unfortunately a illegal
tapping under the Protection of Communications Secretes Act, especially with
regard to violation of principles of net neutrality, has not yet drawn much
attention in criminal law field,

On the other hand, net neutrality issues appear to be subject to passing costs
from either an ISP to a third party ISP or an ISP to end-users within the
framework of the civil law and the administrative law, Until now, the Korea
Broadcasting and Communication Commission and the Fair Trade Commission
considered violation of net neutrality as a temporary or microscopic issue of
comparing profits and losses. Most of their decisions issues were in favor of
ISPs as network discrimination is not widely viewed as tapping within the big
picture of criminal law and normative standards and normative standards of net
neutrality has not yet firmly established and advances in information and
communication technologies much outpace the laws and policies that govern it
Absent of legal framework to govern net neutrality could to increase in conflict
of interest between service providers or between them and consumers but no
justifiable solution to deal with it has not been founded. That is the reason why
arguments of ISPs, who control network and have the upper hand against

consumers and other els, is bought. Simply put, imprecise principles of net
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Abstract

neutrality seems to give indulgence to large network providers, for unreasonable
discrimination of traffic, rather than protect the weak, consumers and others else.
In modern society, free and equal access to the Internet is an essential
prerequisite to ensure freedom of expression and to provide people with
grounds where they freely and openly exchange ideas and opinions. As we
already experienced that lack of adequate norms and legal framework could
lead to what we see now with the advent of IT technologies, We already
achieved consensus on the fact that freedom of communication must be
protected, Against this backdrop, it is left to address strictly violation of net
neutrality that must be included in the elements of tapping. From the
beginning, legislators of the Act use technical terms such as “electronic
communication®, “interception of transmission and reception® to incorporate
future development in technologies within the scope of not undermining clarity
of them. Challenges we face might be stemmed from differences from
interpreting the act and applying it to real cases as the key way of
communication is changing from voice-based to data-based. We could
understand those challenges and find appropriate solutions on traditional
principles of the criminal law, In this regard, net neutrality issues should be
discussed from the viewpoint of criminal justice to protection of legal interests
and then we could know where future policy directions would head for,
Internet-based data communication and voice-based one is different
technically as the former is processed via an automatic dapa processing
system, That is the reason that prevention measures are needed to prevent the
internet from using for illegal purposes. As communication network systems
are finite resources, extra charges should be imposed on users who cause
traffic congestion in proportion to the amount of data they use. However, the
problem is who will bear congestion costs on the network. In other words, if
ISPs are not making profits, the internet would be neither maintained nor

improved, To address traffic congestion, ‘reasonable traffic management’ by
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ISPs is required. In criminal law, reasonable traffic management is exempted
from illegal practice of tapping. Therefore this specific characteristic of
managing traftic should be considered in interpreting the elements of an
offense under the Act, In fact, packets being conveyed on the network system
is automatically analyzed and identified via Deep Packet Inspection (DPI)
technologies. However, doing that constitutes tapping as data containing
telecommunication informations are processed and stored as intended. Put it
simple, using DPI technologies could be translated as an interception of
human beings. Acquiring processed packet information does not constitute the
elements of tapping under the Act, There are loopholes in acquiring users’
prior consent because they must agree to follow ‘Use Policy --unilaterally
established-- by ISPs in order to be provided with access to a network or to
the Internet and prior consent is included in the use policy, That is the reason
that the current ISPs practices of using DPI technologies to manage traffic are
not seen as legitimate disposition of legal benefit.

Policies on Net neutrality should consider violation of it as illegitimate
tapping. To this end, exceptions should be reviewed under the Protection of
Communications Secrets Act to justify certain practices and acts and exmept
them from the elements of tapping. The paper presents reasons and necessities
why net neutrality should be reviewed from the criminal law viewpoint.
Chapter II explains grounds behind the argument that net neutrality should be
approached not from the perspective of network management but from
violation of users’ rights and then reviews legal aspects of network
discrimination and the elements of illegal tapping under the Protection of
Communications Secrets Act., Chapter III looks at net neutrality issues at home
and abroad so as to provide base information on possibilities and limits of
justifiable exceptions when it comes to tapping. First, it closely loot into issues
on net neutrality and communication confidentiality in Canada which puts

importance on striking balance between free internet use and reasonable
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network management and the United States which is known for ISP-friendly
business environment, With arguments and logics of numerous parties, I could
understand conditions for “reasonable traffic management” which is directly and
indirectly being materialized. Then it presents discussions and efforts to deal
with net neutrality issues in the United Kingdom, which is heavily influenced
by legislation of the European Union. Legal developments in the country give
insight into normative elements that must be considered in justifiable
exceptions of illegitimate tapping, such as consumers prior consent and legal
judgment on ‘tapping which undermining net neutrality, It also implies how
hard to enforce the law against ISPs which practically control the network
systems, Chapter 4 closely examine legal implications of ‘prior consent’ and
Sjustifiable exception” as an acceptable reason for the exemption of illegality of
tapping under the Act. Prior consent in the Protection of Communications
Secrets Act is equivalent to ‘permission’ in theories of criminal law and may
be understood as providing specific exceptions to tapping. Communication
confidentiality or freedom is only restricted based on warrant issued by the
court, Therefore prior consent must not be interpreted as the warrant. Even if
prior consent is equivalent to 'permission’, the elements of an offence have to
be strictly construed based upon consent of victim in Article 24 of the
Criminal Law. The paper also examines conditions of ‘reasonable traffic
management’ to constitute justifiable exceptions based on “Guidelines on New
Neutrality and Traffic Management” and “Guidelines on Reasonable Traffic
Management and Internet Use and Transparency in Traffic Management®, both
of which were established and published by the Korea Broadcasting and
Communication Commission in 2011 and 2013 respectively. At last, this paper
suggests directions for criminal policies to address acts and practices violating
net neutrality, Then it looks to procedural and institutional measures to make

parties in conflict of interests involved comply with the guidelines.
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1.  Introduction

Network neutrality has generated an increasing amount of attention in Canada and around the
world in recent years.' While the definition of net neutrality is open to some debate, at its core is
the commitment to ensuring that Internet service providers (ISPs) treat all content and
applications equally with no privileges, degrading of service or prioritization based on the
content’s source, ownership or destination. According to Tim Wu, the Colombia Law School
professor who is often credited with coining the term,” network neutrality is a “design principle”
that requires the public network to “treat all content, sites, and platforms equally.” Adopting a
neutral approach, in other words, requires strict adherence to one cardinal rule: that ISPs
transport data without discrimination, preference, or regard for content.

The concern over net neutrality is not new. Observers have long feared that ISPs would
succumb to economic self-interest, engaging in “packet preferencing” by blocking or slowing
data coming from competing sites or services. ISPs frequently argue that they merely want to
serve as intermediaries without regard for what traverses their networks (i.e. the end-to-end
approach). Yet, as they offer competing Internet phone services, music download services, and
other value-added content, there is an obvious temptation to create a home network advantage.

Several concerns are often raised in the context of net neutrality. First, there is the fear of the
emergence of a “two-tier Internet”. As providers build faster networks, there is reason to believe
that they will seek additional compensation to place content on the “fast lane” and leave those
unwilling to pay consigned to a slow lane. Such a two-tier structure can cause major issues that
undermine competition. For example, larger studios’ television shows and movie productions
could be delivered more quickly to consumers because those studios have paid for the fast lane
(or have the same owner as the ISP), while smaller studios’ products and user-generated content
creeps along in the slow lane. The issue of competition is closely connected to the expansion of
digital economy. Many e-commerce companies and other innovators rely on network neutrality,
secure in the knowledge that the network treats all companies, whether big or small, equally.
This neutrality enables those with the best products and services, not the deepest pockets, to
emerge as the market winners.

! See, e.g., “Battle over ‘net neutrality’ arrives in Canada”, CBC (2 November 2006); “NDP calls for net neutrality”,
CBC (21 April 2008) online: CBC <http://www.cbc.ca/>; David Bazan et al, Audio-CD: Rock The Net: Musicians
For Network Neutrality (Thirsty Ears: 2008); Canadian Liberty Association, “2008 Election Campaign Kit” at 7,
online: CLA <http://www .cla.ca/ >; and “Liberals speak out in support of net neutrality”, Liberal Party Newsroom
(19 June 2009) online: Liberal Party of Canada <http://www liberal.ca/>.

% See, e.g., “Net Neutrality Star Tim Wu Joins Federal Trade Commission as Senior Policy Advisor”, Forbes (2
October 2011) online: Forbes <http://www.forbes.com/>.

3 See Tim Wu et al, “Network Neutrality FAQ”, online: Tim Wu <http://timwu.org>.

*See, e.g., David P Reed, Jerome H Saltzer & David D Clark, “Active Networking and End-To-End Arguments”;
Mark A Lemley & Lawrence Lessig, “The End of End-to-End: Preserving the Architecture of the Internet in the
Broadband Era”; and David Clark & Marjory Blumenthal, “Rethinking the Design of the Internet: The End to End
Arguments vs. the Brave New World”, online: The Center for Internet and Society <http://cyberlaw .stanford.edu/>.
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Other issues and concerns related to network neutrality include fundamental legal rights such as
the privacy of online users and freedom of speech. The notion that ISPs should be permitted to
block or degrade access to some content or applications not only undermines economic
competition but also violates core Charter of Rights and Freedoms values of privacy and freedom
of speech. Moreover, the concern over privacy is aggravated by the lack of transparency in the
so-called “traffic shaping.”

The Canadian experience with net neutrality has featured a steady stream of consumer and
business concerns that have ranged from incidents such as Telus blocking access to a union
supporting websites during a labour dispute (and blocking more than 600 other sites in the
process) to Rogers degrading the performance of certain applications such as BitTorrent.’ These
incidents are described in further detail below.

In terms of neutral access to online content, Canadian law raises some interesting questions.
While not directly applicable to a private sector company, the Charter of Rights and Freedoms
guarantees Canadians “freedom of thought, belief, opinion and expression.” The Supreme Court
of Canada ruled in Ford v. Attorney General (Quebec) that freedom of expression extends
beyond the speaker to the listener, who also has an interest in freedom of expression.® ISPs may
not be subject to the Charter, but it is reasonable to expect that all Canadian corporations should
aspire to abide by its principles.

The Telecommunications Act is also relevant to the issue of net neutrality with two provisions
repeatedly raised in regulatory proceedings.” First, section 27(2) forbids unjust discrimination in
the provision of a telecommunication service. This section is primarily applicable to competing
services, though blocked websites may well fit within the definition. Second, Section 36 of the
Act provides that “[e]xcept where the Commission [i.e. CRTC] approves otherwise, a Canadian
carrier shall not control the content or influence the meaning or purpose of telecommunications
carried by it for the public.”® This provision has been carefully parsed to consider the scope of
the terms “control” and “influence the meaning.”

* See Michael Geist’s testimony in House of Commons, Standing Committee on Industry, Science and Technology,
Evidence, No 047 (26 February 2007) at 1635.

® Ford v. Attorney General (Quebec),[1988] 2 SCR 712.

7 Telecommunications Act, SC 1993, ¢ 38.

8 Ironically, Telus whose blockage set a crucial precedent for net neutrality in Canada had in 2001 relied on section
36 to support the notion that there should be limited liability for ISPs since they act as intermediaries with no control
or influence over the content that runs on their systems. In their submission to the government on copyright policy,
they further explained that “an ISP does not initiate the transmission of information; nor does it select the recipients
of the transmission, nor does it select, control, influence or modify the information contained in the transmission.”
[Telus Communications Inc, “Submission to the Departments Industry Canada and Canadian Heritage: Response to
Consultation on Digital Copyright Issues” (14 September 2001), online: Industry Canada
<http://strategis.ic.gc.ca/eic/site/crp-prda.nsf/eng/home>] In fact, because of its benefits for Internet users, network
neutrality has in the past played an important role for ISPs to increase their customers and invest heavily in new
infrastructure, and to fostered greater competition and innovation. In fact, research shows that “the incentive for the
broadband service provider to expand under net neutrality is unambiguously higher than under the no net neutrality
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With a steady stream of net neutrality complaints and until recently uncertainty about the
applicability of existing laws to the issue, Canadian ISPs, content creators, and consumers were
left with limited guidance on the legality of many traffic management practices. This led to a
series of regulatory proceedings that ultimately fostered the development of net neutrality
policies that have been lauded by many as among the best in the world.” This paper traces the
evolution of Canadian net neutrality policy. Part two identifies the early net neutrality warning
signs, that captured the attention of several digital rights groups and started the movement
toward a national regulatory policy. Part three focuses on the growing demands for a net
neutrality policy that unfolded from 2006-09. Part four provides a detailed look at the regulatory
hearing on Internet traffic management policies, which directly addressed net neutrality. Parts
five and six assess the resulting policy and challenges of enforcement that soon followed.

2. 2004-06: The Net Neutrality Warning Signs in Canada

Warning signs about the possibility of net neutrality violations in Canada date back to at least
2004. As part of the CRTC’s public consultation on Internet telephony or voice-over-IP (VOIP)
services in the fall of 2004, the parent company of at least one major ISP gave every indication
that it did not view third party services favourably. Quebecor, which owned Videotron, a leading
Quebec-based cable ISP, told the Commission that Internet-based telephony services such as
Vonage contributed nothing to the development of facilities-based competition.

A year later, Telus, one of the largest telecommunications companies in Canada, actively
blocked access to “Voices for Change”, a website supporting the Telecommunications Workers
Union. The company had been embroiled in a contentious labour dispute with the union, yet its
decision to unilaterally block subscriber access to the site was unprecedented. Telus argued that
the site contained confidential proprietary information and that photographs on the site raised
privacy and security issues for certain of its employees."" Nevertheless, the blockage of the site
was ineffective since it remained available to anyone outside the Telus network. Moreover,
those within the Telus network could access the site by using proxy services.

regime. This goes against the assertion of the broadband service providers that under net neutrality, they have
limited incentive to expand.” [Hsing K Cheng, Subhajyoti Bandyopadhyay & Hong Guo, “The Debate on Net
Neutrality: A Policy Perspective” (2011) 22:1 Information Systems Research 1].

? See, e.g., Mark Goldberg, “Canada Leads World With Net Neutrality Regulatory Framework”, CircleID (21
October 2009) online: CircleID <http://www circleid.com/>.

1 See Canadian Radio-Television and Telecommunications Commission (CRTC), Telecom Public Notice CRTC
2004-2: Regulatory framework for voice communication services using Internet Protocol, vol 3 (Gatineau: CRTC,
2004) at paras 4470-71.

' See “Telus cuts subscriber access to pro-union website”, CBC (24 July 2005) online: CBC <http://www.cbc.ca/>;
and Ian Austen, “A Canadian Telecom’s Labor Dispute Leads to Blocked Web Sites and Questions of Censorship”,
The New York Times (1 August 2005) online: The New York Times < http://www.nytimes.com>.
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Although Telus ultimately obtained a court order barring the site from posting content with the
intent of threatening company employees, the company’s unilateral blocking raised a host of
challenging legal issues. Telus argued that its subscriber contract granted it the right to block
content. While that might have been true for its roughly one million retail subscribers at the
time, the blockage occurred at the Internet backbone level, thereby blocking access for other
ISPs (and their customers) that used Telus as their wholesale provider.

The Telus actions were not alone in raising net neutrality concerns. Rogers Communications,
Canada’s largest cable Internet provider, quietly employed “traffic shaping” technologies,
thereby reducing access to peer-to-peer services such as BitTorrent as well as the downloading of
podcasts from services such as iTunes. This traffic shaping occurred despite the fact that
BitTorrent was legal in Canada and was used by many open source software developers and
independent artists and filmmakers. By reducing the bandwidth available for this application,
Rogers impaired the ability for Canadian artists to distribute their work and hampered the
development of open source software in Canada.'

In response to this traffic shaping, many file sharing applications began to employ encryption to
make it difficult to detect the contents of data packets. This, in turn, led to a technical “cat and
mouse” game, with heightened levels of encryption to circumvent ISPs’ bottlenecks.” On the
other hand, the use of encryption raised the possibility of ISPs mistaking other encrypted
applications (such as emails and remote desktop applications) for encrypted file-sharing content
and, thereby, slowing those applications down as well. Rogers packet shaping also raised several
important consumer concerns. For instance, it was difficult to reconcile how the company could
advertise a service offering specific speeds and a maximum cap on data transfers, yet secretly
hamper the ability for consumers to make full use of the service for which they had paid. "

2 Peer-to-peer traffic shaping has caused other —collateral- damages as well. According to the CEO of Glance
Networks, “some Web conferencing providers have seen their services slow to a crawl in some regions of the world
because of poorly executed traffic management policies.” Furthermore, “[s]ince ISPs often deny they use such
practices, it can be exceedingly difficult to identify the nature of the problem in an attempt to restore normal
service.” [Rich Baker, “How Network Non-Neutrality Affects Real Businesses” (24 March 2008), online: Xconomy
<http://www .xconomy.com/>].

"3 See “Canada” under “Bad ISPs” in Vuze Wiki <http://wiki.vuze.com/>. In the U.S., Comcast engaged in similar
traffic shaping [see Peter Svensson, “Comcast blocks some Internet traffic”, NBC News (19 October 2007) online:
NBC News <http://www.nbcnews.com>] although it eventually struck a deal with BitTorrent [see Dan Frommer,
“BitTorrent, Comcast (CMCSA) Shake Hands, Downloaders Still Screwed”, Business Insider (27 March 2008)
online: Business Insider <http://www businessinsider.com/>].

" Some described Rogers traffic shaping as only “bandwidth resource management” and, hence, not a violation of
net neutrality [See for instance Mark Evans, “Rogers: It’s Bandwidth Management; Not Throttling” (13 April 2007),
online: Mark Evans Tech <http://www.markevanstech.com>]. This labeling seemed to be a distinction without a
difference. The traffic shaping certainly made it difficult to access certain applications and content. The issue was
whether the technical constraints were “reasonable.” Given the impact of traffic shaping on many other encrypted
data, the fact that consumers had paid for a set amount of monthly bandwidth, and the fact that the constraints
rendered some applications all but unusable indicate that the technical constraints were arguably unreasonable
ground to violate net neutrality.
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Not to be left out of the net neutrality debate, Bell Canada, Canada’s largest ISP, opened up on
the traffic shaping issue by advising customers that they might engage in network management
to address excessive bandwidth use. Yet, the disclosure failed to satisfy the critics. For instance,
Bell’s so-called unlimited data plan contract featured fine print that prohibited “multi-media
streaming, voice over Internet protocol or any other application which uses excessive network
capacity.”" Bell also acknowledged that it engaged in traffic shaping peer-to-peer applications
such as BitTorrent."®

Bell’s arguably most controversial practice, however, was throttling Internet traffic for its
wholesale services without disclosing the practice to its wholesale partners.'” To do this, Bell
began installing “deep packet inspection” (or DPI) capabilities into its network. The DPI
capabilities allow ISPs to identify the type of content that runs on their networks and render it
possible for them to manage the traffic based on the content. The throttling practices raised at
least three crucial competition issues.

First was its effect on ISP competition, particularly in Ontario and Quebec. In fact, the CRTC
had tried to address limited ISP competition in Canada by requiring companies such as Bell to
provide access to third-party ISPs that “resell” Bell service with regulated wholesale prices.
Wholesale level throttling lessened the ability for independent ISPs to differentiate their services
and therefore to compete in the marketplace. The second competition concern was the effect on
ISP services such as the secure virtual private networks (or VPNs) used by companies and video
streaming employed by many broadcasters. With DPI and throttling in place, Bell would be
positioned to implement premium pricing for services that business took for granted, thereby
raising costs and cutting independent ISPs out of the picture. The third competition concern
brought a cultural dimension to the issue. The major ISPs claimed that throttling was needed to
ensure better quality of service to all customers, yet it also had a significant effect on the video
marketplace as cable and satellite companies began to sell new video on demand services to
consumers.'®

Finally, a 2008 study conducted by Vuze, an online video site based on BitTorrent protocol,
placed another Canadian provider, Cogeco, in the spotlight. To track ISP network management
techniques, Vuze created a plug-in that allowed users to measure network interruptions.
Interruptions (i.e. reset messages) might occur in the ordinary course of network activity or

'> Michael Geist, “Canadians deserve better ISP transparency”, The Toronto Star (8 October 2007) online: The
Toronto Star <http://www thestar.com/> ; see also “Bell crimps P2P file-sharing during peak hours”, CBC (25
March 2008) online: CBC <http://www.cbc.ca>.

' See Ryan Paul, “BitTorrent blocking goes north: Canadian ISP admits to throttling P2P”, Ars Technica (5
November 2007) online: Ars Technica <http://arstechnica.com/>.

17 Karl Bode, “Bell Canada Throttles Wholesalers, Doesn’t Bother To Tell Them”, DSL Reports (24 March 2008)
online: DSL Reports <http://www.dslreports.com/>.

¥ Tt must be noted that Bell itself acknowledged that traffic shaping may backfire due to “adverse publicity” [see
Bell Canada, “Management's Discussion and Analysis: Risks That Could Affect Our Business and Results”, online:
Bell Canada <http://www .bce.ca/>].
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might be the result of false messages used to hamper peer-to-peer file sharing. Based on an
enormous amount of data, Vuze ranked the major ISPs. The ISP with the highest percentage of
resets was U.S.-based Comcast. Surprisingly, however, Canada’s Cogeco, offering service in
Quebec and Ontario, ranked second. Moreover, none of the major Canadian providers fared
particularly well."

3.  2006-09: The Demand for Net Neutrality Regulation Mounts in Canada

Concerns about website blocking, packet preferencing or discrimination against competitive
Internet telephony services, doubts about the effectiveness of ISP action against spam, and fears
about ISP protection of customer private data in light of law enforcement surveillance
requirements, led to increasing calls for a new national ISP accountability framework in Canada.
With regard to network neutrality, it was argued that in an era where limited broadband
competition and growing convergence would leave providers with economic incentives to favour
their own (or affiliated content) over competing services or offerings®, content neutrality in the
provision of network services was an absolutely essential principle that should be firmly
established under Canadian law backed by regulatory oversight and significant penalties for
compliance failures.

In a response to the call for greater regulatory framework, the 2006 Telecommunications Policy
Review Panel® Report called for a new legislative provision protecting net neutrality standards —
or an “open access provision.” The Panel’s recommendations included the following:

“The Telecommunications Act should be amended to confirm the right of Canadian
consumers to access publicly available Internet applications and content of their choice
by means of all public telecommunications networks providing access to the Internet.
This amendment should

(a) authorize the CRTC to administer and enforce these consumer access rights,

' The study is available online: “First Results from Vuze Network Monitoring Tool” (18 April 2008), online:
TorrentFreak <http://torrentfreak.com/images/vuze-plug-in-results.pdf >. See also “Cogeco ranks poorly in internet
interference report”, CBC (22 April 2008) online: CBC <http://www .cbc.ca/>. Note that some researchers have
called into question the methodology of the study and the relevance of reset data [see Iljitsch van Beijnum, “Vuze
says some ISPs abuse TCP resets; data not that clearcut”, Ars Technica (23 April 2008) online: Ars Technica
<http://arstechnica.com/>].

2 Bell announced in 2009 its plans to focus on its Bell TV Online service that provided online access to movies and
television shows for its subscribers [Christine Persaud, “Bell Silently Closes Online Video Store”, Market News (6
September 2009) online: Market News <http://www.marketnews.ca/>]. The announcement raised the concerns
associated with Bell’s throttling practices at the time, since subscribers would obtain unfettered access to the Bell-
backed TVOnline offering but throttled access to competing content made available over the Internet via BitTorrent.
2! The Telecommunications Policy Review Panel was established on April 11, 2005. Gerri Sinclair, Hank Intven and
André Tremblay were appointed by Industry Canada to conduct a review of the country’s telecommunications
policy and regulatory framework. The Panel was also asked to make recommendations towards an internationally
competitive telecommunications industry in Canada. While the recommendations of the Panel were generally
market-oriented, the Report did identify a series of important consumer-focused concerns including network
neutrality, ubiquitous broadband access, privacy, spam, and consumer protection.
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(b) take into account any reasonable technical constraints and efficiency considerations
related to providing such access, and

(c) be subject to legal constraints on such access, such as those established in criminal,
»22

copyright and broadcasting laws.
The Panel disagreed with companies such as Telus, which had argued that there was no need for
legislation to address net neutrality. The Panel concluded that “open access is of such overriding
importance that its protection justifies giving the regulator the power to review cases involving
blocking access to applications and content and significant, deliberate degradation of service.””

The Report also contained two other related recommendations, namely the retention of privacy
within the Telecommunications Act (including the view that the Privacy Commissioner of
Canada and the CRTC should have complementary roles on privacy)* and the call for a new
national broadband strategy that would target universal broadband access in Canada by 2010.%

Until 2006, the CRTC seemed reluctant to tackle the net neutrality issue. In fact, the Commission
was rapidly moving in the opposite direction by actively deregulating the telecommunication
industry * This left considerable confusion as to the state of law in Canada was when it came to
violations of net neutrality, such as the Telus blockage. One particularly troubling aspect of this
ambiguity was that there were no requirements for ISPs to disclose any packet preferencing or
traffic shaping activities.

In 2006, the Canadian Broadcasting Corporation, Canada’s public broadcaster, made a
submission to the CRTC on the state of consumer entertainment. The submission raised the
network neutrality concerns, though it did not use that specific term. According to CBC:

“The business case analysis for Internet video is complicated by the fact that suppliers of
broadband connections may also have incentives to control the bandwidth available for
Internet video. Canadian cable companies engage in “bandwidth shaping” which
allocates different levels of transmission capacity to different services according to the
operational preferences of the cable company. This type of bandwidth shaping can

2 Telecommunications Policy Review Panel, Final Report 2006, (Ottawa: Industry Canada, 2006) 6-18.

> Ibid.

** Ibid at 6-13.

% See Ibid at 7-17. According to documents obtained under the Access to Information Act, in the Spring of 2006,
Industry Canada quietly conducted an informal consultation on stakeholder responses to the Report that confirmed
industry support for a complete implementation of Report’s recommendations. In a memorandum to the Industry
Minister, officials noted that the “department solicited stakeholders’ views on their top five and bottom five
recommendations” and concluded that “most firms only oppose recommendations if they are implemented
separately, and believe the Panel's report should be implemented as a package.” [Michael Geist, “Videotron
Rekindles Fear of a Two-Tier Internet” (6 November 2006), online: Michael Geist’s Blog

<http://www .michaelgeist.ca/>].

% See, e.g., “Review panel takes step in right direction”, National Post (23 March 2006) online: National Post
<http://www .nationalpost.com/>.
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ensure efficient use of transmission capacity. It can also ensure that Internet video by
third parties does not become a threat to the business of the cable company, whether it be
the delivery of traditional television programming to cable subscribers, VOD or the
distribution of cable company-owned Internet video services. In light of this complex
mix of issues, it remains unclear whether Internet video will become a primary means of
distributing video content on a commercial basis.””

This statement effectively corresponded to network neutrality, indicating that Canada’s national
public broadcaster was opposed to a “wait and see” regulatory approach. Meanwhile, larger ISPs
campaigned against net neutrality legislation. Bell Canada, for instance, maintained that net
neutrality “should be determined by market forces, not regulation.”

Other civil society groups and experts also voiced their support for net neutrality regulation. For
example, the Alternative Telecommunications Policy Forum drafted a guideline stating that
“network operators shall not discriminate against content, applications, or services on broadband
Internet services based on their source or ownership.”* Yet, the public generally remained
somewhat apathetic towards the issue, with the net neutrality debate crowded by “telecom
lobbies.”

While opponents of network neutrality legislation argued that a competitive marketplace would
remove the need for government intervention, the reality is that the market for broadband
services in Canada is at best an oligopoly. Most Canadians have limited choice, with consumers
in urban areas choosing between indistinguishable cable and telephone Internet packages, while
Canadians in rural communities are often left with no broadband options at all. Moreover,
Canadian consumers who do have access to broadband networks invariably face steady price
increases and service limitations.

Meanwhile, the federal government seemed to be sympathetic to the market-oriented arguments
by the ISPs, although publicly maintaining that it was monitoring the issue. Based on a number
of government documents®' obtained under the Access to Information Act, as of early 2007, the
government was clearly aware of major telecom companies’ intent on becoming gatekeepers for
content with the prospect of levying additional content-based fees:

" See “CBC Reporting on Today’s Entertainment Trends”, Slyck News (9 September 2006) online: Slyck News
<http://www.slyck.com/>.

* See “Battle over ‘net neutrality’ arrives in Canada”, CBC (2 November 2006) online: CBC <http://www.cbc.ca/>.
? Andrew Clement et al, Connecting Canadians: Investigations in Community Informatics (Edmonton: AU Press,
2012) at 460.

¥ See Bryan Zandberg, “Canada Sleeps Through War to ‘Save the Internet’”, The Tyee (17 January 2007) online:
The Tyee <http://thetyee.ca/>.

3 See “Does the Minister intend to allow telecommunications companies to determine the content that its customers
can and cannot access by imposing special rates, undermining net neutrality?”” Question Period Card in
Telecommunications Policy Branch, Network Neutrality — Questions and Answers, (Ottawa: Industry Canada,
2006).
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“Canadian telecommunications companies, like Bell and TELUS, are increasingly
determined to play a greater role in how Internet content is delivered. As the carriers of
the content, they believe should be gatekeepers of the content, with the freedom to impose
fees for their role.”

Yet, these documents also indicated that the Canadian government was inclined to accept the
ISPs’ position on the issue:

"Many commentators note that the net neutrality debate is both broader and more
complex than it is typically framed by advocates and opponents. First, the Internet has
never been truly neutral or equitable with respect to data transmission. Throughout its
evolution, new applications and users’ growing requirements have necessitated changes
to many aspects of Internet design and operation, including the introduction of non-
neutral operating procedures, such as preferential content arrangements, filtering and
blocking to control network abuse, as well as ‘traffic shaping’ in order to ensure an
acceptable service level for all subscribers, despite the bandwidth-demanding activities
of some users.””

In other words, by formulating “traffic shaping” in terms of “contractual arrangements” between
private parties or in terms of “technical measures” to ensure a viable industry, the government
had chosen a hands-off approach to network neutrality. The policy was to allow “market forces
to continue to shape the evolution of the Internet infrastructure, investment and innovation to the
greatest extent feasible.” The discussion of net neutrality legislation, therefore, was a
“premature” one according to the government.”

Surprisingly, Canada seemed to be an active player on net neutrality policy on the international
front, however. In 2006-2007, the OECD was working on a report titled “Internet Traffic
Prioritisation.”* Having been an active participant at the OECD, Canadian officials were most
likely engaged in the drafting process. The OECD report acknowledged the concerns associated
with anti-competitive conduct, the prospect of hindering access to information, and the privacy
implications of monitoring the content by ISPs. Moreover, it noted that robust competition can
help mitigate these concerns, though Canada was not cited as a country with the competition to
counterbalance anti-competitive incentives.”

2 0n February 19, 2007, then Industry Minister, Maxime Bernier, gave similar statements in his presentation before
the Standing Committee on Industry, Science, and Technology. See House of Commons, Standing Committee on
Industry, Science and Technology, Evidence, No 045 (19 February 2007) at 1625.

* The government seemed to justify its position by polls showing support for “telecommunication reform.” [House
of Commons Debates, 39th Parl, 1st Sess, No141 (7 February 2007) at 1455].

** OECD, “Working Party on Telecommunication and Information Services Policies — Internet Traffic Prioritisation:
An Overview (DSTI/ICCP/TISP(2006)4/FINAL)” (6 April 2007), online: OECD

<http://www .oecd.org/internet/ieconomy/38405781.pdf>.

* Ibid at 28-29.
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A logical place to start with net neutrality seemed to be more transparent disclosure rules. For
instance, experts such as Wu recommended disclosure of limits on bandwidth usage and any
other important limitations placed on service features.*® The disclosure was, however, only one
step towards more comprehensive regulation. In March 2007, the Standing Committee on
Industry, Science, and Technology tabled a very short (one paragraph) report on telecom
deregulation. The Committee:

“recommends that the Minister of Industry withdraw the order varying Telecom Decision
CRTC 2006-15 and table in Parliament a comprehensive package of policy, statutory and
regulatory reforms to modernize the telecommunications services industry.””’

This was the Committee’s opposition to the Minister’s selective implementation of the 2006
Telecommunication Review Panel Report and a call for a comprehensive regulation. Determined
to deregulate the telecommunication industry, the Conservative government remained
“defiant.”*® It must be noted that many supporters of net neutrality in Canada did support the idea
of deregulation. However, they took issue with the way the minister was pursuing the
modernization of the telecommunications sector within Canada and the harms it might cause to
consumers and to fair competition within VoIP, IPTV and other emerging application industries.

Meanwhile, various supporters of net neutrality made submissions to CRTC prior to its 2007
Diversity of Voices proceeding.”® Corus, which is one of Canada’s most successful media and
entertainment companies, submitted that “Canadian creators and producers need to ensure that
they can continue to have access to the networked bit stream on the basis of equitable rules.” The
company also recommended the creation of an Industry Task Force on net neutrality. The
Canadian Media Guild also offered a strong endorsement of net neutrality in its submission to
CRTC. The CMG urged the CRTC to “guarantee ‘net neutrality’ by establishing a rule
prohibiting Internet service providers from controlling clients’ access to websites for commercial

* Tim Wu, “Wireless Net Neutrality: Cellular Carterfone and Consumer Choice in Mobile Broadband”, New
America Foundation (15 February 2007), online: New America Foundation <http://newamerica.net/>.

* House of Commons, Standing Committee on Industry, Science and Technology, Sixth Report: Deregulation of
telecommunications (March 2007).

* See “Tories overrule CRTC, further deregulate phone market”, Canada.com (4 April 2007) online: Canada.com
<http://o.canada.com/>. See also the Green Party of Canada’s press release denouncing the Minister of Industry’s
accelerated deregulation of telecommunication industry despite recommendations of CRTC and the Parliamentary
Committee [“Green Party alarmed by recklessness of Bernier’s rush to deregulation”, Green Party (5 April 2007)
online: Green Party of Canada <http://www .greenparty .ca/>].

¥ See CRTC, Broadcasting Public Notice CRTC 2008-4: Diversity of voices, (Ottawa: CRTC, 2008), online: CRTC
<http://www crtc.gc.ca/>.
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gain.”* National Union of Public and General Employees, one of Canada’s largest trade unions,
also called on the government to take action ensure network neutrality .*'

A Cabinet shuffle in August 2007 (including the replacements of Minister of Canadian Heritage
and Minister of Industry) renewed the calls for a shift from parochial focus on
telecommunication deregulation towards a more comprehensive plan to enhance Canada’s digital
economy competitiveness.” Meanwhile, Canadian public opinion seemed to shift toward support
for net neutrality principles. A 2007 poll by Leger Marketing found that Canadians were
generally unaware of net neutrality issues, yet strongly supported that ISPs “should be required
to treat all content, sites and platforms equally.” Two-thirds of Canadians also disagreed with the
proposal that ISPs “should be allowed to impose additional fees for access to specific content on
the web.” The same poll showed that 76% of Canadians believed the federal government “should
pass a law to confirm the right of Internet consumers to access publicly available Internet
applications and content of their choice.” Indeed, the survey’s results pointed again to the lack
of transparency within the Canadian marketplace as most consumers could hardly be faulted for
being unaware of net neutrality issue since ISPs did not disclose their traffic shaping practices.
The strong support for the principles behind net neutrality, however, was a clear indication for
the need for legislative action. In early 2008, the National Union of Public and General
Employees renewed its call for net neutrality and urged the government to hold open, public
consultations on the issue.*

On the political front, the Green Party of Canada adopted net neutrality as a part of its 2007
platform. The Vision Green document stated that

“The Green Party of Canada is committed to the original design principle of the internet
- network neutrality: the idea that a maximally useful public information network treats
all content, sites, and platforms equally, thus allowing the network to carry every form of
information and support every kind of application. Green Party MPs will pass legislation
granting the Internet in Canada the status of Common Carrier - prohibiting Internet

0 See Michael Geist, “Corus Calls For Net Neutrality Task Force” (20 July 2007), online: Michael Geist’s Blog
<http://www.michaelgeist.ca/>; and Mark Goldberg, “Net neutrality and the new media proceeding” (7 August
2007) online: Personal Website <http://www.mhgoldberg.com/>.

! See “NUPGE seeks action on Internet access and net neutrality”, National Union (3 August 2007) online:
National Union of Public and General Employees <http://nupge.ca/>.

2 See, e.g., Michael Geist, “A blueprint for reforming the digital economy”, The Toronto Star (20 August 2007)
online: The Toronto Star < http://www .thestar.com/>.

> See the results of the survey in “Canadians rebuff restrictions on their Internet access”, CNW Group (1 October
2007) online: CNW Group <http://www.newswire.ca>.

* See “Consultations and legislation needed to protect net neutrality”, National Union (20 February 2008); and
“NUPGE asks CRTC to investigate Internet ‘traffic shaping’”, National Union (28 March 2008) online: National
Union of Public and General Employees <http://nupge.ca/>.
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Service Providers from discriminating due to content while freeing them from liability for
2945

content transmitted through their systems.
In February 2008, the Standing Committee on Canadian Heritage released its report on the CBC
and public broadcasting, in which several pages were dedicated to net neutrality. The Committee
noted that:

“Network non-neutrality could have significant consequences for CBC/Radio-Canada
since it is not in a position to respond to market changes through convergence on a
sufficiently large scale.. If the Internet evolves into a multi-tiered network, where content
providers pay for different levels of service, the possible degradation of its content and
services, or the requirement to pay additional fees for their online delivery, would put the
Corporation at a significant competitive disadvantage and undermine its ability to meet
its mandated goals.”*

In light of those concerns, the majority of the Committee*” agreed that “non-discriminatory
access by Canadians to CBC/Radio-Canada online content and services is necessary to the
fulfillment of the role of our national public broadcaster in the digital age.” It therefore
recommended that the CRTC address the net neutrality issue as part of its New Media Project
initiative.

In the following months, the NDP called on government to follow the recommendations of the
2006 Telecommunications Policy Review Panel, and to introduce net neutrality legislation.* In
April 2008, the National Union of Public and General Employees (NUPGE) also asked then
Liberal Opposition Leader, Stéphane Dion, to support its “campaign for government action” to
protect the neutrality of the Internet in Canada.” In May 2008, and in response to a rally in
support of net neutrality on Parliament Hill, NDP MP Charlie Angus announced that he planned
to introduce a Private Member’s bill addressing the net neutrality issue.” The bill, which was
introduced the following day, sought to add transparency, neutral network management, and
open devices to the Canadian telecom law framework:

* See Green Party of Canada, Vision Green (15 October 2007) at 154, online: Green Party of Canada

<http://www .greenparty .ca/sites/greenparty .ca/files/VisionGreenOct15.pdf >.

* House of Commons, Standing Committee on Canadian Heritage, CBC/Radio-Canada: Defining Distinctiveness in
the Changing Media Landscape, ch 2 (February 2008).

7 Note that the Conservatives on the Committee issued a minority opinion dissenting from this aspect of the report
on the grounds that it addressed the CRTC, not the CBC.

* «“NDP calls for net neutrality”, CBC (21 April 2008) online: CBC <http://www.cbc.ca/>.

* See “NUPGE asks federal Liberals to join net neutrality campaign”, National Union (28 April 2008) online:
National Union of Public and General Employees <http://nupge.ca/>.. In a reported response, a Liberal MP stated
that government’s deregulator approach did not “afford proper recognition to the rights of Canadian internet users”.
[Michael Geist, “Liberal Response to Net Neutrality” (8 May 2008), online: Michael Geist’s Blog

<http://www .michaelgeist.ca/>].

% See “Internet protesters to descend on Ottawa”, CBC (26 May 2008) online: CBC <http://www .cbc.ca/>; and
“NDP to introduce 'net neutrality' private member’s bill”, CBC (27 May 2008) online: /bid.
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“Network operators shall not engage in network management practices that favour,
degrade or prioritize any content, application or service transmitted over a broadband
network based on their source, ownership or destination.””'

The bill included several notable exceptions to this general principle, including action to provide
computer security, prioritize emergency communications, offer differentiated pricing or bit caps,
enable anti-spam filters, handle breaches in terms of service, and prevent violations of the law.
The bill also focused on open devices and greater transparency. It provided that “network
operators shall not prevent or obstruct a user from attaching any device to their network,
provided the device does not physically damage the network or unreasonably degrade the use of
the network by other subscribers.”* Further, it required that “network operators shall provide and
make available to each user information about the user’s access to the Internet, including the
speed, nature, and limitations of the user's broadband service at any given time.””* As the 2008
federal election approached, various civil society and non-profit organizations such as Canadian
Library Association and SaveourNet.ca joined a broad coalition calling for net neutrality to be
considered as an election issue.*

The regulatory breakthrough in Canada occurred in 2008 when the Canadian Association of
Internet Providers (CAIP) filed a Part VII application with the CRTC asking it to direct Bell
Canada to cease and desist from throttling its wholesale Internet service.” The application
provided some additional insights into Bell’s activities, namely that its throttling practices had
reduced speeds by as much as 90 percent. CAIP argued that the throttling was rendering it
impossible for the independent ISPs to manage their networks and forcing them to pay for
bandwidth they could not use. CAIP also raised privacy concerns with the throttling practices,
maintaining that Bell had acted “unlawfully and contrary to the prohibition on carrier
interference with the content of messages carried over its telecommunications network contrary
to s. 36 of the [Telecommunication] Act and contrary to the Canadian telecommunications policy

S Bill C-552, An Act to amend the Telecommunications Act (Internet Neutrality), 2nd Sess, 39th Parl, 2008, cl
36.1(1).

32 Ibid ¢l 36.1(3).

33 Ibid c1 36.1(4). In June 2008, Liberal MP David McGuinty introduced the Telecommunications Clarity and
Fairness Act as a Private Member’s Bill. The Bill would require the CRTC to study issues such as how to stop
providers from locking devices, how to provide more accurate information on network speeds, and how to
implement greater transparency of network management practices on mobile and broadband networks. It also called
on the CRTC to issue a net neutrality report on “network management practices that favour, degrade or prioritize
any packet transmitted over a broadband network based on source, ownership, or destination.” [see Bill C-555, An
Act to provide clarity and fairness in the provision of telecommunication services in Canada, 2nd Sess, 39th Parl,
2008].

** See, for instance, Canadian Liberty Association, “2008 Election Campaign Kit” at 7, online: CLA

<http://www .cla.ca/news/CLA%?20Election%20Kit%202008.pdf>. For a brief overview of the digital policies of
various political parties in the 2008 election, see Michael Geist, “Which party is ahead on the digital scoreboard?”,
The Toronto Star (14 October 2008) online: The Toronto Star <http://www .thestar.com/>.

% See above for more details of Bell’s throttling practices.
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objectives set out in paragraphs 7(a) and (i) which, inter alia, seek to protect the privacy of

persons.”

The privacy argument focused on Bell’s DPI system:

“In order to throttle the Internet traffic originating from/or destined for end-user
customers of independent ISPs, Bell is using measures to first, open each data packet,
examine the packet data and header information, and then apply certain rules to the
content in question. This aspect of Bell’s wholesale throttling activities give rise to
concerns that Bell’s actions violate the privacy of the communications of its wholesale
customers (as well as that of their own end-user customers).””’

Finally, CAIP also brought the broader net neutrality issue into the picture in clear and strong
words:

“The throttling or choking of wholesale ADSL access services that has been engaged in
by Bell involves the running of complex algorithms on the GAS and HSA traffic of
independent ISPs. In so doing, Bell is reducing the throughput available to the end-user
customers of these ISPs by as much as 90 per cent. At such speeds, mainstream content
available on the Internet, such as audio or video content (e.g., the CBC’s ‘Next Great
Prime Minister’ program), would be slowed beyond recognition or meaning. In fact, Bell
degrades the service to the point of, in some cases, rendering the content inaccessible or
at least, highly undesirable. Bell is, therefore, clearly interfering with and, indeed,
exercising control over this content by isolating it from other content, classifying it as
low priority vis a vis other types of content and quarantining the content until Bell
decides that it can be released to the end-user recipient in a manner determined wholly
by Bell.

Similarly, Bell is influencing the “meaning” and the intended “purpose” of this content
by preventing it from being delivered in the manner and within the time frames intended
by the content sender and the content recipient.”™

* Canadian Association of Internet Providers, “Re: Part VII Application by the Canadian Association of Internet
Providers Requesting Certain Orders Directing Bell Canada to Cease and Desist from “Throttling” its Wholesale
ADSL Access Services” (3 April 2008) at para 116, online: Canadian Advanced Technology Alliance

<http://www .cata.ca/files/PDF/caip/CAIP-PartVII__Traffic-Shaping_Final_v2.pdf>.

7 Ibid at paras 78-79;84.

8 Ibid at paras 92-94. See also See Tom Barrett, ““Throttling’ Net Traffic”, The Tyee (9 April 2008) online: The
Tyee <http://thetyee.ca/>. Later on, Primus Communications and Wireless Nomad filed a submission with the CRTC
in support of CAIP in the Bell throttling issue. [see Primus Telecommunications Inc., “Re: Application requesting
certain orders directing Bell Canada to cease and desist from “throttling” its wholesale ADSL Access Services” (15
April 2008), online: CRTC < http://www .crtc.gc.ca/public/partvii/2008/8622/c51_200805153/891007 .pdf>] It is
noteworthy that, in the context of imposing levies on ISP services, ISPs did resort to their role as “passive”
transmitters of data in order to argue for their exemption from the Broadcasting Act. See Michael Geist, “Canadian
ISP Alliance Forms For New Media Fight” (15 July 2008), online: Michael Geist’s Blog
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The CAIP filing was supported by another submission from Vaxination Informatique, which
asked the CRTC to take action in response to Bell’s DPI practices.”’

Bell’s response to the CAIP submission maintained that its actions were justified and that there
was no need to deal with the issue on an emergency basis.” The response was generally silent
regarding the privacy concerns with deep-packet inspection — except for stating that Bell did not
retain or use the data. Moreover, Bell disclosed some data on its network usage that seemed to
undermine its claim that peer-to-peer usage was causing havoc with its network. Bell claimed
that the “problem” lay with 5 percent of its users that were heavy peer-to-peer users using 33
percent of available bandwidth during peak periods. Although disproportionate, this number
seemed lower compared to other countries where more than half of the available bandwidth had
been used by comparable percentage of heavy users.”’ In fact, in its filed response to the Bell
throttling submission, CAIP maintained that:

“There is also uncontradicted evidence.. that strongly suggests that the reasons behind
Bell’s decision to throttle its competitors’ GAS traffic have little to do with Bell’s
unsubstantiated claims of “network congestion” and more to do with a desire to lessen
competition in retail telecommunications markets. There are far too many
“coincidences” between the timing of the initiation of Bell’s throttling practices and the
timing of a number of other events in order to conclude otherwise.”®

This new submission also included new allegations on the impact of DPI technologies and
throttling on VPNs and VOIP services (in addition to peer-to-peer networks). The submission

<http://www .michaelgeist.ca/>. Another example of this double standard may be found in Rogers’s claim of being a
“dumb pipe” and hence not responsible for the downloaded content while the same company had acknowledged
“traffic management” based on content before [Mark Evans, “Rogers: It’s Bandwidth Management; Not Throttling”
(13 April 2007), online: Mark Evans Tech < http://www.markevanstech.com>; and Joanne Chianello, “Canadian
content available online may be regulated”, Ottawa Citizen (16 February 2009) online: Ottawa Citizen

<http://www ottawacitizen.com >].

* Vaxination Infomatique’s submission is available online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8622/c51_200805153/886374 . PDF>. For an example of Bell’s public
response to these claims, see “Internet throttling defended”, Canada.com (11 April 2008) online: Canada.com
<http://o.canada.com/>. Around the same time, L'Union des Consommateurs and a Quebec consumer launched a
class action lawsuit against Bell Canada over its throttling practices. The suit, which was seeking certification on
behalf of all provincial subscribers, argued that the practices deliberately slowed consumer services and raised
privacy issues [“Demande de recours collectif contre Bell”, CNW Group (29 May 2008) online: CNW Group
<http://www .newswire.ca>].

® Bell Canada’s April 2008 submissions are available online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8622/c51_200805153/890988.zip>.

¢! See Michael Geist, “Does Bell Really Have a P2P Bandwidth Problem?” (17 April 2008), online: Michael Geist’s
Blog <http://www .michaelgeist.ca/>.

62 See Canadian Association of Internet Providers, “Re: Part VIT Application by the Canadian Association of Internet
Providers Requesting Certain Orders Directing Bell Canada to Cease and Desist from “Throttling” its Wholesale
ADSL Access Services” (24 April 2008) at para 9, online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8622/c51_200805153/895702 .pdf>.
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also included a statement from SaskTel, the leading telecom company in Saskatchewan, in which
it confirmed that, unlike Bell, it did not employ “any form of traffic shaping, rate limiting, or
usage caps on a per user or per application...”*

CAIP reiterated why throttling violated the common carrier provisions found in s. 36 of the
Telecommunications Act:

“ Section 36 of the Act states very clearly that a carrier “shall not control the content or
influence the meaning or purpose of telecommunications carried by it for the public.”
Bell’s traffic shaping measures clearly influence the meaning and purpose of the
telecommunications that it carries for the public. Indeed, as noted by CAIP in its
Application, Bell is reducing the throughput or data transfer speeds available to the end-
user customers of competitors by as much as 90 per cent. At speeds such as this,
mainstream content available on the Internet, such as audio or video content (e.g., the
CBC's "Next Great Prime Minister" program), would be slowed beyond recognition or
meaning.

These drastically reduced speeds also make it clear that Bell is exercising control over
this content by isolating the data packets that make up this content, classifying those
packets as low priority vis a vis other types of content and quarantining the packets until
Bell decides that they can be released to end-user recipients at a time and in a manner
determined wholly by Bell.

In a similar fashion, Bell is influencing the “meaning” and the intended “purpose” of
this content by preventing it from being delivered in the manner and within the time
frames intended by the content sender and the content recipient.””

The privacy concerns associated with DPI were raised directly with the Privacy Commissioner of
Canada in May 2008 when the Canadian Internet Policy and Public Interest Clinic (CIPPIC) filed
a privacy complaint under PIPEDA over Bell’s DPI practices.”® CIPPIC identified several
privacy concerns including failure to obtain consent for the collection of personal information
through DPI. CIPPIC also argued that Bell violated the privacy principle of limiting collection,
since the evidence indicated that Bell could “manage its network adequately without inspecting
the content of user communications.”® The complaint also referred to Bell’s violation of the

3 See Ibid at para 62.

% See Ibid at paras 74-79.

% Canadian Internet Policy and Public Interest Clinic, “Re: Bell Canada/Bell Sympatico Use of Deep Packet
Inspection: PIPEDA Complaint” (9 May 2008), online: CIPPIC < https://www cippic.ca/sites/default/files/Bell-DPI-
PIPEDAcomplaint_09May08.pdf>.

% See Ibid at para 38.
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openness principle, given its failure to disclose “in a clear and conspicuous manner to the public
its use of DPI for traffic management purposes.”®’

After some delays®, CRTC ruled in CAIP-Bell case in November 2008. The Commission denied
CAIP’s application, ruling that Bell treated all of its customers (retail and wholesale) in the same
throttled manner. This ruling pointed to the challenge at the heart of this case — that it was not
about discriminatory network practices per se, but rather about wholesale shaping in a specific
context. The Commission sided with Bell on most key issues. It agreed that there was network
congestion due to peer-to-peer usage and that Bell was therefore acting reasonably by
implementing some network management techniques to address the congestion concerns.
Moreover, it rejected fears that Bell’s actions were motivated by a desire to undermine
competition and it concluded that the mere act of reducing Internet speeds did not rise to the
level of controlling content — and hence a violation of the Telecommunications Act.”

The decision was not a total loss for net neutrality supporters, however, as the Commission made
a clear commitment to addressing the issue of net neutrality and network management in a
formal proceeding in July 2009.”° The Commission noted that part of that hearing would seek to
establish the criteria for authorizing specific traffic management measures.” By that time, there
seemed to be an emerging consensus on the easy issues such as no content blocking and better
transparency’” of network management practices. In fact, in the aftermath of the decision, and in
response to Bell’s claim” that the CRTC had “confirmed” Bell’s position on the issue of
throttling, the Vice-Chairman of the CRTC clarified that the CAIP-Bell decision was not an
“endorsement” of Internet throttling.”*

" See Ibid at para 45.

 See “CRTC delays ruling on Bell’s throttling”, CBC (17 October 2008) online: CBC <http://www.cbc.ca/>.

% See CRTC, Telecom Decision CRTC 2008-108: The Canadian Association of Internet Providers' application
regarding Bell Canada's traffic shaping of its wholesale Gateway Access Service, (Ottawa: CRTC, 2008), online:
CRTC <http://www crtc.gc.ca/>. For sample media coverage of the CRTC decision, see “CRTC allows Bell to
continue internet throttling”, CBC (20 November 2008) online: CBC <http://www.cbc.ca/>; Chris Sorensen, “Bell
can squeeze downloads, CRTC rules”, The Toronto Star (20 November 2008) online: The Toronto Star
<http://www thestar.com/>; and Nate Anderson, “Canadian regulators allow P2P throttling”, Ars Technica (20
November 2008) online: Ars Technica <http://arstechnica.com/>.

" See CRTC, Telecom Public Notice CRTC 2008-19 — Notice of consultation and hearing: Review of the Internet
traffic management practices of Internet service providers, (Ottawa: CRTC, 2008), online: CRTC

<http://www .crtc.gc.ca/ >. The CRTC also launched an online consultation on net neutrality in March 2009. Topics
included the impact on user experience, innovation, the role of the CRTC, network management, and ISP
transparency.

! See Ibid at para 9(5).

> The CRTC required Bell to provide its wholesale customers with advanced notice of its traffic management plans.
See CRTC, Telecom Decision CRTC 2008-108, (Ottawa: CRTC, 2008) at para 74, online: CRTC <

http://www .crtc.gc.ca/ >.

7 See “Bell welcomes CRTC decision allowing wholesale Internet network management”, Bell Canada (20
November 2008) online: Bell Canada <http://www .bce.ca/>.

7 See Peter Nowak, “We’re not endorsing internet throttling: CRTC”, CBC (20 November 2008) online: CBC
<http://www .cbc.ca/>.
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The decision to hold a hearing devoted to Internet traffic management practices sparked a flurry
of submissions and commentary. The Privacy Commissioner of Canada took note of the CRTC
decision, stating “the time has come for net neutrality, both as an economic and a social policy
issue, to be examined by the Canadian government...we look forward to being a part of that
discussion.”” The Privacy Commissioner would subsequently become part of discussion by
filing a submission to the CRTC network management hearing on the privacy implications of
network management that uses DPI technologies.” The submission noted concerns with several
uses of DPI, including scanning Internet traffic for certain content such as spam, copyright
infringing materials, and hate content as well as for monitoring traffic loads to measure network
performance. The Commissioner expressed the need to factor privacy into the network
management analyis, stating that:

“We respectfully submit that in order to advance the privacy objectives contained in the
Act, telecommunications policy, decisions and regulation with respect to Internet traffic
management practices in general, and DPI specifically, should consider the potentially

invasive nature of DPI technology, and the manner in which it has been implemented by
ISPs.””

“There is concern that the implementation of DPI for Internet traffic management has
been done in a manner that is less than transparent and potentially inconsistent with an
individual's/consumer's expectations. There has been some evidence in a number of
Jjurisdictions suggesting that such technology has been used for ‘unreasonable network
management practices.”’

A number of important submissions were made to CRTC in response to its Notice of
Consultation and Hearing on net neutrality.”” The Canadian Association of the Deaf emphasized
that “[a] disability lens needs to be applied to any and all traffic management proposals to make
sure unintended consequences on Deaf or other people with disabilities do not impact the
communities negatively.”®

Pelmorex Media, the owner the Weather Network, strongly supported net neutrality in its
submission. More particularly, however, it emphasized wireless net neutrality:

“It is Pelmorex’s submission that the Commission should adopt a more expansive
definition of net neutrality and traffic management that would encompass the commercial

7> See Daphne Guerrero, “CRTC begins dialogue on traffic shaping” (21 November 2008), online: Office of the
Privacy Commissioner of Canada <http://blog.priv.gc.ca/>.

7 Privacy Commissioner of Canada, “Re: Telecom Public Notice CRTC 2008-19” (18 February 2009), online:
CRTC <http://www .crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1027577 PDF>.

" See Ibid at para 21.

"8 See Ibid at para 31.

" Supra note 78.

% Canadian Association of the Deaf, “Re: Public Notice 2008-19” (16 January 2009) at para 8, online: CRTC
<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1008694.DOC>.
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practices of both wire-line and wireless network operators. In our view, the Commission
needs to take steps to ensure that, with respect to both wire-line and wireless network
operators, traffic management practices are applied equitably and treat like-traffic in the
same or comparable manner. Any management practices that treat certain types of
content, particularly content produced or provided by the ISP or network operator, in a
preferential or advantageous manner should not be permitted.”®'

Pelmorex was not alone in focusing on wireless issues®, but its submission was noteworthy for
including a list of alleged wireless net neutrality violations by Canadian carriers. While the
carriers were not named, the allegations included: blocking ads from a mobile site; stripping out
tracking codes embedded in web pages (thereby limiting ability to deliver ads); establishing
“walled gardens” that provided preferential access; forcing users through the carrier’s homepage
when accessing the Internet on feature phones; requiring prior approval of applications for use on
smart phones; charging extra fees for text messages that included ads; and limiting to whom ads
in text messages might be sold.*’

The Canadian Film and Television Production Association (CFTPA) cited the growing use of
peer-to-peer applications as a legitimate business model and the potential threat to such models
from traffic throttling practices:

“while P2P applications are undeniably used for the distribution of unauthorized content
(as are email, newsgroups and the web), they also are increasingly serving as the
foundation for new business models that will enable independent producers to make full
use of broadband as a delivery vehicle for Canadian audio-visual programming.
Consequently, the CFTPA is concerned that discriminatory traffic throttling may inhibit
the development of new applications that would facilitate the ability of independent
producers and other content providers to better monetize their content — whether self-
distributed, distributed by authorized third parties, or even “pirated” content that finds

its way onto the Internet.”*

81 See Pelmorex Media Inc., “Re: Telecom Public Notice CRTC 2008-19,” (23 February 2009) at para 36, online:
CRTC <http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029399 .pdf>.

82 Score Media also noted that its mobile site traffic nearly equaled its fixed Internet site [Score Media Inc., “Re:
Telecom Public Notice CRTC 2008-19,” (23 February 2009) at para 3, online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029790.pdf>].

8 Supra note 89 Appendix.

84 See Canadian Film and Television Production Association, “Re: Telecom Public Notice CRTC 2008-19” (23
February 2009) at para 58, online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030120.PDF>.
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The CFTPA, therefore submitted that the CRTC should require “as a condition of service that
ISPs refrain from employing any traffic management practice that discriminates on the basis of
application or protocol.”® Meanwhile, the Documentary Organization of Canada (DOC) argued:

“The ISP practice of throttling to manage Internet traffic is a particular concern to the
Canadian documentary filmmaking community. DOC supports the notion of Net
Neutrality. By employing traffic shaping techniques that target P2P applications, ISPs

are effectively taking on the role of gatekeepers.”*

The CBC also made a submission in support of net neutrality:

“In CBC/Radio-Canada’s view, an Internet traffic management practice would
contravene section 36 of the Act if it involved either blocking access to a website or
altering a communication over the Internet so as to significantly distort the content of the

communication or frustrate timely access to the content.””

And according to the Canadian Conference of the Arts (CCA):

“One cannot argue simultaneously that Canadians’ access to content is now unlimited, if
the companies from which Canadians obtain access to that content, decide to and
actually impose their own limits on users’ access to, that content, for reasons that involve
profit, as much as or even more than they involve ‘pure’ traffic management to manage

traffic congestion.”®

The Alliance of Canadian Cinema, Television and Radio Artists (ACTRA)* and the Canadian
Media Guild adopted similar positions.” These submissions indicated that the upcoming net
neutrality hearings would extend beyond the business, innovation, and consumer concerns and
would inevitably engage the Canadian culture connection to the issue.

% See Ibid at para 81 [emphasis in original]. In a later submission by the CFTPA that argued Bell’s throttling
practices unduly disadvantaged peer-to-peer content, peer-to-peer applications, and end-users accessing legal peer-
to-peer content [available online: DSL Reports

<http://www .dslreports.com/r0/download/1441998~60cdd 142c¢47391b7bfd55f76129c2a3d/Part%20VI1%20 Applicat
ion%20-%20CFTPA .pdf>].

8 See Documentary Organization of Canada, “Re: Telecom Notice of Public Consultation and Hearing CRTC 2008-
19” (23 February 2009) at 2, online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030141.PDF >.

87 See CBC, “Re: Review of the Internet traffic management practices of Internet service providers, Telecom Public
Notice CRTC 2008-19” (23 November 2009) at para 23, online: CRTC

<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030285 .PDF >.

8 See Canadian Conference of the Arts, “Re: Review of the Internet traffic management practices of Internet
service providers, Telecom Public Notices CRTC 2008-19, -19-1, -19-2” (23 February 2009) at para 8, online:
CRTC <http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030237.DOC>.

8 See Alliance of Canadian Cinema, Television and Radio Artists, “Re: Telecom Public Notice CRTC 2008-19” (23
February 2009), online: CRTC <http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1031363.PDF>.

% See Canadian Media Guild, “RE : Telecom Public Notice CRTC 2008-19” (23 February 2009), online: CRTC
<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1031064.PDF>.
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Another influential submission to the CRTC’s Notice of Consultation on net neutrality came
from the Open Internet Coalition, which included companies such as Google, eBay, Amazon and
PayPal. The Coalition urged the CRTC to take a “nuanced regulatory approach”:

“...the Commission should distinguish between content and application-neutral traffic
management— which may be permissible in some cases — and unlawful application-
specific traffic management, which discourages investment in broadband networks,
diminishes consumer choice, interferes with users’ freedom of expression, and inhibits

innovation.”’"

The B.C. Government, through Network B.C., also made a submission:

“Net neutrality should be accepted as the bedrock upon which the Internet rests. Net
neutrality also depends heavily on investment in robust and scalable network
infrastructure. However, “aggressive traffic shaping” practices contributes little to
network infrastructure investment and only leads to a short-term false sense of security
that existing and legacy networks can be squeezed to meet future capacity requirements.
Further, the use of aggressive traffic shaping practices potentially defers what should be
ongoing network upgrade practices thus potentially leading to the need for massive
network investments in the future.””

“...aggressive traffic shaping as a net management practice, particularly where an ISP is
reliant on a solitary Gateway Service Provider, is antithetical to the policy objectives
outlines in section 7(a)(b)(g)(f) and (h) on the Telecommunications Act.””

In May 2009, two months before the start of the Internet traffic management hearing, the
Canadian Association of Internet Providers (CAIP) filed an application with the CRTC that
called on the Commission to rescind its November 2008 Bell throttling decision.”* The
application alleged multiple errors of fact and law in the decision and pointed specifically to the
CRTC’s lack of a full understanding of the issues raised in the proceeding.

Moreover, CAIP highlighted a concern raised by many in the net neutrality world — that the
CRTC had already decided many of the bigger issues even before the July hearings. CAIP noted:

“In effect, the Commission has pre-judged certain factual and legal issues raised in the
PN 2008-19 proceeding, thereby narrowing the scope of the Commission’s decision in

! See Open Internet Coalition, “RE : Telecom Public Notice CRTC 2008-19” (23 February 2009) at paras 2-3,
online: CRTC <http://www .crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1029708.pdf>.

%2 See Network BC, “RE : Telecom Public Notice CRTC 2009-19” (17 February 2009) at para 4, online: CRTC
<http://www crtc.gc.ca/public/partvii/2008/8646/c12_200815400/1030213 .zip>.

% See Ibid at para 44

% See Canadian Association of Internet Providers, “Application to Review and Vary Telecom Decision CRTC 2008~
108” (21 May 2009), online: Canadian Advanced Technology Alliance
<http://www .cata.ca/filess CAIP/R_V_on_Throttling_%2820May09FINAL%?29-1.pdf>.
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the PN 2008-19 proceeding even before it is made. As long as Decision 2008-108 stands,
the perception that the Commission has pre-judged the outcome of PN 2008-19 on the
key issue of the legality of CAP-based throttling pursuant to subsection 27(2) and section
36 of the Act will persist.””’

The application continued with specific examples of error in fact and law including errors in fact
on peer-to-peer activities and the use of DPI technologies as well as errors in law, particularly in
the way the CRTC had interpreted sections 27(2) and 36 of the Telecommunications Act. The
CAIP application came as a surprise given that most of the attention had moved to the upcoming
net neutrality hearings, placing the CRTC on the defensive just weeks before the hearing were
scheduled to take place.

Meanwhile, Charlie Angus, the NDP digital affairs critic, introduced another net neutrality
private member’s bill’°, which was slightly tougher than his previous bill”’. The Liberal Party
also took a stance as the CRTC was preparing to start the net neutrality hearings. In June 2009,
industry critic and Liberal MP Marc Garneau asked during the Question Period:

“Mr. Speaker, in a free and open democracy in the 21st century, in an innovative and
progressive knowledge economy, no tool is more paramount than the Internet. The
Internet is the backbone of today’s flow of free ideas and sharing. My party, the Liberal
Party, supports the principle of net neutrality and an open and competitive Internet
environment. Do the Conservatives support the principle of net neutrality?”*

Then-Industry Minister Tony Clement responded by pointing to his upcoming digital economy
strategy conference, but did not take a position on the issue. The ensuing Liberal press release
indicated that Liberals viewed traffic management as an anti-competitive behaviour as well as a
privacy concern.” This marked a critically important development for net neutrality in Canada
just weeks before the CRTC hearings on network management. With two major parties —
Liberals and NDP — standing squarely in favour of protecting an open Internet, pressure was
building on the Conservatives to take a position, particularly given the growing emphasis on
developing a national digital strategy for Canada.

The CRTC’s net neutrality hearing followed in July 2009, resulting in the arguably the most
important legal framework on net neutrality in Canada. The hearing and the resulting Internet
Traffic Management Practices (ITMPs) guidelines are discussed in the next section.

4. 2009: The CRTC Establishes Internet Traffic Management Practices (ITMPs)

%% See Ibid at para 12.

% Bill C-398, An Act to amend the Telecommunications Act (Internet neutrality), 2nd Sess, 40th Parl, 2009.

°7 Supra note 52.

% House of Commons Debates, 40th Parl, 2nd Sess, Vol 144 No 078 (18 June 2009) at 1445.

% “Liberals speak out in support of net neutrality”, Liberal Party Newsroom (19 June 2009) online: Liberal Party of
Canada <http://www liberal.ca/>.
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The CRTC'’s traffic management hearing pitted Canada’s telecom and cable companies against a
broad range of consumer, creator, and technology groups. The thrust of telecom and cable
companies’ arguments was that managing their networks, which might include using DPI
technologies to identify subscriber activity and limiting available bandwidth for certain
applications — i.e. throttling —, was essential to ensure optimal access for all subscribers.'"
Consumer associations, independent ISPs, broadcasters, creator groups, and technology
companies, on the other hand, emphasized privacy, competition and consumer rights concerns.
During the new media hearing, Rogers Communications had claimed “there is no walled garden,
there is no preferred content, it’s just a pipe... We are moving to a big, wide-open pipe.”'"" At
the heart of the traffic management hearing was the quest to assess the validity of this claim.

a. The Technical Issues

From the beginning of the hearing, and based on their questions, it seemed that the CRTC
Commissioners had accepted the carriers’ claims that congestion was a problem and that
inhibiting the use of DPI technologies could result in increased consumer costs for Internet
access. In fact, the hearing began with presentations by a number of DPI service providers such
as Sandvine Incorporated arguing the need for “prioritizing” technologies in times of congestion
— which is not always predictable'”’— and that “an unmanaged network is not a neutral
network.”'”” The company argued that prioritization could serve a number of legitimate purposes
such as “to scrub malicious traffic from a network; to guarantee quality of service for an
emergency transmission; to inform a subscriber that he or she may incur extra charges; [and] to
boost bandwidth for a file download as part of an on-demand service...”."” Moreover, DPI
service providers claimed that “[g]iven the variety of network architectures between and within

1% Interestingly, the same telecom and cable companies that now argued that managing their networks was essential,
had offered a somewhat different take when confronted with the prospect of doing so in the name of supporting
Canadian content in the CRTC’s new media hearings a couple of months before. For example, Shaw now
maintained that traffic management was necessary to ensure fast, reliable and affordable access. Yet when Shaw’s
CEO had been asked about the prospect of identifying traffic during the new media hearings, he had told the
Commission, “We can only tell you how many bits are coming in or out. We don’t know what kind of bit it is. It
could be anything from an e-mail to a porno ... We don’t know that. We spend no time trying to figure out what bits
are going to your house. We just don’t know.” [see CRTC, Canadian broadcasting in new media hearings, vol 9
(Gatineau: CRTC, 2009) at para 10263, online: CRTC <http://www crtc.gc.ca/ >]. It is also noteworthy that even in
the new media hearings, an expert witness for MTS Allstream acknowledged that “deep packet sniffing... does
happen on some basis. It happens, for instance, under the purview of intelligence agencies quietly...[of which] the
consumers haven’t been directly told” [see Ibid vol 10 at para 11249]

11 See Ibid vol 9 at paras 9822-23.

192 The issue of whether congestions are predictable or not is relevant to whether ISPs can design their networks so
that they could respond to peak periods without resorting to less controversial traffic management practices. See, for
instance, the conversation in CRTC, Transcript of Proceeding: Review of the Internet traffic management practices
of Internet service providers, vol 1 (Gatineau: CRTC, 2009) at paras 247-56, online: CRTC

<http://www crtc.gc.ca/>.

13 See Ibid at para 50. Sandvine subsequently clarified this claim by arguing that when the Internet was first created,
users were on equal footing. Over time, however, users have become self-interested and some use more bandwidth
compared to others. Consequently, an unmanaged Internet would lead to some users being able to serve their
interests at the cost of others [see /bid at paras 321-23.].

14 See Ibid at para 51.
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access types, the dynamic nature of networks, Internet applications and congestion management
solutions...any new rules around acceptable traffic management practices, particularly any that
are prescriptive, would quickly become outdated and could damage the ongoing health of the
Internet.”'”> Sandvine cautioned against a policy targeting disproportionate users of bandwidth
and, instead, advocated a policy that would prioritize time-sensitive and non-bandwidth-intensive
applications.'” It also argued that prioritizing technologies did not necessarily raise privacy
concerns, which would depend on how the technology was used.'”’

b. Groups Supporting Net Neutrality

Various Canadian consumer groups focused on who should bear the burden of demonstrating
that DPI and other Internet traffic controls were consistent with the law. They proposed that all
DPI and other Internet traffic controls were prima facie violations of Section 36 of the
Telecommunications Act and that the onus therefore should fall on the carriers to show that (1)
there existed a serious problem and a pressing need to be addressed; (2) the solution minimally
impaired users’ rights; and (3) the solution was proportional to the harm. Further, if the
application for “legitimate” violations of s. 36 was granted based on this three-step test, the
consumer should be fully informed of the impact on their content rights. Such disclosure should
be made prominently on the ISP’s website. Bell, for instance, had refused to indicate how its
throttling policies were carried out. Moreover, the groups argued that the guidelines should treat
all competitors, users, applications and traffic equally; should increase consumer protection;
should facilitate emergency services; and should protect the privacy and security of users.

The consumer groups maintained that DPI technologies should only be used to protect users
from unsolicited and malicious content. They stressed that it was “totally unacceptable” when
DPI technologies were used for a provider’s financial gain. They added that the existing policies
were “highly invasive” and that DPI technologies looked deeply into packets revealing what
websites had been visited and for how long. For this violation of the privacy of their customers,
ISPs did not obtain customers’ permission nor did they disclose that they were collecting such
information.'® It is also noteworthy that the consumer groups argued that privacy violations
occurred even when the DPI technologies were only used for network management purposes.
The CRTC’s Chairperson, however, responded that he was not prepared to accept that using DPI
technologies was a violation of privacy per se.'”

195 See Ibid at para 54. The company further argued that each traffic management practice should be judged
individually at any given time implying that regulation would be unnecessary. [Ibid at para 87]

1 See Ibid at paras 62-65.

197 See Ibid at paras 75-77.

198 See Ibid at paras 730-811. Note that the consumer groups believed that s 36 —i.e. the right for content to pass
without being observed or changed— was a “fundamental right” that deserved a high standard of protection [/bid at
paras 928-30].

199 See Ibid at paras 823-24.
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The Open Internet Coalition (OCI), which described its primary purpose as working to keep the
Internet fast, open, and available to everyone, made four main arguments. The first focused on
innovation with OCI arguing that an open Internet would drive innovation, and that robust access
to an open Internet is important to public policy. The second argument was closely related to the
first as the OCI argued that application-specific traffic management practices would make the
Internet less attractive to users. They pointed out that slower applications would change user
behaviour and undermine the Internet’s competitive market in applications. Third, the OCI
argued that certain traffic managements would be acceptable. As the Internet had moved towards
greater online use of multimedia format over time, congestion had become a greater problem.
However, the OCI also emphasized that increased capacity had been the primary means of
dealing with this issue in the past. Finally, the OCI argued that acceptable traffic management
would pass the light-touch “test” derived from the interpretation of ss. 27(2) and 36 of the
Telecommunications Act. They distinguished between useful traffic management and traffic
management that would discriminate, claiming that evidence showed that carriers could manage
their networks, reduce congestion, and keep the Internet open at the same time.

Maintaining that they believed discrimination between applications constituted discrimination
under s. 27 of the Act, the OCI went on to explain their three-part “test” derived from ss. 27 and
36 of the Telecommunications Act — namely whether the traffic management practice at issue (1)
furthers a pressing and substantial objective; (2) is narrowly tailored to the objective; and (3) is
the least restrictive means of achieving the objective. In regards to the first step of the test, the
OCI argued that while a debilitating network could be a substantial and pressing objective, the
available evidence did not established the existence of debilitating network congestion. They
also expressed doubt that peer-to-peer applications such as BitTorrent would “exploit” the
Internet. In regards to the second step of the test, they argued that throttling was almost never
narrowly tailored to the objective. Further, they argued that throttling had negative effects on
innovation and that there were better means of lessening congestion. In regards to the third step
of the test, the OCI argued in favour of techniques that were more effective at reducing
congestion and that did not discriminate between applications such as increased network
capacity.'”

Various creator and producer groups also expressed support for net neutrality, highlighting the
economic potential of BitTorrent-based distribution. For example, the Independent Film and
Television Alliance (IFTA) and the Canadian Film & Television Production Association
(CFTPA) indicated in their presentations that independent producers were important content
creators in Canada and the U.S.; that the Internet was a necessary tool (and sometimes the only
tool) for financing, producing and distributing independently produced works; that industry
consolidation —i.e. the vertical integration of ISPs with production companies — threatened
independently produced works due to preferential treatment (and higher speeds) for allied

!9 For the OCI presentation, see Ibid vol 2 at paras 991-1055.

316



=
BE

productions; that network congestion must be more clearly defined; that increasing capacity
would be the best way to ensure broadband service would meet the demand; that traffic
management practices must be disclosed and transparent to the customer; and that the CRTC
should reconsider whether ISPs should be immune from s. 27(2) of the Act. References were
made to other methods of dealing with congestion without resorting to throttling —e.g. increasing

last-mile capacity or deploying content delivery networks.'"'

The Council of Canadians with Disabilities and ARCH Disability Law Centre (ARCH) urged the
CRTC to establish clear guidelines and interpretive framework for s. 36 and s. 27. They argued
that traffic management practices must not be directly or indirectly discriminatory and should not
force people with disabilities to forego their privacy. ARCH also presented its own three-step
approach to s. 36 disputes —i.e. (1) consideration of whether the traffic management practice at
issue is caught under s. 36; (2) determination of whether the practice is contrary to law and
amounts to unjust discrimination; and (3) determination of whether the practice can be saved
based on neutral/positive intervention criteria (e.g. by using the minimum impairment test as
suggested by the OIC). Finally, given the myriad of helpful programs on the Internet, the groups
insisted that a white-list approach to obtaining special exemptions from traffic control (e.g. in the
case of necessary services for disabled people) was impractical. Hence, disclosure of traffic
management practices would be critical for people with disabilities.'"

The Canadian Internet Policy and Public Interest Clinic (CIPPIC) on behalf of Campaign for
Democratic Media (CDM) recommended the establishment of normative guidelines and
boundaries for ISP behavior, particularly for determining whether throttling practices violated
ss.27(2) and 36. CDM viewed the problem as the encroaching on the physical and theoretical
space of the “public Internet” in service of private concerns. In regard to congestion, CDM
argued that both the user and supply side of the equation should be taken into account: the ISPs
were not provisioning to the best of their ability, nor was peer-to-peer a reason for the
congestion. CIPPIC, therefore, argued that “[f]unctional marketplaces meet demand with supply,
not by squashing demand.” Moreover, CIPPIC and CDM strongly supported the values of open
Internet to reject the legitimacy of throttling practices by ISPs. It was argued that the main way
to allow ISPs to compete would be to increase bandwidth offerings, so they would not monetize
on artificially created scarcity. It was also reminded that no one — including the ISPs — had a
legitimate proprietary claim to the Internet. CDM also question a number of assumptions and
definitions held by CRTC such as the definition distinction between the “public Internet” and
“private services” and the assumption that unrestricted traffic increases would lead to congestion
and then to the deterioration in services. Instead, CDM maintained that congestion would occur
if increased Internet traffic were not met with adequate provisioning. CDM also questioned the
CRTC’s assumption that certain Internet traffic management practices might be appropriate. Any
such practice, CDM argued, was an act of “traffic interference.” According to CDM, peer-to-

""" See Ibid vol 3 at paras 2040-2117.
!12 See Ibid at paras 2282-2348.
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peer specific traffic management was discriminatory against a class of applications and users and
113

a prima facie violation of s. 36 by controlling content and message.
Many telecom companies and independent ISPs also expressed support for CRTC action. MTS
Allstream, a leading Manitoba-based telecom provider, argued that market competition should be
promoted since that would obviate the need for regulation or traffic controlling. It maintained
that Internet traffic management practices should only be applied in a retail context and should
never be imposed on a wholesaler from the dominant carrier (for, according to MTS Allstream,
once sold to a wholesaler, the traffic would be out of the dominant carrier’s network and would
not create congestion in that network). Moreover, MTS Allstream maintained that the CRTC
should implement a pragmatic case-by-case approach to assessing and justifying each Internet
traffic management practice. One criterion for assessing the reasonableness of a traffic
management practice might be whether such arrangements were applied to all content providers.
ISPs manage their network by network planning and engineering, by compliance with laws of
general application, by applying measures agnostic in their treatment of content, and by content
application protocols (CAP) —e.g. blocking, expediting, throttling, DPI technologies. MTS
Allstream maintained that using CAP measures would be necessary in some cases (e.g.
unanticipated traffic surges on the network); and that DPI technologies were just one tool among
many for a larger network management strategy.'"*

The Union des Consommateurs, a Quebec-based consumer group, suggested that there was
insufficient evidence of actual congestion. It urged the CRTC to consider many issues including
concentration of ownership, quality of service affordability, and competition. The Union
maintained that for an acceptable throttling of a specific application, there should be clear
evidence that there was congestion in the network; that time-sensitive applications were
experiencing unsatisfactory quality of service; and that the throttled application was a significant
cause of the congestion. According to the Union, it was not clear from the presented data that
peer-to-peer applications were the primary cause of the congestion; and the “modest growth
rates” in peer-to-peer traffic could be accommodated by reasonable increases in network
capacity.

If it was determined that network management was necessary, the Union argued that there were
several options other than “application-specific throttling” (e.g. controlling the rates of individual
users during peak periods). The Union believed that the use of DPI technologies and their
processing of the payload and the “application layer header” would raise privacy concerns,
threaten robustness by violating layer design principles, and promote the practice of data
encryption. Instead, the Union proposed the use of Shallow Packet Inspection (SPI) technologies,
since they did not involve any examination of packet payloads which alleviated the privacy
concerns. In SPI technologies, statistical features were collected for each flow and, based on

'3 See Ibid vol 4 at paras 3306-3424.
!4 See Ibid vol 3 at paras 2586-2679.
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these features, the flows could be categorized into application classes. According to the Union,
experimental studies had shown that this classification approach can be very accurate. UdC
stated that the classes are sufficiently specific for network management.'”

The CAIP maintained that congestion was a symptom of the lack of competition in Canadian ISP
landscape. It urged CRTC to prevent dominant carriers from traffic management on their
wholesale traffic, except for network security (e.g. to prevent network attacks). In order to drive
competition, the use of traffic management for retail should be end-user determined, that is,
consent must be required. On behalf of “independent ISPs”, CAIP argued that internet traffic
management practices done in an aggregate fashion and without customer’s consent would
contradict s. 36 and s. 27(2) by interfering with the “purpose or meaning of
telecommunications.” CAIP also reiterated the argument that building network capacity and
unbundling networks would be a less intrusive solution for network management.'"®

During the follow-up questions, CAIP emphasized the necessity of disclosure but maintained
that Internet traffic management practices did not use personal data although it might occur in
the future for commercial reasons. As a result, CAIP argued that there was no need to go beyond
the existing privacy framework (i.e. PIPEDA and CRTC’s decisions on confidentiality).
Moreover, CAIP emphasized that congestion should never drive policies relating to Internet
traffic management practices. Instead, the inquiry should be about consumer choice and
competition. CAIP also referred to some of MTS Allstream’s evidence that showed in the UK.,
many wholesale services had been unbundled to solve the problems caused by the vertical
integration of British Telecom. This unbundling policy led to more competition and, in turn,
alleviated the net neutrality problem. CAIP also stressed that wholesale customers were not
causing congestion since their markets were far too small. The fact that Bell had first applied its
traffic management practices to its retail markets, and only later to its wholesale markets
indicated that the two can be segregated and that the wholesale customers were not an immediate
concern for Bell. CAIP further clarified that at the retail level, any form of Internet traffic
management practice should be allowed if consented by the end users.'"’

C. Against Net Neutrality

Consumer, creator groups, and some independent and regional telecommunications companies
may have lined up in favour of net neutrality, but the incumbent telecom and cable operators
opposed new regulatory measures. Telus maintained that it had the right to manage the traffic if
congestion became a more serious problem. The company also viewed network capacity building
as one of the solutions to capacity challenges. Other solutions included traffic management and
consumption-based pricing. Telus further argued that ex ante “one size fits all” regulation could
increase the risk for telecommunications companies. Instead, Telus suggested the CRTC could

"> See Ibid vol 6 at paras 4718-70.
1% See Ibid vol 4 at paras 2956-3031.
"7 See Ibid at paras 3050-3275.
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outline broad principles. Then if there was a problem of undue preference, Telus maintained, it
should be brought forward and be dealt with —i.e. an ex post approach. Finally, Telus argued that
in addition to undue preferences, the CRTC should be concerned about the necessity of allowing
fair forms of discrimination.'®

During the follow-up questioning period, Telus argued that while the Internet services are
equivalent to public utility, because of the competition among the ISPs, they are not themselves a
public utility. Telus also claimed that the vast majority of Internet users were not concerned with
traffic management decisions by the ISPs; though it also admitted that if traffic management
practices were to infringe users’ privacy rights, then they would care about it. Yet Telus
maintained it was dealing with congestion management which, from the customer’s perspective,
meant better service; and that the already existing federal privacy legislation was sufficient to
address potential concerns.'"”

In its presentation, Rogers Communications Inc. noted that Canada had the highest penetration of
cable modem service in the world and the highest penetration of broadband among the G8
countries. All of this had been accomplished, according to Rogers, with a minimum of
government regulation. Rogers argued that market forces, not government intervention, were
responsible for this achievement. Confirming their commitment to an open Internet and denying
any anti-competition or anti-privacy measure on their part, Rogers urged the Commission not to
establish Internet traffic management guidelines. Instead, Rogers believed that it was better to
adopt the FCC’s approach of looking at individual Internet traffic management practices on a
case-by-case basis. In that way, the Commission would ensure that Canadian ISPs had the
flexibility needed for proper management of their networks. Rogers pointed out that their traffic
management practices did more than simply shape traffic. It also protected customers and the
network from spam, prevented denial of service attacks and virus attacks, and blocked access to
child porn sites.

Rogers acknowledged that it did rate shape upstream peer-to-peer traffic to make the network
fair for other users. It emphasized that its practices did not simply favour its own services and
that without traffic management practices, competitive VOIP providers would also be hurt by
congestion. In regards to expansion of network capacity as a solution to congestion, Rogers
believed that it would require a huge amount of additional upstream capacity to solve the
congestion problem leading to increased cost for all consumers. For wholesale customers, Rogers
believed that there should be sufficient disclosure to allow them to understand the nature of the
services they were acquiring and to respond to their own customers’ inquiries appropriately. In
regards to privacy, Rogers argued that privacy issues raised by consumer groups were largely
theoretical and not based on actual practice. Rogers noted that they did not at the time rate shape

'8 See Ibid vol 5 at paras 4065-4114.
19 See Ibid at paras 4140-4366.
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their mobile wireless data traffic, but believed that with the growth of use of wireless services,
some form of traffic management would be necessary in the future.

In regard to s. 36 of the Telecommunications Act, Rogers maintained that its traffic management
practices did not control the content of peer-to-peer file sharing traffic; nor did it change the
meaning or purpose of the file in question."” Furthermore, in regards to s 27(2), Rogers
maintained that the section was to protect application providers and not the application
themselves.

Videotron, the largest service provider in Quebec, also argued that the CRTC should not impose
regulation. Although at the time, it only used “economic measures” to deal with potential
problems, it refused to rule out the use of technical measures (i.e. traffic management) in the
future. Videotron also argued that regulation should only be implemented if a “real problem”
was identified. Videotron, however, believed that dominant networks should apply Internet
traffic management practices only to their own end-users and not to their reseller customers.
Moreover, network management was necessary because of the high costs of capacity expansion
and the fact that it was only the underlying network operator, and not the reseller, who should
pay for the these high costs."”'

Shaw Communications Inc. noted that even with significant investments, it still experienced
network congestion challenges, particularly from peer-to-peer traffic. Therefore, Shaw argued it
needed to combine investment with appropriate and necessary network management strategies.
It noted that the Telecommunications Act already prohibited ISPs from granting an undue
preference or from interfering with the meaning of a communication, and maintained that the
existing regulatory framework was working effectively to protect consumers.

Shaw stated that it used DPI technologies to shape upstream peer-to-peer traffic because this was
“the most effective and efficient measure” to address the bandwidth consumption of peer-to-peer
applications. Shaw noted that while its traffic management devices operated on a 24/7 basis, the
devices automatically shaped traffic only during periods of congestion. Shaw maintained that it
was acceptable for individual ISPs to select their own network management strategy that might
include a combination of approaches such as DPI technologies, bandwidth limits, excess
bandwidth usage charges, time of day pricing, caching, increased capacity or any other practices
that did not breach s. 27(2) or s. 36 of the Telecommunications Act. As for the DPI technologies,
Shaw believed that they did not influence the meaning or purpose of the communication.

In its opening remarks, Bell Canada argued that the heart of the hearing was a dispute about
innovation. It noted that the practices it had implemented were (i) narrowly focused and limited
to non-time sensitive traffic, (ii) confined to a defined period of time; and (iii) did not block
access to content. In regards to privacy, Bell confirmed that its DPI technologies did not inspect

120 See Ibid vol 6 at paras 4892-4939.
12 See Ibid at paras 5332-81.
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the user content of communications, and guaranteed that those technologies were being used by
Bell only for purposes of traffic management. Bell stated that contrary to what had been
presented to the CRTC by others, retail users and wholesale GAS users shared the same network.
As a result, wholesale traffic impacted retail traffic and vice-versa. Bell also claimed that
wholesale customers of Bell had downplayed their impact on Bell’s retail network by pointing to
their overall market share.

Bell proposed three guidelines for the CRTC’s consideration: (1) limiting negative impacts — that
ISPs should make “reasonable” efforts to limit the negative impacts of their Internet traffic
management practices on users, services, protocols or applications; and “reasonable” implied the
recognition that different networks faced different problems and therefore ISPs needed
flexibility; (2) transparency — that ISPs should disclose to affected retail and wholesale
customers “the general nature of implemented ... [Internet traffic management practices] in a
manner that does not compromise the security of networks and commercially sensitive
information”; and (3) privacy — that ISPs should implement Internet traffic management
practices in a manner consistent with applicable privacy laws. In regards to s. 36 of the
Telecommunications Act, Bell believed it would rarely be applicable to traffic management
issues.'”

Bell maintained that existing privacy legislation (e.g. PIPEDA) would permit the use of
aggregated data for marketing with customer consent.'” Bell also maintained that a “least
intrusive test” would imply that there was one correct “least intrusive” method while there was
no consensus as what constituted “least intrusive.” It would be better, Bell argued, to avoid such
correctness standard and instead, use a reasonableness standard. This was why Bell supported an
ex post, not ex ante, framework. According to Bell, the problem with protocol-agnostic
approaches was that these approaches would slow down all of a user’s traffic including time-
sensitive traffic. While some would argue this non-discriminatory system would be a positive
thing, Bell believed that it would be unreasonable — and in fact more intrusive.'*

In its presentation, Cogeco Cable Inc. stated that it employed traffic shaping measures as part of
its network management, targeting peer-to-peer traffic applications that consumed a
disproportionate amount of bandwidth. Cogeco cited ensuring a “fair and sustainable” Internet
service as the reason behind traffic management practices. Cogeco then summarized the key
features of its traffic-shaping technology including no interference with the content; no blocking
or disruption of the telecommunication (but slowing down the transmission of peer-to-peer
traffic by inspecting the header and the payload of each packet to the minimum extent required in
order to identify the specific signature of peer-to-peer protocols); and no inspection of any
personal identifier. Cogeco also maintained that no regulatory measure for Internet traffic

122 See Ibid vol 7 at paras 5972-6032.
123 See Ibid at paras 6319-33.
12 See Ibid at paras 6348-74.

322



=
BE

management practices was required, nor were any additional rules need to protect personal
privacy.'”

Primus Telecommunications Canada Inc. asserted that all ISPs should be able to manage their
networks and to employ Internet traffic management practices as they saw fit; that all such
practices were generally acceptable and with consent, there was nothing a priori wrong about
them; and that DPI technologies were only for network management and planning during
congested moments. Primus believed that all ISPs should disclose their Internet traffic
management practices on both retail and wholesale services, but should not disclose security-
related practices.'™

Barrett Xplore Inc., a satellite Internet provider, discussed traffic management from the
perspective of a small ISP that focuses on rural communities. Barrett believed that each ISP
should be permitted to adopt traffic management tools that were consistent with its particular
circumstances, network configurations and business models. It particularly emphasized the need
to employ appropriate tools to manage traffic at peak usage times to ensure best possible quality
of service for all customers.

In regards to application-specific traffic management, Barrett maintained that to discriminate
against bandwidth hogging applications was not unjust or unreasonable under s. 27(2) of the
Telecommunications Act. The employed traffic management technologies were not directed at
individual users or individual applications. Instead, they were directed at excessive use of
bandwidth at peak periods and were applied without discrimination to all; and as long as
customers were made aware of service limitations when they subscribed, these traffic
management tools were both reasonable and necessary. Without these traffic management tools,
Barrett argued, affordable services would not be viable for the rest of the customers and there
would be no business rationale for the extension of services to rural and remote areas of Canada
via satellite wireless networks.

d. The Decision

Having heard from all sides, the CRTC released its net neutrality decision in October 2009."”
Although the CRTC’s ITMPs decision did not go as far as some advocates might have hoped'*,

125 See Ibid vol 5 at paras 4401-71.

126 See Ibid vol 4 at paras 3779-3855.

12T CRTC, Telecom Regulatory Policy CRTC 2009-657: Review of the Internet traffic management practices of
Internet service providers, (Ottawa: CRTC, 2009), online: CRTC <http://www.crtc.gc.ca/>.

'28 For instance, the CRTC allowed usage billing and bandwidth caps. The increasing use of these methods,
however, has begun to attract increasing critical attention in both the media and at the political level; for these
methods further undermine choice, accessibility and pricing for the Internet in Canada. In early 2011, the CRTC
released its decision on usage based billing [CRTC, Telecom Decision CRTC 2011-44: Usage-based billing for
Gateway Access Services and third-party Internet access services, (Ottawa: CRTC, 2011), online: CRTC
<http://www .crtc.gc.ca/>]. The content of the decision, however, indicated that the CRTC itself was not certain on
how to deal with the issue [see an extensive analysis of the decision and the underlying issues in Michael Geist,
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it was a move forward on several important fronts. The decision signified that traffic
management was no longer a free-for-all tool at the disposal of ISPs. That said, the decision
nevertheless guaranteed that traffic management practices such as throttling would continue. The
key elements of the decision on retail services were as follows:

(1) A new framework for considering traffic management is introduced. Consumers can
complain about traffic management practices or the Commission can bring an action on
their own. Where there is a credible complaint, the ISP will be required to:

describe the ITMP being employed, as well as the need for it and its purpose and
effect, and identify whether or not the ITMP results in discrimination or
preference.

If there is any degree of discrimination or preference:

* demonstrate that the ITMP is designed to address the need and achieve the
purpose and effect in question, and nothing else;

* establish that the ITMP results in discrimination or preference as little as
reasonably possible;

* demonstrate that any harm to a secondary ISP, end-user, or any other person is
as little as reasonably possible; and

* explain why, in the case of a technical ITMP, network investment or economic
approaches alone would not reasonably address the need and effectively achieve
the same purpose as the ITMP.

(2) There are two key additional considerations. First, traffic management that degrades
or prefers one application over another may warrant investigation under section 27(2) of
the Act. Second, economic traffic management practices (i.e. bit caps) are generally
viewed as acceptable.

(3) The Commission engaged the throttling issue. It ruled that for time-sensitive Internet
traffic (i.e. real-time audio or video), where the throttling creates noticeable degradation,
this “amounts to controlling the content and influencing the meaning and purpose of the
telecommunications in question.” The Commission will require prior approval for such
activities. Even for non-sensitive traffic, the CRTC ruled that it is possible to slow down
the traffic to an extent that it amounts to blocking or controlling the content, in which
case prior approval will be required.

“Unpacking The Policy Issues Behind Bandwidth Caps & Usage Based Billing” (1 February 2011); see also
Michael Geist, “What to do About Retail Usage Based Billing: A Modest Proposal” (7 April 2011); Michael Geist,
“Why Net Neutrality and Usage Based Billing Are Two Sides of the Same Coin” (11 July 2011); and Michael Geist,
“Competition, Not Congestion Driving Internet Data Cap Debate” (18 July 2011), online: Michael Geist’s Blog
<http://www.michaelgeist.ca/>].
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(4) The Commission mandated new disclosure requirements. It required ISPs to disclose
their traffic management practices to customers, including: why there are being
introduced; who is affected; when it will occur; what Internet traffic is subject to the
traffic management; and how it will affect an Internet user’s experience (including
specific impact on speed).

(5) The Commission also established new privacy requirements on the use of information
obtained from deep-packet inspection. It mandated ISPs “not to use for other purposes
personal information collected for the purposes of traffic management and not to disclose
such information.”"”

In addition to the retail side of the issue, the decision also addressed wholesale services. Where
incumbents treat independent ISPs in the same manner as their retail customers, the same
complaints-based approach applies. Where the approach is more restrictive, prior approval is
required.'”

As mentioned in the summary above, the decision introduced a test that was similar to what
consumer groups had recommended during the hearings; it acknowledged the problems with
application-specific measures; it also introduced new disclosure requirements, new privacy
safeguards, and an agreement that throttling can violate the law in certain circumstances.

5. 2009-12: Enforcement of ITMPs and other Net Neutrality Laws

Prior to ITMPs hearings, the CRTC was not particularly assertive in enforcing net neutrality
principle in Canada. As for ss. 27(2) and 36 of Telecommunications Act, for instance, the CRTC
had sought to limit the applicability of these provisions.”' As discussed in the previous section,
the introduction of ITMPs framework by the CRTC in 2009 was viewed as a positive move by
many net neutrality advocates in Canada. From the beginning, however, the big question was
how to enforce these new rules. Indeed, by placing the onus squarely on consumers, the CRTC
had virtually guaranteed continued throttling and a steady stream of cases.

Several proposals emerged to address these concerns. These included asking the CRTC to
conduct regular compliance audits of ISP traffic management practices, calling on the
government to require the CRTC to monitor ISP compliance with its traffic management

129 Supra note 128 at paras 20-99.

13 Ibid at paras 68-95.

131 See, e.g., CRTC, Telecom Decision CRTC 2005-28: Regulatory framework for voice communication services
using Internet Protocol, (Ottawa: CRTC, 2005); and CRTC’s hand-off approach to the Internet regulation in CRTC,
Broadcasting Regulatory Policy CRTC 2009-329: Review of broadcasting in new media, (Ottawa: CRTC, 2009),
online: CRTC <http://www crtc.gc.ca/>. Note that the New Media decisions refer to one of CRTC’s initiatives in
determining how to adapt Canadian regulation to new media environments such as the Internet. The New Media
Project initiative analyzes whether new media should be regulated and assesses the impact of regulation on the
creation and distribution of Canadian content. The initiative also considers critical access issues including network
neutrality —which is sometimes referred to as “Internet traffic prioritization.”
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guidelines and providing financial support to consumer groups who wish to conduct their own
investigations and more engagement by the federal government (e.g. in establishing neutrality for
wireless Internet access).

By the early 2010, the policy responses of the biggest ISPs — including Bell, Rogers, Shaw,
Telus, Cogeco and Vidéotron — to the new guidelines were mixed. Among these six players,
Telus and Vidéotron did not use throttling or traffic shaping technologies that limited the speeds
of some applications at the time. Of the remaining four providers, no one made it easy to find the
disclosures and at least two were arguably not compliant with the CRTC requirements. Bell
featured the most detailed disclosure, providing specific information about its policies and their
impact in compliance with what CRTC had asked. The Rogers policy was not quite as extensive,
yet it also covered much the same terrain, including a description of the policy, the frequency of
traffic shaping, and the resulting limitations in their service (including the specific impact on
speed). By contrast, neither Shaw nor Cogeco appeared to meet the CRTC requirements. Shaw’s
policy did not disclose the actual speeds users encounter when it throttled peer-to-peer activity.
Cogeco, while implausibly claiming that its traffic management practices will not affect
customer experience, similarly did not disclose the actual speeds.

Some two years after the CRTC conducted its much-publicized hearing on net neutrality, there
seemed to be a net neutrality “enforcement failure” in Canada. During these two years, virtually
all major Canadian ISPs were the target of complaints, but there were few, if any, consequences
arising from the complaints process. In fact, the CRTC frequently dismissed complaints as being
outside of the scope of the policy, lacking in evidence, or sided with Internet provider
practices.'”> Rogers Communications was the target of nearly half of all cases opened in response
to net neutrality complaints but the company suffered no serious consequence. For instance, in
the fall of 2010, a complaint was sent to the CRTC regarding Rogers degrading peer-to-peer
traffic. Rogers attempted to downplay the issue but finally acknowledged that the traffic
management requires a change in publicly disclosed policy."* In response to the complaint, the
CRTC sent a letter to the company advising that the company’s public disclosures had not been
compliant with CRTC Internet traffic management policy requirements. Although Rogers had
already admitted the lack of disclosure and had promised to address the issue, the CRTC found
that the disclosures only focused on the impact of its practices on uploading.'** Rogers responded
to the CRTC maintaining that there was no need to update its disclosure practices regarding
downstream traffic. It further questioned why Rogers was being singled out for changing its
disclosure policies, arguing that while it was true that upload traffic shaping might impact
download speeds in some applications, that was the responsibility of the application provider, not

132 See, Michael Geist, “Canada’s Net Neutrality Enforcement Failure” (8 July 2011), online: Michael Geist’s Blog
<http://www.michaelgeist.ca/>.

133 See “Rogers’ BitTorrent Throttling Experiment Goes Horribly Wrong” (13 December 2010), online:
TorrentFreak <http://torrentfreak.com>.

3% An electronic copy of the letter is available online: Michael Geist’s Blog
<http://www.michaelgeist.ca/component/option,com_docman/task ,doc_download/gid,38/>.
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the ISP. The company did offer a minor modification to its disclosure statement."** Two days

later, the CRTC closed the net neutrality complaint against Rogers, concluding that it was
satisfied with the ISP’s response and disclosure practices."*

Bell Canada was hit with a complaint in November 2010 over throttling download speeds from a
music storage website. Bell admitted its deep-packet inspection technology was mistakenly
treating downloads from the website as peer-to-peer activity and slowing connection speeds. Bell
promised a fix, but only after asserting that it was compliant with the guidelines."”’

By July 2011, there had been only one complaint that had led to a clear change in provider
policy. In January 2010, ExaTEL, an Ontario-based Internet phone company, filed a complaint
against Barrett Xplore, a satellite Internet provider. ExaTEL alleged that Barrett Xplore was
degrading Internet telephony traffic, creating an unfair advantage for its own phone service. The
CRTC ruled that there was no undue preference, but that the throttling of time sensitive traffic
violated its guidelines. Faced with the prospect of changing its practices or seeking special
approval from the CRTC, Barrett Xplore changed its throttling approach to ensure that Internet
telephony was unaffected.'

On occasion, the CRTC itself proved to be the source of the problem. In March 2010, for
instance, a complaint was filed against Cogeco, which traffic shaped peer-to-peer applications on
a 24/7 basis. Given the CRTC’s requirement that traffic management limits be linked to actual
network congestion, the Cogeco policy raised red flags. Even so, the CRTC demanded that the
complainant provide more evidence before it would investigate. As another example, in a
December 2009 complaint against Bell over throttling access to the MediaMonkey.com website,
the CRTC dismissed the complaint on the grounds the site did not appear in Bell’s list of affected
sites.””” Even when the CRTC pursued a complaint, there was little actual investigation. Most
activity was limited to exchanging correspondence or prodding Internet providers to respond.
This typically led to revised disclosures, rather than real changes.

In 2011, the issue of throttling online gaming emerged as a serious concern. In July 2011, the
CRTC issued a warning to Rogers in the ongoing dispute over its alleged throttling of the online
game, World of Warcraft. The Commission said it was not persuaded the issue had been

135 An electronic copy of the response is available online: Michael Geist’s Blog
<http://www.michaelgeist.ca/component/option,com_docman/task . doc_download/gid 45/>.

136 An electronic copy of the notice of closure is available online: Michael Geist’s Blog
<http://www.michaelgeist.ca/component/option,com_docman/task,doc_download/gid 46/ >.

137 See Supra note 146.

38 Ibid. Xplornet Communications Inc. (formerly Barrett Xplore Inc.) issued a press relapses in July 2011 regarding
the matter. For the press release and Michael Geist’s response see Xplornet Communications Inc., “Warning to
Editors re: Allegations made by Michael Geist” (12 July 2011), online: CNW Group

<http://www .newswire.ca/en/story/745965/warning-to-editors-re-allegations-made-by-michael-geist>; and Michael
Geist, “The Xplornet’s Release: Digging into the Documents” (14 July 2011), online: Michael Geist’s Blog
<http://www.michaelgeist.ca/>.

139 See Supra note 146.
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completely resolved and asked the company to address ongoing concerns.'*” No material
improvement followed and frustrated online gamers launched a new group to monitor and test
net neutrality concerns."' In August 2011, the CRTC asked Rogers again to probe complaints
from an online gaming group about throttling another popular online game, Call of Duty.'*?
Later, Rogers admitted that it “may” be throttling online games and the CRTC requested Rogers
to stop slowing down speeds of online games.'**

After more than 30 investigations in nearly two years, and it was clear improvements were
needed. The CRTC released new guidelines for responding to complaints and enforcing net
neutrality rules in September 2011."** The decision included a commitment to publish quarterly
reports featuring a summary of the number and types of complaints the CRTC has received,
including the number of active and resolved complaints. Moreover, any findings of non-
compliance would be published on the Commission’s website and would include the ISP’s name
and the nature of the complaint. The move toward greater transparency was welcome and an
important step in pressuring ISPs to comply with the guidelines. The new guidelines also
established a strict timeline for responses by complainants and ISPs in order to avoid Xplorenet-
type situations that dragged on for months before the ISP addressed complaints over its traffic
management practices.

The new guidelines also set out the specific requirements for individual complaints. It noted that
complaints are appropriate if:

“the ISP has not met the disclosure requirements of the ITMP policy;

the ISP’s ITMP adversely affects his or her ability to access certain applications (for
example, if he or she is continuously disconnected from an application, resulting in the
application becoming unusable);

the ISP has changed an ITMP to make it more restrictive or has introduced a new ITMP
without providing 30 days’ notice;

the ISP has otherwise failed to comply with the requirements of the ITMP policy; or

"% An electronic copy of the warning is available online: Dropbox
<http://dl.dropboxusercontent.com/u/9038867/Rogers/Rogers_process_letter_13_July.pdf>.

4! See Jason Koblovsky, “Canadian Gamers Fed Up With CRTC on Net Neutrality issues”, Open Media (4 August
2011); and , “It’s Official: Gamers have Caught Rogers Violating Internet Openness Rules”, Open Media (27
October 2011) online: Open Media <https://openmedia.ca/>.

142 See “Rogers asked to probe possible game throttling”, CBC (30 August 2011) online: CBC
<http://www.cbc.ca/>.

143 See Peter Darbyshire, “CRTC tells Rogers to stop throttling online games”, The Province (16 September 2011)
online: The Province <http://www.theprovince.com>.

1% See CRTC, Telecom Information Bulletin CRTC 2011-609: Internet traffic management practices — Guidelines

Jor responding to complaints and enforcing framework compliance by Internet service providers, (Ottawa: CRTC,
2011), online: CRTC <http://www .crtc.gc.ca/>.
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the ISP’s ITMP violates the Act.”'*
The CRTC also decided that the complainant must provide evidence describing

“what part of the ITMP framework the complainant believes the ISP has not followed
(see the list above for examples of circumstances that would warrant a complaint);

when the problem occurred and whether it is a recurring problem;
what application was affected;
how the application was affected; and

any steps taken to resolve the complaint directly with the ISP, including the ISP’s
response(s).”'**

These requirements seemed to be beyond the capabilities of most Internet users, however, who
typically lack the technical expertise to mount an effective complaint. The fact that the CRTC
kept its user complaints-based approach (in contrast to conducting pro-active audits of ISP
practices) undermined serious enforcement of net neutrality rules. Furthermore, the CRTC still
lacked tough penalty power — e.g. the power to levy financial penalties for net neutrality
violations.

Despite these major shortcomings, the new guidelines indicated that the Commission was
prepared to adopt a more muscular approach. Rogers became the first ISP to face “enforcement”
actions in response to its throttling of online games."” Around the same time, Bell advised its
wholesale Internet provider customers that it was dropping its throttling practices, citing reduced
network congestion from peer-to-peer file sharing. This announcement raised the prospect that
the company’s ongoing retail throttling practices might be violating the CRTC’s guidelines due
to the decline in congestion.'”® The two cases, Rogers and Bell, were viewed on how successful —
or serious— the CRTC would be on the enforcement side.

In January 2012, the CRTC notified Rogers that it had concluded its investigation and that the
company had indeed violated the ITMPs rules. The CRTC stated that Rogers’s use of technical
ITMP to unidentified time-sensitive traffic using default peer-to-peer ports would amount to
noticeable degradation of such traffic and hence require prior. The CRTC gave Rogers two
weeks to rebut the evidence or become compliant with the law, leading to Rogers’ announcement

5 Ibid at para 13 [footnote omitted].

8 Ibid at para 14 [footnote omitted].

147 The CRTC sent Rogers file to its Compliance and Enforcement Sector on October 27,2011 [an electronic copy of
CRTC'’s letter to complainant is available online: Open Media
<https://openmedia.ca/sites/openmedia.ca/files/Koblovsky_File-545613_27-10-2011.pdf>].

18 See Michael Geist, “Net Neutrality Enforcement Put to the Test” (8 November 2011), online: Michael Geist’s
Blog <http://www.michaelgeist.ca/>.
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that it would drop Internet throttling for all customers by the end of 2012."* The CRTC also
fulfilled its promise to release net neutrality complaints statistics via its website."” These
developments indicated that once the CRTC demonstrates its willingness to enforce the
guidelines, it quickly spelled the end of most traffic shaping.""

6.  Conclusion

The emergence of Canadian net neutrality regulation provides an important lesson in the role that
public can play in shaping regulatory policy. Powerful incumbent telecom companies,
government policy makers, and regulators initially dismissed the issue, yet it gradually gained
momentum through an unlikely combination of consumer groups, technology companies, and
creator interests. Those groups successfully leveraged the policy process to force the issue onto
the policy agenda and open the door to a regulatory approach that carefully struck a balance
between reasonable traffic management practices and activities that could prove harmful to
consumer or competition interests.

In the aftermath of the new Internet traffic management practice policy, the challenge of
effective enforcement emerged as a key concern. The experience highlights the potential
disconnect between policy and enforcement, with the danger of complacency arising within the
policy realm once an issue has been addressed. The Canadian experience suggests that
developing the policy is only the first step in a process that requires all participants — most
notably regulators — to remain vigilant in enforcing the newly developed rules and regulations.

The development of Canadian net neutrality rules are also notable for their inclusion of more
than just competition concerns that could arise from a two-tier Internet or from throttling Internet
traffic. The privacy implications of traffic management practices played an important role
throughout the policy process, as is reflected in the final guidelines that establish specific rules
on the use of deep packet inspection. The connection between privacy and net neutrality may
not be immediately apparent, but the involvement of the Privacy Commissioner of Canada,
privacy groups, and technical experts, succeeded in convincing the Canadian regulator that
multiple-use technologies such as DPI could have significant privacy implications. Rather than

" An electronic copy of the letter is available online: CRTC

<http://www .crtc.gc.ca/eng/archive/2012/1t120120.htm>; See also Rita Trichur, “Rogers vows end to Internet
‘throttling” in 2012”, The Globe and Mail (3 February 2012) online: The Globe and Mail

<http://www theglobeandmail.com/>. It is noteworthy that in spite of Rogers’s announcement, the CRTC kept
monitoring the company, sent another letter to Rogers following the identification of yet another violation of the
ITMPs rules, and asked the company for immediate addressing of the new traffic shaping case [an electronic copy of
the letter is available online: CRTC <http://www .crtc.gc.ca/eng/archive/2012/1t120229 .htm>].

150 See CRTC, “Status Report — Complaints Related to Internet Traffic Management Practices (ITMPs)”, online:
CRTC <http://www .crtc.gc.ca/eng/publications/reports/itmp-pgti.htm>.

151 See Michael Geist, “How the CRTC Helped to Put An End to Internet Throttling” (2 March 2012); and Michael
Geist, “Celebrating the Canadian Digital Policy Success Stories™ (1 July 2013) online: Michael Geist’s Blog
<http://www.michaelgeist.ca/>.
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simply barring the use of such technologies, the regulator chose to establish strict limitations
designed to ensure consistent privacy protections both online and offline.

While the Canadian experience may provide a model for other countries considering net
neutrality regulation, the limits of the policy should also be borne in mind. Enforcement
shortcomings remain a concern, particularly since the policy is dependent on complaints from
users that may not have the technical expertise to fully investigate potential violations.
Moreover, the policy was conceived at a time when wireless Internet access was in its infancy.
Although some stakeholders specifically cited the need to develop an inclusive policy that
addresses both wired and wireless Internet services, the wireless side of the equation has yet to
be fully tested.

Even with those future challenges, the Canadian story of developing a consensus around one of
the most contentious Internet issues provides a useful illustration of the benefits of active civil
society groups and a regulator with the framework and willingness to address challenging policy
issues.
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Introduction

This report sets out the legal, practical and academic status and prospects of net neutrality and
communication confidentiality in the United Kingdom (UK) and Europe. I begin by explaining
the development of United States law, European net neutrality in law, and the prospects for
reform set out by the European Commission in September 2013. The key issue analyzed is the
definition of ‘reasonable traffic management’. Most legal frameworks appear to grant
exceptions to net neutrality for ISPs to cure temporary short-term congestion, prevention of
spam and security concerns, and legal enforcement. However, there are also significant privacy
concerns with net neutrality. I explain the technical and legal framework for illegal interception
of communications confidentiality - which in Europe is termed breach of ‘electronic privacy’ or
e-privacy. The relevant current European laws in addition to the 2009 telecoms directives are
the existing Privacy Directive 95/46/EC and the Data Retention Directive (2006/24/EC) which
amends the E-privacy Directive (2002/58/EC). T also explain the UK legal framework for
mterception of communications which 1s directly related to both e-privacy and net neutrality.
Privacy regulators adjudicate where content discrimination contains traffic management
practices which collate personal subscriber data.' I consider the prospects for reform of
Furopean net neutrality and e-privacy laws as proposed by the Furopean mstitutions in 2012-
13. I examine in detail the PHORM/British Telecommunications ple (BT) trial of behavioural
advertising using Deep Packet Inspection (DPI) in the UK. I go on to consider the 2011-12
reforms to UK e-privacy and interception law brought about as a result of a legal case brought
by the European Commuission for inadequate user protections in UK implementation of e-
privacy laws. Finally, I explain the difficulties in regulating network neutrality unless there 1s
very strong national and international cooperation between privacy and telecommunications

regulatory functions.

' See Directive 95/46/EC of 24 October 1995, OJ L 281/31 (1995); Directive 2002/58/EC, OJ L 201/37
(2002); Directive 2006/24/EC of 15 March 2006 on the retention of data generated or processed in
connection with the provision of publicly available electronic communications services or of public

communications networks and amending Directive 2002/58/EC OJ L105/54 (2006).
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Net neutrality in law and regulation

Network neutrality is a growing policy controversy’. Traffic management techniques used by
Internet Service providers (ISPs) affect all Internet content and user rights. To take an
example, an access provider that also provides a bundled voice service to its subscribers may
degrade the rival voice over internet protocol (VoIP) service of an ISSP/ISP that needs that
access to end-users. This degradation may form a breach of network neutrality. Note that it 1s
access providers that are most likely to mtercept communications by users to breach net
neutrality, and become subject to criminal penalty for interception of communications, a
subject to which we return in considering the PHORM and Comcast cases. (The term ‘ISP’ has
different legal meaning in different contexts, though it is used much more often than more

legally specific terms for access providers in both Furope’ and the United States'. General

2See Marsden, C. (2013) Network Neutrality: A Research Guide Chapter 16 in ‘Handbook Of Internet
Research’, I. Brown, ed., Edward Elgar, at SSRN: http:/ssrn.com/abstract=1853648

* In Europe, a provider of internet access is an Electronic Communications Network Provider (ECNP),
whereas a provider of content and services 1s termed an Information Society Service Provider (ISSP)
under the Electronic Commerce Directive (ECD). Directive 2000/31/EC, Art 2(a) (O] L 178/1, 17 July
2000), reiterating Art 1(2) of Directive 98/34/EC (OJ L. 204/37, 21 July 1998) as amended by Art 1(2)(a)
and Annex V of Directive 98/48/EC (OJ/L 217/18, 5 August 1998). See Directive 2010/13/EU, Art
1(2)(1) and Art 2 of 10 March 2010 on the coordination of certain provisions laid down by law,
regulation or administrative action in Member States concerning the provision of audiovisual media
services (Audiovisual Media Services Directive)(codified version) OJ/L 95/1, 15 Apnl 2010. Under the
European Framework Directive (2002/21/EC, OJ L 108/33), Art 2(c) ‘electronic communications
service’ means a service normally provided for remuneration which consists wholly or mainly in the
conveyance of signals on electronic communications networks, including telecommunications services
and transmission services in networks used for broadcasting, but exclude services providing, or
exercising editorial control over, content transmitted using electronic communications networks and
services. The definition explicitly excludes ISSPs ‘which do not consist wholly or mainly in the

conveyance of signals on electronic communications networks’.

"In the US, the access provider is an Internet Access Provider (IAP), and the service provider an
Online Service Provider (OSP) under the Digital Millennium Copyright Act (DMCA). See Online
Copyright Infringement Liability Limitation Act (OCILLA) which amended the 1976 Copyright Act,
passed as a part of the 1998 Digital Millennium Copyright Act (DMCA) and referred to as the ‘Safe
Harbor’ (sic) provision because it added Section 512 to Title 17 of the United States Code. Digital

Millennium Copyright Act 1998, s 512(k)(1)(A-B): ‘an entity offering transmission, routing, or
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Liability limitations apply to all ISPs, though with some specific applications that only apply to
access providers. The distinction 1s most important, as network neutrality relates to the manner
i which access providers employ QoS across their networks, and how this in turn improves or

degrades the end-user’s experience.)

In the absence of any regulatory oversight, ISPs could use Deep Packet Inspection (DPI) to
block some content altogether, if they decide it is not to the benefit of ISPs themselves,
copyright holders, parents or the government. ISP blocking is currently widespread in
controlling spam email, and in some countries in blocking sexually graphic illegal images, which

are both legal and reasonable uses of traffic management.

In 1999, fears of potential foreclosure of Instant Messaging and video led to the first calls for
net neutrality on cable networks’. As network neutrality extends to all consumer ISP users
equally, it may not be subject to competition law assessments of dominance, as abuse of
dominance is not necessarily an accurate analysis of the network neutrality problem.’
Dominance is neither a necessary nor sufficient condition for abuse of the termination
monopoly to take place, especially under conditions of misleading advertising and consumer
ignorance of abuses perpetrated by their ISP.” This paper analyses these legal developments,

and in particular the difficulty in assessing reasonable traflic management and illegal (criminal)

providing connections for digital online communications, between or among points specified by a user,
of material of the user's choosing, without modification to the content of the material as sent or
received’ or ‘a provider of online services or network access, or the operator of facilities thereof.” See
further distinction lies between access providers classified under Tite I and Title II of the

Telecommunications Act 193447 USC §201(a) and (b).

5See Lemley, MA and Lessig, L. (2000) The End of the end-to-end: preserving the architecture of the
mternet m the broadband era, UC Berkeley Public Law Research Paper No 37. See further Marsden,
C. (1999) Council of Europe MM-S-PL(1999)012: * Pluralism n the multi-channel market. Suggestions
for regulatory scrutiny’, at S.5.1: http://www.coe.nt/t/dghl/standardsetting/media/Doc/MM-S-
PL(1999)012_en.asp

6See Marsden (2010) Net Neutrality: Towards a Co-regulatory Solution, Bloomsbury Academic:

London at p 1.

7 Some authors question the distinction between degrading and prioritizing altogether, as they find that
the latter naturally presupposes the former. See, eg Filomena Chirico, Ilse Van der Haar and Pierre
Larouche, ‘Network Neutrality in the EU’, TILEC Discussion Paper (2007),

<http://ssrn.com/abstract=1018326>.
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mterception of user communications and personal data. It also assesses net neutrality law

against the international legal norms for user privacy.

Network neutrality” is the latest phase of an eternal argument over control of communications
media. The internet was held out by early legal and technical analysts to be special, due to its
decentred construction’. Dividing net neutrality into its forward-looking positive (or ‘heavy’ and
backward-degrading negative (or ‘lite’) elements is the first step in unpacking the term, in
comprehending that there are two types of problem: charging more for more, and charging the
same for less". Abusive discrimination in access to networks is usually characterized in
telecoms as a monopoly problem, manifested where one or two ISPs have dominance, typically
in the last mile of access for end-users. ISPs can discriminate against all content or against the
particular content that they compete with when they are vertically integrated. Conventional US
economic arguments are broadly negative to net neutrality, preferring the introduction of tanff-
based congestion pricing." Hahn and Wallsten explain that net neutrality” ‘usually means that
broadband service providers charge consumers only once for Internet access, don’t favor one
content provider over another, and don’t charge content providers for sending information

over broadband lines to end users.’
European legal implementation of network neutrality principles has been slow, with the

European Commission referring much of the detailed work to the Body of European

Regulators of Electronic Communications (BEREC)". Netherlands and Slovenian Parliaments

8See Marsden, supra n.6.

9The ‘Internet’ 1s a network of Autonomous Systems, of which about 40,000 are of a scale that 1s
relevant. See Haddadi, Hamed et al (2009) Analysis of the Internet’s structural evolution, Technical

Report Number 756 Computer Laboratory UCAM-CL-TR-756 ISSN 1476-2986.
101 have argued that the real problem lies in the ‘middle mile” of interconnection, Marsden supra n.6.

11 See David, Paul (2001) “The Evolving Accidental Information Super-Highway’, 17(2) Oxford Review
of Economic Policy pp159-187.

12 Hahn, Robert and Scott Wallsten, (2006) ‘The Economics of Net Neutrality” AEI Brookings Joint
Center for Regulatory Studies: Washington, DC at <www.aei-
brookings.org/publications/abstract.php?pid=1067>.

13See generally
http://berec.europa.eu/eng/about_berec/working_groups/net_neutrality_expert_working_group_/282-

net-neutrality-expert-working-group
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passed laws in 2012, prompting a proposed new European law in 2013. I now briefly

summarize the legal debate to date.

‘While issues about potential discrimination by ISPs have been current since at least 1999, the
term ‘network (net) neutrality” was coined by Tim Wu in 2003." FCC Chair Michael Powell
declared m 2004: “I challenge the broadband network idustry to preserve the following
Internet Freedoms: Freedom to Access Content; Freedom to Use Applications; Freedom to
Attach Personal Devices; Freedom to Obtain Service Plan Information.”” The ‘Four
Freedoms’ were applied in the Internet Policy Statement,” Madison River”, the AT&T and
Verizon mergers, and the Comecast action. In Madison River, the vertical integration of the ISP
with its voice telephone service meant it had obvious incentives to block its competitor, and the
practice was intended to degrade its customers’ internet access. It was an example of negative
network neutrality: customers signed up for broadband service with the ISP, but it chose to
degrade that service in the interest of preserving its monopoly in telephone service. Madison
River i1s a small consumer ISP, not a large behemoth national carrier. The merger of AT&T
and BellSouth undertook various commitments not to block other companies’ applications
directed to their users.” FCC made a 2008 Order against Comcast, a major cable broadband
ISP.” Comcast deposition to the FCC stated that it began throttling P2P filesharing application
BitTorrent in May 2005-2006, slowed by use of Sandvine technology. The FCC ruling was
against Comcast’s attempts to stop P2P by using DPI to identify Peer-to-peer (P2P) users and

20

sending them phantom RST reset packets”.

14Wu, T (2008) ‘Network Neutrality, broadband discrimination’, 2 Journal on Telecommunications

and High-Tech Law 141.

15 Powell (2004) Four Freedoms speech, at <http://hraunfoss.fcc.gov/edocs_public/attachmatch/DOC-
243556 A1.pdf>.

16 FCC (2005) Internet Policy Statement 05-151.
17 FCC (2005) Madison River Communications, LLC, Order, DA 05-543, 20 FCC Rcd 4295

18FCC (2007) In AT&T Inc and BellSouth Corp Application for Transfer of Control, 22 FCC Red
5562.

19FCC (2008) Memorandum Opinion and Order, 23 FCC Red 13028 (‘ComcastOrder’).

2 See Karpinski, R, Comcast’s Congestion Catch22, 23 January 2009, at

<http://telephonyonline.com/residential_services/news/comcast-congestion-0123/index1.html>
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American Recovery and Reinvestment Act 2009 included a broadband open access stimulus™
extending broadband into under-served areas, with open access and net neutrality provisions
built into the grants.” FCC made a 2010 Order,” currently challenged before the courts in
2013. FCC n 2011-18 refused several times to intervene in interconnection and peering
disputes that were claimed by CDNs to unreasonably impair traffic contrary to the controversial
and sub judice net neutrality rules”. Implementation of the technical means for measuring
reasonable traffic management are tested in a self-regulatory forum, the Broadband Industry
Technical Advisory Group (BITAG). Its specific duties include that to offer ‘safe harbor’
opinions on traffic management practices by parties making formal reference for an advisory

technical opinion.”
European Legislation and Regulation of Network Neutrality

European law upholds transparency on a mandatory basis, and minimum Quality of Service on
a voluntary basis, under provisions in the 2009 electronic communications framework. Both
the 28 Member States, European Economic Area members and the 47 members of the
Council of Europe must also conform to the human rights law of the European Convention on
Human Rights, which protects users’ freedom of expression in Article 10 and their privacy and
respect for family life in Article 8”. This is supplemented in the European Union by data

protection legal instruments which are implemented using both the decisions of national and

2! American Recovery and Reinvestment Act 2009, at Division B, Title VII, Section 6001(k)2, A, D, E.

2FCC (2009) Report on a Rural Broadband Strategy, 22 May 2009, at pp 15-17 especially footnotes
62-63.

BFCC (2010) Report and Order Preserving the Open Internet, 25 FCC Red 17905.

* Frieden, Rob (2012) Rationales for and Against Regulatory Involvement in Resolving Internet

Interconnection Disputes 14 Yale J.L. & Tech 266 at: http://yjolt.org/sites/default/files/FriedenFinal.pdf

» Broadband Industry Technical Advisory Group (2011) By-laws of Broadband Industry Technical
Advisory Group S. 7.1

% See Koops, Bert-Jaap and Sluijs, Jasper P. (2012) Network Neutrality and Privacy According to Art. 8

ECHR, Furopean Journal of Law and Technology 2(3); at http://dx.doi.org/10.2139/ssrn. 19207 34;
Sluyjs, Jasper P. (2012) From Competition to Freedom of Expression: Introducing Art. 10 ECHR n the
European Network Neutrality Debate, Human Rights Law Review 12(3) at
http://dx.doi.org/10.2139/ssrn. 19278 14
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European courts”, and taking account of the advice of the group of European Union privacy
commissioners™. Over 2007 -8, the volume of regulatory reform proposals in the USA, Japan,
Canada, and Norway had grown along with consumer outrage at ISP malpractice and
misleading advertising, notably over advertisements for maximum speeds and ‘reasonable
terms of usage’—which meant capacity constraints on a monthly basis, some of these on mobile
as low as 100MB download totals.” The concerns were about ISPs discriminating against

30

content they dislike, or in favour of affiliated content.

European law provided the framework for ISP Quality of Service (QoS) to be regulated by
National Regulatory Authorities (NRAs) i the 2009 revisions to the 2002 Electronic
Communications Services (ECS) package.” The European Commission noted the US debate
in its initial explanation of its reasons to review the previous raft of 2002 Directives”. Net
neutrality became a significant issue, in the European Parliament First Reading of the 2009

telecoms package, in May 2009. Amendments on consumer transparency and network

7 See Case C-461/10: Bonnier Audio AB and others v Perfect Communication Sweden AB, O] C 817,
20/11/2010 P. 0024—0024 final judgment 19 April 2012 at
http://curia.europa.eu/juris/document/document.jst?doclang=EN&text=& pageIndex=0&mode=DOC&d
ocid=121743&c1d=-848081.

2 Marsden C. [2012] Regulating Intermediary Liability and Network Neutrality, Chapter 15, pp701-750

i “Telecommunications Law and Regulation’ (Oxford, 4th edition)

¥ Leading to a significant emphasis in SEC(2007) 1472 Commission Stafl Working Document: Impact

Assessment at 90-102.

30

See Jasper P Sluyjs, Florian Schuett and Bastian Henze, Transparency regulation in broadband
markets: Lessons from experimental research, (2011) 35 Telecommunications Policy 592-602 for an
experimental analysis of transparency regulation in broadband.

31 See Directive 2009/140/EC (OJ L 337/37 18 December 2009); Directive 2009/136/EC (OJ L 337/11
18 December 2009).

ZCOM (2006) 834 Review of the EU Regulatory Framework for electronic communications networks

and services, Brussels, 29 June 2006 at section 6.2-6.4.
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openness were offered to the Parliament in the Conciliation process, collated in the European

Commission ‘Declaration on Net Neutrality’,” appended to Directive 2009/140/EC:

“T'he Commission attaches high importance to preserving the open and neutral character of
the Internet, taking full account of the will of the co-legislators now to enshrine net neutrality
as a policy objective and regulatory principle to be promoted by [NRAs| (Article 8(4)(g)
Framework Directive), alongside the strengthening of related transparency requirements”
and the creation of safeguard powers for [NRAs] to prevent the degradation of services and
the hindering or slowing down of traffic over public networks (Article 22(3) Universal
Service Directive)”.’

36

The new laws which became effective in Member States in May 2011” state that Member States
may take action to ensure particular content is not discriminated against directly (by blocking or
slowing 1t), or indirectly (by speeding up services only for content affiliated with the ISP). The
Commission added that it will introduce ‘a particular focus on how the ‘net freedoms’ of
European citizens are being safeguarded in its annual Progress Report to the European
Parliament and the Council’. Legal provisions in the Directives permit greater ‘symmetric’
regulation on all operators, not simply dominant actors. A new wider scope for solving

interoperability disputes may be used in future.

This Declaration, and the more legally relevant Directive clauses, rely heavily on the
implementation at national level and proactive monitoring by the Commission itself, together
with national courts, and privacy regulators where content discrimination contains traffic
management practices which collate personal subscriber data. Traffic management, consistent

with Article 8 and 10(2) ECHR, may only in limited circumstances be acceptable and should

33 European Commission (2009) Declaration on Net Neutrality, appended to Directive 2009/140/EC,
O J L 337/37 at p 69, 18 December 2009 at <http://eur-
lex.europa.eu/LexUriServ/LexUriServdo?uri=0J:1.:2009:337:0037:0069: EN:PDF>

34 Articles 20(1)(b) and 21(3)(c) and (d) Universal Service Directive

35 Article 22(3) of the Universal Service Directive, stipulates that regulatory authorities should be able
to set minimum quality-of-service standards: ‘In order to prevent the degradation of service and the
hindering or slowing down of traffic over networks, Member States shall ensure that [NRAs] are able to
set minimum quality of service requirements’.

36 Directive 2009/136/EC (the ‘Citizens Rights Directive’) and Directive 2009/140/EC (the ‘Better

Regulation Directive’) both of 25 November 2009, which must be implemented within 18 months.
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be regulated by information commissioners as well as by telecoms regulators”. The
mtroduction of network neutrality rules into European law was under the rubric of consumer
mformation safeguards and privacy regulation, not competition policy. The European Data
Protection Supervisor has recently expressed its privacy concerns in this area.” European

Commissioner Reding stated prior to the vote on the new telecoms law™:

“The new rules recognize explicitly that Internet access is a fundamental right
such as the freedom of expression and the freedom to access information.
The rules therefore provide that any measures taken regarding access to, or
use of, services and applications must respect the fundamental rights and
freedoms of natural persons, including the right to privacy, freedom of

expression and access to information and education as well as due process.

The Council of Europe also issued soft law instruments to guide member states in observance

of citizens’ rights to privacy and free expression".
Reasonable Network Management and Regulatory Consultation

The phrase ‘reasonable’ in connection with ISP traffic management was first included in
footnote 15 to the FCC Internet Policy Statement". It was designed to ensure that an ISP must
demonstrate both that its management purpose is reasonable and that it has used a minimally
mvasive means of so doing, in language borrowed from the US courts’ approach to freedom of
speech. It was thus a tough two-part test that the ISP “practice should further a critically

important interest and be narrowly tailored to serve that interest.”” The FCC expanded on this

37 BoR (10) 42 at p 20.

38 Furopean Data Protection Supervisor (2011) Opinion on net neutrality, traffic management and the
protection of privacy and personal data, at

<http://www.edps.europa.eu/ EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinion
s/2011/11-10-07_Net_neutrality_EN.pdf>

39 Reding (2009 undated).

40 See Declaration of the Committee of Ministers on network neutrality adopted 29/9/2010: 1094th
meeting of the Ministers’ Deputies, a soft law instrument to guide member states in the application of

net neutrality rules: aspirations of Articles 6/8/10 of the Convention
41 20 FCC Red 14986 (2005) ("Internet Policy Statement")

42 Formal Complaint of Free Press and Public Knowledge Against Comcast Corp. for Secretly

Degrading Peer-to-Peer Applications; Broadband Industry Practices; Petition of Free Press et al. for
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principle to explain exceptions in : ISPs “may employ generally accepted technical

le t 1 i 2009: ISP, 3 ) \

measures to provide acceptable service levels to all customers, such as caching and application-
neutral bandwidth allocation, as well as measures to address spam, demal of service attacks,

9913

illegal content, and other harmful activities”". Note that this means ISPs can deploy to prevent
behavioural advertising by third parties, but not to enhance that advertising, as BT/PHORM
implemented in the UK (see later section). Denial of Service (DoS) is a technique to damage

websites via a flood of traffic causing congestion.

The FCC makes clear that it is intended to prohibit all non-critical traffic management, though
noting that technologies will differ in criticality as between co-axial cable, copper telecoms, fibre
broadband and wireless systems: “We believe that a bright-line rule against discrimination,
subject to reasonable network management and enumerated exceptions, may better fit the
unique characteristics of the Internet” than a less clear rule. It was however less tightly drawn
than the 2005 language of ‘narrowly drawn’ and ‘critically important’ which it described as

« . LSRN )
llIlIlCCGSSZlI’ll_V restrictive .

The question 1s what ‘harmful activities’ involves, related to what 1s not ‘generally accepted
technical measures’. This must be subject to change over time, such that industry can agree on
particular measures commonly used. Harmful measures will depend on both the network’s
robustness and the particular measure, with DoS an obvious example of harmful activity. It will
thus be legal for an ISP to intervene to stop a flood of DoS traffic (though such activities will
change over time: a million simultaneous requests in 2003 on dial-up would cripple an ISP, in
2013 on broadband that is less likely).Commissioner Copps stated that: “What constitutes
reasonable network management in a 768 Kbps world will likely be difterent from reasonable

network management in a 50 or 100 Mbps world”".
The Canadian regulator in 2009 also defined reasonable traffic management, explaining that
the ISP must prove that any proven discrimination is reasonable by only on a case-by-case

basis: “the burden of establishing that any such discrimination, preference, or disadvantage is

Declaratory Ruling that Degrading an Internet Application Violates the FCC's Internet Policy Statement
and Does Not Meet an Exception for "Reasonable Network Management," Memorandum Opinion and

Order, 23 FCC Red 13028 (released Aug. 20, 2008) ("Comcast Order"), at p47.

43 Broadband Initiatives Program; Broadband Technology Opportunities Program Notice, 74 Fed.

Reg. 33104, 33110-11 (July 9, 2009) (Broadband NOFA).

44 Copps, Michael, quoted in FCC (2009) 09-93 at pp.94-95.
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not unjust, undue, or unreasonable is on the primary ISP”". It permits usage based billing
(UBB), also known as data caps, as they are justified and discriminate based on user
preferences”. 147 consumer complaints about UBB, gaming and MMORPGs followed in
2009-2012, and the acting chair of CRTC stated that: “[largest ISPs Bell and] Rogers
...eventually announced that it would stop throttling traffic by the end of 2012... Both
companies indicated that new investments in network capacity were helping them put an end to
the practice.” Clearly with greater capacity, such gamer throttling would become more
unreasonable. In 2013, CRTC has fallen silent on the traffic management issue, either
demonstrating that Bell and Rogers have implemented its rulings fully by increased capacity or

that more enforcement lies ahead.
The European regulators group BEREC has also analysed ‘reasonable’ and concluded it is:

“more reasonable to simply throttle P2P applications in times of congestion to the
benefit of, for example, time-sensitive applications... Those practices would be
considered more reasonable than totally blocking special applications because they

947

induce fewer side effects.

The European Commission closed its consultation on network neutrality implementation on
30 September 2010". BEREC issued their response to the EC consultation in September 2010.
They concluded that mobile should be subject to the net neutrality provisions, listing some
breaches of neutrality: “there are not enough arguments to support having a different approach
on network neutrality in the fixed and mobile networks. And especially future-oriented

approach for network neutrality should not include differentiation between different types of

Y CRTC (2009) Review of the Internet traffic management practices of Internet service providers,
Telecom Regulatory Policy CRTC 2009-657, File No. 8646-C12-200815400 (Oct. 21, 2009), available
at http://crte.ge.ca/eng/archive/2009/2009-657.htm

“CRTC (2011) Telecom Decision CRTC 201 1-44, Ottawa, 25 January 2011: Usage-based billing for

Gateway Access Services and third-party Internet access services, File number: 8661-C12-201015975

"BEREC (2012) Differentiation practices and related competition issues in the scope of net neutrality,

BoR (12) 132 at p.56 paragraph 265.

18<http://ec.curopa.cu/information_society/policy/ecommy/library/public_consult/net_neutrality/index_

en.htm>
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the networks.” ¥ BEREC in December 2011 published its guidelines on transparency and
Quality of Service”. On transparency, ‘BEREC states that probably no single method will be

251

sufficient™ and points out the limited role of NRAs. Governments’ consumer and information

commission bodies are likely to also play a key role.

The response of NRAs to the new powers n the 2009 Directives varied widely, though by the
end of 2012, three member states had introduced net neutrality laws: Finland, Netherlands and
Slovenia. The new 2012 Netherlands and Slovenian laws prohibit traffic management that

discriminates with few exceptions™. In Netherlands, these are:

a) “la] to minimize the effects of congestion, whereby equal types of traffic should be
treated equally;

b) [b] to preserve the integrity and security of the network and service of the provider in
question or the terminal of the end-user”

¢) plus to stop spam and enforce legal requirements”.

In Slovenia they are:

“BoR (10) 42 BEREC Response to the European Commission’s consultation on the open Internet and

net neutrality in Europe, p3 at <http://www.erg.eu.int/doc/berec/bor_10_42.pdf>.

“ Documents BoR 53(11) Quality of Service and BoR 67(11) Transparency, at

<http://erg.eu.int/documents/berec_docs/index_en.htm>.
" See BoR 67 [11] at p 5.

* Unofficial translations from Netherlands Article 7.4a Telecommunications Act, 14 June 2011;
Slovenian Law on Electronic Communications, No. 003-02-10/2012-32 Article 203, 20 December
2012. Netherlands Telecommunications Act 2012, translated by the Dutch government at
http://www.government.nl/files/documents-and-publications/notes/2012/06/07 /dutch-
telecommunications-act/tel-com-act-en-versie-nieuw.pdf (not official legal translation). Slovenian Law on
Electronic Communications, No. 003-02-10/2012-32, 20 December 2012, http://www.uradni-
list.s1/1/content?id=111442 Helpful translation of key aspects at https://wlan-
si.net/en/blog/2013/06/16/net-neutrality-in-slovenia/

" Netherlands regulators were not required to implement net neutrality until summer 2013, a deadline
delayed by the need for the Ministry to issue secondary legislation and guidance to the regulator on the
form that such implementation should take. It is therefore too soon to draw firm conclusions about the

efficacy of the Netherlands law.
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1. “applying necessary technical measures in order to ensure a smooth use of the
Internet network (e.g. to avoid traffic congestion),
2. applying necessary precautions to preserve the integrity and security of networks”

3. plus spam/legal requirements.

Slovenia’s law makes clear that these must be temporary fixes: “proportionate, non-
discriminatory and time limited and applied only to the extent necessary.” They both prohibit
‘limited Internet offers’ which block certain traffic, for instance by mobile providers, as the
Dutch law commands ISPs: “do not make the price of the rates for internet access services
dependent on the services and applications which are offered or used via these services.” The
new proposed European net neutrality regulation also adopts similar language on what 1s

‘reasonable’.

On 11 September 2013, the European Commission adopted a proposed regulation that would
substantially impact and harmonise net neutrality provision, allowing priority ‘specialized
services’ and generally preventing ISPs from blocking or throttling third party content”. The
proposal was extensively strengthened from a July 2013 draft, and its essential items are in part
positive and 1n part negative for net neutrality policy. Article 23(5) enforces net neutrality ‘lite’,
thus conforming to the Netherlands and Slovenian laws: “Within the limits of any contractually
agreed data volumes or speeds for internet access services, providers of internet access services
shall not restrict the freedoms provided for in paragraph 1 by blocking, slowing down,
degrading or discriminating against specific content, applications or services, or specific classes
thereof, except in cases where it is necessary to apply reasonable traffic management
measures.” These are defined as “transparent, non-discriminatory, proportionate and necessary
to: a) implement a legislative provision or a court order, or prevent or impede serious crimes;
b) preserve the integrity and security of the network, services provided via this network, and the
end-users' terminals; ¢) prevent the transmission of unsolicited communications to end-users
who have given their prior consent to such restrictive measures; d) minimise the effects of
temporary or exceptional network congestion provided that equivalent types of traffic are

treated equally.”

54COM(2013) 627 final 2013/0309 (COD) Proposal for a Regulation laying down measures
concerning the European single market for electronic communications and to achieve a Connected

Continent
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It continues “Reasonable traffic management shall only entail processing of data that 1s
necessary and proportionate to achieve the purposes set out in this paragraph.” Articles 21-24

then explain users’ contractual remedies to switch providers who discriminate unreasonably.

As with all telecoms licensing conditions, net neutrality depends on the physical capacity
available, and it may be that de facto exclusivity results in some services for a limited time
period as capacity upgrades are developed.” Interoperability requirements can form a basis for
action where an ISP blocks an application.” Dominance is neither a necessary nor sufficient
condition for abuse of the termination monopoly to take place, especially under conditions of
misleading advertising and consumer ignorance of abuses perpetrated by their ISP.” 2009
Directives permit greater ‘symmetric’ regulation on all operators, not only domiant actors.
Access Directive, Art 5(1) states NRAs are able to impose obligations “on undertakings that
control access to end-users to make their services interoperable”. Article 20 of the Framework
Directive provides for the resolution of disputes between ISPs and content providers. The
potential outcome of disputes based on the transparency obligations can provide a ‘credible
threat” for undertakings to behave in line with those obligations, since violation may trigger the
mmposition of minimum quality requirements on an undertaking, in line with Article 22(3)

Universal Service Directive.

”See GN Docket No 09-191 Broadband Industry Practices WC Docket No 07-52 ‘In the Matter of
Further Inquiry into Two Under-Developed Issues in the Open Internet Proceeding Preserving the
Open Internet’, and Andersen et al, Joint Reply Comments Of Various Advocates For The Open
Internet, 4 November 2010, Comments on Advancing Open Internet Policy Through Analysis

Distinguishing Open Internet from Specialized Network Services.
* See Marsden (2010) Net Neutrality, at p 1.

” Some authors question the distinction between degrading and prioritizing altogether, as they find that
the latter naturally presupposes the former. See, eg Filomena Chirico, Ilse Van der Haar and Pierre
Larouche, ‘Network Neutrality in the EU’, TILEC Discussion Paper (2007),

<http://ssrn.com/abstract=1018326>.

348



=]
RE

Introduction to technologies to intercept communications
ISPs have many reasons to manage traffic:
1. Ttis required for government law enforcement and security purposes.”

2. Network providers already provide filters against the more obvious types of ‘spam’ -

unsolicited commercial communications.

3. Network providers cooperate with national security agencies in tracing potential terrorist

activities on the Internet.

4. Network providers can trace non-encrypted Voice over IP (e.g. Skype) and block these

packets.

5. Network providers are increasingly adopting specialized services for their networks in
order to prevent users from over-straining the network at times of peak usage, and

charge content owners for value-added high-volume services such as video files.

These new developments allow network providers to block file transfers, or to charge the users
a carriage fee for sending large files. This is generally termed as a ‘walled garden’ to denote the
isolation of content on the network from other content on the wider Internet. ISPs are using
‘black boxes” in their networks to look inside the packets that carry communications, and to

examine their content, in a change to DPI which has very serious regulatory implications.

The range of network and information security requirements at European level, which must
then be implemented as national law in the European countries, imposes costs on the network.
They are in addition to existing costs for spam filtering, protection against distributed denial of
service (DDOS) attacks, phishing and other ‘malware’ that ISPs typically invest in to protect
their subscribers from the worst excesses of IP traffic. Security is a growing problem as
dependence on broadband (as a key element of the critical information infrastructure) grows
and as the Internet moves towards pervasive computing, and the ‘Network of Things’. There 1s

59 r

an escalating arms race as criminal behaviour become more sophisticated.” The objectives and
requirements are also changing on both sides: on the attacking side, the evolution from

unauthorized access to data corruption, exposure or access denial; on the defending side, the

™ See generally Bendrath (2009) ‘Deep Packet Inspection Reading List’, at
http://bendrath.blogspot.com/2009/03/deep-packet-inspection-reading-list-and.html and the Syracuse

DPI project papers at http://dpi.ischool.syr.edu/Papers.html

” See Brown, Edwards and Marsden (2006).
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change m data collection, storage, processing locations (centralized or not), data exchange and
transfer of liability among buyers, sellers and ISPs. Loss of Internet privacy, openness and end-

to-end connectivity is one potential casualty of security concerns.

ISPs can either throttle users by cutting off their connections at peak times or once they have
exceeded monthly quotas, or try looking inside the packets to see whether they are P2P or not.
The latter becomes a very dangerous business to engage in because as we will see, governments
are not only encouraging ISPs to look, they are actually subsidizing the DPI equipment to do
so - and this sometimes in breach of both European and UK privacy and interception laws (the
latter intended to prevent private spying, even if encouraged by government policy). Felten
worried that regulators are used to standards bodies and classes of companies, when, for
instance, BitTorrent is a protocol, not a company or a single standard.” Blocking BitTorrent or
P2P more widely will eventually fail because the protocol designers will route around via

encryption or other techniques.
Regulating Deep Packet Inspection and Interception of Traffic

Blocking and other forms of traffic shaping are controversial because, under current network
management tools, it is a blunt tool. For instance, all P2P traffic using a certain protocol may be
blocked. P2P can respond by encrypting its traffic or otherwise spoofing, but this creates an
‘arms race’ much like that found in security software responses to the threat of breaches.
Future networks may try to cap P2P more effectively, which can itself lead to an ‘arms race’

61

between encrypted P2P content and attempts by ISPs to detect P2P traffic using DPI.

ISPs have limited liability where they act as ‘mere conduits’ but not where they have
constructive or actual knowledge of illegal content. Their traffic is thus something of a
Pandora’s box - if they look inside using DPI, all hLabilities flow to them, from child
pornography to terrorism to copyright breaches to libel to privacy breaches. The Canadian
Privacy Commissioner’s submission to the CRTC proceedings on traffic management

practices, expressed concern that:

“http://www.freedom-to-tinker.com/blog/felten/comcast-and-bittorrent-why-you-cant-negotiate-protocol

" In May 2009, uTorrent announced a future protocol change to UDP, which indicates that [a] TCP
may not be the main P2P traffic protocol; [b] that will annoy those who use TCP for YouTube etc.; [c]
it will annoy ISPs; [d] so more discriminatory actions can be expected. It is the arms race continuing at
higher level, as filtering UDP 1s a new departure for many consumer ISPs. See

http://www.theregister.co.uk/2008/12/01/richard_bennett_utorrent_udp/
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“DPI can look into the content of the message sent over the Internet. To use a real-
world example, using DPI is akin to a third part opening an envelope sent by surface
mail, and reading its contents before it reaches its intended destination...it is not clear
that examination of content is necessary for network management and may constitute

9962

an unreasonable invasion of an individual’s privacy.

Cooper analysed the choices of whether to introduce DPI equipment into ISP networks,
restricting traffic as an alternative to increasing capacity, with the consequent decision to invest
in DPI and other management servers instead of greater bandwidth (Cooper 2013: 109-120).
She points out that US cable companies at the time of the Internet Policy Statementin 2005
hoped that the burden of proof on ‘reasonable’ techniques would fall on complainants, with the
presumption that ISPs were acting reasonably. That has not been the case in the US, or
Canada. It is for the ISP to demonstrate that its use of technologies such as DPI is reasonable,
a test that Comcast failed 1n its deployment of Sandvine DPI. The presumption that DPI may
be unreasonable based on Comcast has been profound for US ISPs. Cooper concluded that
while marketing directors still encouraged DPI use and were likely to authorise such
expenditure in order to better target services at customers, regulatory departments discouraged
its use and had the reverse effect on engineering choices to deploy”. More research is needed
into the causes for such differences, but it 1s very likely that a lack of knowledge and education
about the criminal offences for breaching data protection law and intercepting traffic amongst
marketing departments of ISPs may account in part for their cavalier approach to mstalling DPI
equipment to monitor customers. By contrast, engineers’ typical preference in Cooper’s study

was to increase bandwidth rather than manage traffic more minutely.

* Privacy Commissioner of Canada (2009) Letter to Robert A. Morin, Secretary General, Canadian
Radiotelevision and Telecommunications Commission, Re: Telecom Public Notice CRTC 2008-19 -
Review of the Internet traffic management practices of Internet service providers, Canadian Radio-
television and Telecommunications Commission. February 18, 2009, at

http://www.crte.ge.ca/public/partvii/2008/8646/c12_200815400/1027577 PDF at paragraphs 13, 32.

* Cooper, Alissa (2013) How Regulation and Competition Influence Discrimination in Broadband
Traffic Management: A Comparative Study of Net Neutrality in the United States and the United
Kingdom, Thesis submitted for the degree of DPhil, University of Oxford, September 2013. PP.122-
132. Cooper interviewed 70 elite decision-makers in ISPs, regulators and content companies in the

period 2011-12, the broadest sample known.

351



gt Z2IM(Net Neutrality)2t SAH|UESO| 25 SIAPRY
T

It 1s also notable from Cooper’s study that foreign content providers were unable to influence
domestic ISPs’ tratfic management practices, so that MMORPG (massively multiplayer online
role playing game) providers such as World of Warcrafi were often significantly impeded in
delivering their service because of unreasonable traffic management, a problem significantly
worse n the UK where DPI and other traffic management techniques were used much more
invasively than in the US". Cooper’s conclusions have particularly negative outcomes for those
free-to-play MMORPGs such as are commonly found in South Korea, as there would be no
likelihood that such MMORPG creators could negotiate or even complain successfully when

foreign ISPs block their world.

Cooper establishes that different countries’ regulators view of litigation and reputation is likely
to colour their view of what 1s ‘reasonable’ and how strict their interpretation of that provision
may be. Thus the US regulators are not scared of litigation or enforcement and so are likely to
prosecute cases more strictly, whereas the lawyer-light UK regulator is committed to alternatives
to enforcement and 1s likely to prosecute only as a last resort. UK regulators, notably the
Information Commissioner, has shown no willingness to prosecute even in the infamous case
of PHORM/BT"s illegal DPI trial (see Annex I), whereas the US regulator Federal Trade
Commissioner successfully brought strict settlements with multi-million dollar fines against
social networks misusing their subscribers’ data, notably Google and Facebook in August

2012”. In the Google case, the FT'C declared their first:

“FTC settlement order [that] has required a company to implement a comprehensive
privacy program to protect the privacy of consumers’ information. In addition, this is
the first time the FT'C has alleged violations of the substantive privacy requirements of

the U.S.-EU Safe Harbor” Framework™".

" Cooper 2013: 200-204

* Lardinois Frederic (2012) Facebook And FTC Settle Privacy Charges — No Fine, But 20 Years Of
Privacy Audits, Tech Crunch, August 10th, http://techcrunch.com/2012/08/10/facebook-ftc-settlement-
12/

* Commussion Decision 2000/520/EC of 26 July 2000 pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adequacy of the protection provided by the safe harbour privacy
principles and related frequently asked questions 1ssued by the US Department of Commerce, Official
Journal of the European Communities, 25 August 2000, 1.-215, 7-47. See also

www.export.gov/safeharbor
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The likelihood of criminal or civil prosecution for breaches of net neutrality and other abuses
of trust with ISP users are thus conditioned by the regulators’ willingness to actually enforce
regulation. In the US this 1s clearly the case, in Europe very much less so. This 1s despite the
US corporate need to satisfy European regulators that the theoretically weaker US personal
data privacy rules can satisfy European law under existing Directive 95/46/EC. As has become
apparent in the wake of the 2013 Snowden revelations, US companies are both constantly in
breach of the safe harbour themselves for corporate policy reasons, and obliged by US law
enforcement and espionage to mistreat personal data of citizens of other countries including
Europeans and Koreans. Belatedly this has become a significant issue in the renegotiation of

the ‘Safe Harbor” and the proposed European Data Protection Regulation” in 2013.
Proposed European Data Protection Regulation 2014 and ongoing Snowden inquiries

European laws are meant to protect citizens’ privacy and liberty. Directive 95/46/EC" is the
main law giving member states responsibilities and citizens data protection rights against
corporate actors. This European law sets a high standard for data protection, arguably higher
than that in the United States. National data protection agencies have a permanent joint
working group (the Article 29 Working Group) and are required to implement the Directive as
uniformly as possible, tasks including cooperating with each other and the European
Commission in a transparent manner to ensure the development of consistent regulatory
practice, contributing to a high level of protection of personal data and privacy and ensuring
that the integrity and security of public communications networks are maintained.”. The
Furopean institutions are also required by law to consider the Opinions issued on prospective
legislation by the European Data Protection Supervisor, established in 2002. Directive

2002/58/EC (the ‘Electronic Privacy Directive’)” includes measures intended to prevent spam,

" At the time of finalizing this report, the FT'C and FCC websites had been mothballed due to the
ongoing US federal shutdown. For a mirror copy, see http://www.netcompetition.org/antitrust/ftc-google-

privacy-settlement-takeaways#sthash. TVMNpXvP.dpuf

* European Commission (2012) Consultation on the Commission's comprehensive approach on
personal data protection in the European Union”, 4 November 2012, available at

http://ec.europa.eu/justice/news/consulting_public/news_consulting_0006_en.htm
69 Directive 95/46/EC.
70 Directive 2002/21/EC.

71 Directive 2002/58/EC.
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supplemented by a 2004 Communication™on spam.” The critical test in both 2002/58/EC and
1995/46/E.C 1s that subscribers have to opt for arrangements that may otherwise infringe their
personal privacy, and that sensitive data must not be passed to third parties unless authorized

and anonymized.

The new European comprehensive data protection law will amend 2002/58/EC and replace
and repeal 1995/46/EC. It 1s likely to reach the plenary sitting of the Furopean Parliament for a
full vote in March 2014, It is currently being considered in Committee and by the Council of
Ministers’ groups of national experts, and has become very complex as there are thousands of
amendments to be considered”. The draft Regulation (COM/12/11) in particular contains
Sections 42-43 relating to transfer of data outside the European Union, insisting on Binding
Corporate Rules (BCR) for such transfers to take place subject to enforcement by national data

protection regulators (NDPRs)™.
One area in which European regulators have been forced to mvestigate potential interception,
very much against net neutrality principles, is that of illegal surveillance of ISP users perpetrated

by agencies in the ‘five eyes’ multinational espionage coalition”. Note that though nation-states

72 Communications from the Commission, and Resolutions of the Council are not European
legislation and therefore non-binding on member states but have important ‘signaling” effects on

member states and companies, and therefore are termed ‘soft law’.
73 COM/2004/0028.

" For current progress on the matter, numbered 2012/0011(COD), see

http://www.europarl.europa.cu/oeil/popups/ficheprocedure.do?reference=2012/001 1 (COD)#tab-0

” For European Parliament Committee progress, see
http://www.europarl.europa.eu/Registre Web/search/simple.htm?language=EN&reference=LIBE%2F7 %
2F08739&relName=DOSSIER& currentPage=2

" COM (2012) 11 final Draft Regulation on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (General Data Protection Regulation).
COM/2012/09 final Safeguarding Privacy in a Connected World: A European Data Protection
Framework for the 21st Century. See also IP/12/46 (2012) Commission proposes a comprehensive
reform of data protection rules to increase users' control of their data and to cut costs for businesses, 25

January 2012 at http://europa.cu/rapid/press-release_IP-12-46_en.htm?locale=en

" Campbell, Duncan (1999) The state of the art in communications Intelligence (COMINT) of

automated processing for intelligence purposes of intercepted broadband multi-language leased or
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funded these activities, they were carried out with the more or less willing cooperation of
Internet companies including ISPs acting against their own users’ interests in net neutrality.
Tllegal as well as legal interception activity by ‘Five Eyes’” within European, Latin American and
other nations was exposed by the whistle-blower Edward Snowden and 7The Guardian
newspaper in June-October 2013™. ‘Five Eyes’ (or more formally AUSCANNZUKUS)
describes the cooperation between the intelligence (i.e. espionage) agencies of the Anglo-Saxon
powers during what in English-speaking countries was called the Cold War between US/allies
and Warsaw Pact/allies”. United States and United Kingdom, Canada, Australia and New
Zealand are formal partners, though other allies have subsidiary and subsequent agreements

that permit some level of intelligence sharing™.

Packet-sniffing schemes such as Carnivore, a system implemented by the Federal Bureau of
Investigation that was designed to monitor email and electronic communication, have been
active since at least 1997, Carnivore had used a customizable packet sniffer that can monitor all
of a target user’s Internet traffic. A larger-scale operation was built by various Western
governments, called FEchelon, which was mvestigated by the European Parliament in a report

released on 5 September 2001.* Intelligence agencies’ surveillance has vastly increased, as

common carrier systems, and its applicability to COMINT targetting and selection, including speech

recognition European Parliament Ref.: EP/IV/B/STOA/98/1401

" Bowden, Caspar (2013) The US National Security Agency (NSA) surveillance programmes (PRISM)
and Foreign Intelligence Surveillance Act (FISA) activities and their impact on EU citizens' fundamental

rights, European Parliament Civil Liberties Committee, 24.9.2013.

" Richelson, Jeffrey T, Ball, Desmond (1985) The Ties That Bind: Intelligence Cooperation Between
the UKUSA Countries. London: Allen & Unwin. ISBN 0-04-327092-1.

" The initial formal UK-US agreement was signed in 1947 after the successful conclusion of the Second
‘World war and just prior to the outbreak of the Korean War of 1950-53, with final partner New
Zealand joining only in 1980. See AUSCANNZUKUS (2013 undated) History, at

http://www.auscannzukus.net/history.html

" For a legal perspective on private packet sniffing, see Frieden, Rob (2007) Internet Packet Sniffing and
its Impact on the Network Neutrality Debate and the Balance of Power between Intellectual Property
Creators and Consumers, Available at SSRN: http://ssrn.com/abstract=995273 or

http://dx.doi.org/10.2139/ssrn.995273

* See Furopean Parliament (2001) Final Report on the Existence of a Global System for the

Interception of Private and Commercial Communications (ECHELON Interception System),
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exposed thoroughly by Glenn Greenwald and colleagues at The Guardian using evidence
supplied by former National Security Agency contractor, Edward Snowden®. Echelon was later
replaced by US programme PRISM™ and in 2011 UK-US joint operation Tempora (with sub-
programmes called "Mastering the Internet' and "Global Telecoms Exploitation"), which
intercepts communications in fibre-optic cables destined for trans-Atlantic transmission”. Law
in this area is rapidly outflanked by technological capabilities of public and private parties,
which has resulted in inquiries in response to the Snowden revelations, notably by the

Intelligence and Security Committee:

“Although we have concluded that GCHQ has not circumvented or attempted to
circumvent UK law... We are examining the complex interaction between the
Intelligence Services Act, the Human Rights Act and the Regulation of Investigatory
Powers Act, and the policies and procedures that underpin them, further. We note that

the Interception of Communications Commissioner is also considering this issue.”
This press release absolved GCHQ of any illegality, but a proper inquiry led by the Deputy
Prime Minister is also following in winter 2013/14.
The Snowden revelations allege illegal interception of ISP traffic, which support earlier
Furopean Parliament investigations, has been brought complaints about violations of criminal

law to the attention of the European human rights court, and national parliaments and

Temporary Committee on the ECHELON Interception System, approved September 5, 2001,

Brussels: EP, at http://www.fas.org/irp/program/process/rapport_echelon_en.pdf

* For examples, see Borger, Julian (2013) Inquiry into snooping laws as committee clears GCHQ
Intelligence and security committee also confirms GCHQ's use of NSA Prism surveillance material for
first time, 18 July 2013 at http://www.theguardian.com/world/2018/jul/17/prism-nsa-gchq-review-
framework-surveillance

* Government code name for a data-collection effort known officially by the SIGAD US-984XN

¥ See Shubber, Kadhim. "A simple guide to GCHQ's internet surveillance programme Tempora'.

‘Wired.com, 24 June 2013 at http://www.wired.co.uk/news/archive/2013-06/24/gchq-tempora-101

* Intelligence And Security Committee Of Parliament (undated July 2013) Statement on GCHQ’s

Alleged Interception of Communications under the US PRISM Programme, paragraphs 6-7.
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information commissioners”. The interception laws of most nation states do not permit ISPs to
allow or condone interception by third parties, let alone foreign state agencies. Brown provides

a useful summary of such laws in several states, including ‘Five Eyes’ signatories themselves™.

Note that the personal data of EU citizens captured by non-EU countries is subject to
European law under the 1995 and 2002 legislation as well as the new proposed law”. In the
next year, there will be profound investigations into the invasion of user traffic streams
throughout Europe, with investigations announced n the United Kingdom, Netherlands,
Belgium, France, Germany, Luxembourg and many other nations, as well as by the European
Parliament. Focus 1s thus far on foreign spying, but as details emerge of the interception
techniques used, more attention must focus on the specific national criminal violations by

agents acting on behalf of ‘Five Eyes’, notably ISPs.

‘While this type of interception is not classified as net neutrality violation, given that it is carried
out under the orders of government and 1s thus presumed to be for law enforcement, should it
be proven unlawful it will amount to interception of user personal data for illegal purposes.
Regulators may therefore need to issue instructions to ISPs and others not to cooperate with
foreign state agencies and others who instruct them to cooperate with data gathering. In
extreme circumstances, that could potentially require ISPs not to interconnect with US and
UK-based ISPs, a particularly dithicult request with which to conform but one proposed by the
Brazilian President in an Internet governance summit she will convene in April 2014”. This will
also be discussed at the Seoul Conference in Cyberspace 2013", following previous events in

London (2011) and Budapest (2012).

“ Brown, Ian (2013a) Expert Witness Statement for Big Brother Watch and Others Re: Large-Scale
Internet Surveillance by the UK Application No: 58170/13 to the European Court of Human Rights.
Available September 27 at SSRN: http://ssrn.com/abstract=2336609

" Brown Ian (2018b) Lawful Interception Capability Requirements, in Computers and Law, at

http://www.scl.org/site.aspx?i=ed 32980

* Rauhofer, Judith and Caspar Bowden (2013) Protecting Their Own: Fundamental Rights Implications
for EU Data Sovereignty in the Cloud, Edinburgh School of Law Research Paper No. 2013/28:
Available at SSRN: http://ssrn.com/abstract=2283175 or http://dx.doi.org/10.2139/ssrn.2283175

" Agence France-Presse (2013) October 9, 2013 17:31 Brazil to host Internet governance summit next

year

" See http://www.seoulcyber2013.kr/en/program/speakers_4.html
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The Organisation for Economic Cooperation and Development has also recently renewed its
privacy guidelines, and referred to the need to ensure that Internet policy conforms to
fundamental rights of users”. At the 2011 Paris meeting in which the latter declaration was
made, the Korean delegation requested that the OECD pay attention to the need for more

research and coordinated policy towards net neutrality.
Alleged Criminal Breaches of UK interception of communications related to e-privacy

The continued attempts by ISPs to intercept communications on their own networks are by
themselves legal under the law of interception. However, they may not allow others to intercept
on their behalf or grant to others the right to intercept for their own purposes. UK law 1s clear
on this point. Interception of communication is subject to the Regulation of Investigatory

Powers Act 2000 (RIPA) Section 2(2):

For the purposes of this Act, but subject to the following provisions of this section, a
person ntercepts a communication in the course of its transmission by means of a
telecommunication system if, and only if, he -

(a) so modifies or interferes with the system, or its operation,

(b) so monitors transmissions made by means of the system, or

(¢) so monitors transmissions made by wireless telegraphy to or from apparatus
comprised in the system,

as to make some or all of the contents of the communication available, while being

transmitted, to a person other than the sender or intended recipient of the

communication.

92

OECD (2013) Recommendation of the Council concerning Guidelines governing the Protection of
Privacy

and Transborder Flows of Personal Data (2013) [C(80)58/FINAL, as amended on 11 July 2013 by
C(2013)79] at http://www.oecd.org/sti/ieconomy/20 1 3-oecd-privacy-guidelines.pdf. See also OECD
(2007) Recommendation on Cross-Border Co-operation in the Enforcement of Laws Protecting
Privacy; OECD (2008) The Seoul Declaration for the Future of the Internet Economy; OECD (2011)
Recommendation on Principles for Internet Policy Making at
http://www.oecd.org/internet/icconomy/49258588.pdf. OECD (2013) also referred to European law

and the Asia Pacific Economic Cooperation’s Cross-Border Privacy Rules System (APEC CBPR).
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One element of intercepting 1s that making available some or all of the contents of the
communication to a person other than the sender or intended recipient is not permitted.
Whether some of these contents (via the channels) are made available to anyone other than the
ISP or a third party, they are avarlable to someone other than the sender/recipient. The UK

test 1s strict and requires both parties (sender and receiver) to consent.

The most controversial of all attempts by UK network owners to intercept users’
communications without consent were the experiments conducted by the behavioural
advertising company Phorm with the UK’s largest ISP, BT (and discussions with the next two
largest, Talk Talk and Virgin Media"). Phorm employs a user-tracking system by which British
Telecom and other ISPs intend to target users more effectively than Google. A variant of this
technology was first deployed widely in US wireless ISPs.” Phorm operated a behavioural
advertising system called WebWise, intending to offer its ISP and website clients a more
accurate tracking of customers’ Internet use, in order to more closely target advertising and

other marketing via that data.

Phorm used DPI to take a copy of ISP subscribers” Web browsing, in order to insert targeted
advertising. The original Phorm system trials by BT in 2006 and 2007 did not inform users or
ask for their permission.” The government department responsible for interception of
electronic communications was aware of, and tried to provide helpful regulatory guidance on,
the trals and the behavioural advertising system. It emerged in April 2009 that the department,
when contacted by Phorm in August 2007, had responded by asking ‘If we agree this, and this
becomes our position do you think your clients and their prospective partners will be
comforted?™ It appears that the consultations between the department and Phorm were
extensive and amounted to forming a collaborative view of the law, with comments such as ‘My
personal view accords with yours, that even if it 1s “interception”, which I am doubtful of, it is
lawfully authorized under section 3 by virtue of the user's consent obtained i signing up to the

ISPs terms and conditions.” In an email dated 22 January 2008, a Home Office official wrote

93 http://www.theregister.co.uk/2009/04/22/virgin_media_phorm_nma/
94 http://energycommerce.house.gov/cmte_mtgs/110-ti-hrg.071708.DeepPacket.shtml

95 Dubious value 1s given to such permission in BT internal documents, see

http://wikileaks.org/wiki/British_Telecom_Phorm_PageSense_External_Validation_report

96 BBC (2009) Home Office ‘colluded with Phorm’, 28 April at
http://news.bbc.co.uk/2/hi/technology/8021661.stm
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again to Phorm and said: ‘I should be grateful if you would review the attached document, and
let me know what you think.” The publication of this history of emails resulted in a debate in

the House of Lords in 2009. Baroness Miller stated that”:

The fact the Home Office asks the very company they are worried is actually falling
outside the laws whether the draft interpretation of the law 1s correct is completely

bizarre.

As aresult of the legal controversy that followed when the trials were made public in early
2008, the ISPs and Phorm itself agreed to insert both notification and consent into any future
trial or deployment of the technology, and BT did so for its third trial in December 2008. In
legal terms, the system 1s not just contrary to permissions required in European privacy law
under the 1995 and 2002 Directives, but also unlawful interception under the exclusively UK
RIPA. In March 2008, the Foundation for Information Policy Research (FIPR) wrote to the
Information Commissioner arguing that Phorm's system involved illegal interception contrary
to RIPA.* Citizens' complaints about the use of behavioural advertising by internet service
providers were handled by the UK Information Commissioner’s Office (ICO), the UK
personal data protection authority and the police forces responsible for investigating cases of
unlawful interception of communications. All had failed to adequately investigate the criminal
complaints, in part due to ICO’s weak powers to fine aberrant providers. The UK's
Information Commissioner ruled that a ‘technical’ breach of the law occurred in BT's 2006-
2007 trials, and had strong reservations about the nature of the explanation provided for

participating in BT's 2008 trial, but took no action.

Clayton, security expert at Cambridge University, presented a report on the system, to which
Phorm responded to ensure technical accuracy.” Clayton stated: “Examining the detail makes it
crystal clear that our earlier letter came to the right conclusion. Website data 1s being
itercepted. The law of the land forbids this.” The illegality stems not from breaching the Data

Protection Act directly, but arises from the fact that the system intercepts Internet traffic. BT

97 LINX Public Affairs (2009) https://publicaffairs.linx.net/news/?p=993

98 See FIPR (2008) Continuing concerns about Phorm, 6 April at

http://www.fipr.org/press/080406phorm.html

99 Clayton, R. (2008) The Phorm\Webwise System, at
http://www.cl.cam.ac.uk/~ rnc1/080404phorm.pdf and later version
http://www.cl.cam.ac.uk/~ rnc1/080518-phorm.pdf
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appeared to 1ignore the fact that they can only legalize their activity by getting express
permission not just from their customers, but also from the Web hosts whose pages they
mtercept, and from the third parties who communicate with their customers through Web-

based email, forums or social-networking sites.

In response to UK citizens” complaints that ICO was failing to prosecute Phorm and BT for
breaching the Directive in not asking consent for the original trial, the Furopean Commission
formally asked the UK government to explain why action had not been taken. The European
Commission is tasked with monitoring member states’” implementation of European law, in this
case Directive 2002/21/EC, the Electronic Privacy Directive (EPD) . The EU Data Protection
Directive (DPD) of 1995 specifies that user consent must be ‘freely given specific and
informed’, a formula repeated on the EPD'"". The critical test in both EPD and DPD is that
subscribers have to opt for arrangements that may otherwise infringe their personal privacy, and
that sensitive data must not be passed to third parties unless authorized and anonymized. The
EPD requires EU Member States to ensure confidentiality of the communications and related
traffic data by prohibiting unlawful interception and surveillance unless the users concerned

102

have consented to this"™. Article 24 DPD requires Member States to establish appropriate
sanctions in case of infringements. Article 28 requires that independent authorities must be
charged with supervising implementation. These DPD provisions also apply to confidentiality

of communications.

en the UK response received was unsatistactory, the EC repeated its request for

When the UK 1 tistactory, the EC ted it t f
imformation in stronger terms. When that second response was unsatisfactory, the Commission
in January 2009 threatened legal action'” and launched legal action in an infringement

procedure against the UK in April 2009 (IP/09/570). Commissioner Reding declared:

" The Electronic Privacy Directive supplemented by the 2004 Communication on unsolicited

commercial communications (‘spam’) COM(2004)0028.

“ Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of

such data: Article 2(h)
" Directive 2002/58/EC on Privacy and Electronic Communications: Article 5(1)
" http://www.theregister.co.uk/2009/02/11/phorm_eu_action_threat/

" See Press Release IP/09/570.
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“I call on the UK authorities to change their national laws ... This should allow the UK
to respond more vigorously to new challenges to ePrivacy and personal data protection

such as those that have arisen in the Phorm case.”

The Commission requested the UK authorities in October 2009 (IP/09/1626) to amend their
rules to comply with EU law, due to inadequate national legal implementation in three main

areas:

® no independent national authority to supervise the interception of some communications,
although the establishment of such authority is required under EPD and DPD, in particular
to hear complaints regarding interception of communications;

e Existing UK law allowed the interception of communications not only where the relevant
internet users have consented to this but also where the person intercepting the
communications has “reasonable grounds for believing” the consent to intercept has freely
been given under the Regulation of Investigatory Powers Act 2000 (RIPA). RIPA obviously
pre-dates the EPD. This 1s contrary to EPD which define consent as being "freely given,
specific and informed indication of a person's wishes”;

e UK laws prohibiting and providing sanctions in the case of unlawful interception were
limited to intentional interception only, whereas EU law was wider, requiring member states
to impose penalties for any unlawful interception irrespective of whether it was committed
mtentionally or not. UK law did not correctly implement confidentiality of electronic
communications, and powers to fine in sanctions for breaches by the UK Information
Commissioner’s Office (the UK personal data protection authority) were inadequate under

Article 28 DPD.

European laws meant to protect citizens’ privacy and liberty also include the Framework
Directive which lays down the tasks of NRAs, which include cooperating with each other and
the Commission in a transparent manner to ensure the development of consistent regulatory
practice, contributing to a high level of protection of personal data and privacy and ensuring
that the integrity and security of public communications networks are maintained."

In IP/10/121, the referral of the UK to the European Court of Justice reflected the

Commission's view that the UK was breaching its obligations under the DPD and EPD,

implemented in the UK through the Data Protection Act 1998 and Privacy and Electronic

" Directive 2002/21/EC, Article 8(4)f at: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L.0021:en:NO'T.
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Communications (EC Directive) Regulations 2003 respectively, stating “the Commission
considers that UK law does not comply with EU rules on consent to interception and on
enforcement by supervisory authorities”. The case therefore challenged much of the legiimacy
of the UK communications privacy regime and its powers to enforce those rules, notably by

ICO and the police forces.
Reform of UK interception law

The European Commission closed the infringement case on 26 January 2012 in recognition
that UK national legislation was amended to properly implement EU law on the confidentiality
of communications such as email or internet browsing."” Following the Commission’s 2010
decision to refer the case to the Court of Justice of the European Union (CJEU)," the UK
amended the Regulation of Investigatory Powers Act 2000 (RIPA), removing references to
implied consent if the interceptor had 'reasonable grounds for believing' that consent had been
granted. It also established a new sanction against unlawful interception in Section 1A and
Schedule Al of RIPA,™ administered by the Interception of Communications Commissioner
(ICC), who has published guidance with practical information on how it will exercise these new
functions."” The maximum monetary penalty that can be imposed by a monetary penalty notice
1s £50,000 under the amended legislation. The ICC guidance notes at Paragraph 2.15 that,

«r

I'he Commissioner shall consider serving a monetary penalty notice on a person only if,
after investigation, he is satisfied that: the person has without lawful authority intercepted a
communication; the conduct cannot be explained by an attempt to carry out an interception

warrant; and the person has not committed an offence under section 1 of RIPA.”

Criminal Investigation into BT/Phorm Dropped

106

See Press Release 1P/12/60,Digital Agenda: Commission closes infringement case after UK correctly

implements EU rules on privacy in electronic communications’.
" See Press Release IP/10/1215.

" Regulation of Investigatory Powers (Monetary Penalty Notices and Consents for Interceptions)

Regulations 2011, ST 2011/1340.

100

Interception of Communications Commissioner, Investigation of Unintentional Electronic
Interception: Monetary Penalty Notice, Exercise Of Powers Under Section 1la And Schedule A1 Of
The Regulation Of Investigatory Powers Act 2000, (2011) at

<http://www.intelligencecommissioners.com/docs/Interception_Commissioner_Guidance_RIPA.pdi®
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The conduct of the criminal investigation into the Phorm trials was finally abandoned on 8
April 2011, choreographed on the precise day upon which the legislative reform was
announced. In 2008, the City of London Police started an investigation which was referred to
the Crown Prosecution Service Complex Casework Centre, which in 2011 stated that the case

was dropped of “several public interest factors against prosecution:

e “BT and Phorm received considerable legal advice concerning the use of this software
and were advised its use was unlikely to be contrary to section 1 of RIPA. The Home
Office also provided informal advice that stated the same. Following the second trial,
BT received further and conflicting legal advice that led to it halting the covert trials. As
there was no evidence to suggest either company acted in bad faith, it could be
reasonably argued that any offending was the result of an honest mistake or genuine

misunderstanding of the law;
e “Both companies cooperated with the police investigation;

e “The behaviour in question is unlikely to be repeated. After the first two trials, BT
conducted a further single, public trial of the technology (in late 2008). Phorm now

requests the user’s consent;

e “The trial was of limited duration and limited application. The data gathered was
anonymised and processed without human intervention and later destroyed;

)

. [here has already been an investigation by a regulator, the Information
Commissioner's Office, which concluded there was “no evidence to suggest significant

detriment to the individuals involved” and took no action;
e “There is no evidence to suggest that anyone affected by the trial suffered any loss or
harm as a result;

e “Taking into account all of the above, a court would be likely to impose only a nominal

29110

penalty.

Note that factors included assessments by ICO which was itself considered by the European
Commission to have madequate powers, and the lack of significant capacity to fine the parties

for their illegal behaviour. It 1s also noteworthy that in 2009-10 ICO reprimanded the two ISPs

110

Crown Prosecution Service (2011) CPS decides no prosecution of BT and Phorm for alleged
interception of browsing data, of 08/04/2011 at http://blog.cps.gov.uk/2011/04/no-prosecution-of-bt-and-

phorm-for-alleged-interception-of-browsing-data.html
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that had decided after discussions not to trial Phorm’s system, both Talk Talk and Virgin
Media being reprimanded for their interception of subscribers’ communications, in
experimental applications of anti-net neutrality blocking of peer-to-peer and streaming services
(which will likely become illegal under the proposed European regulation in 2014). In relation
to Talk Talk, the Information Commuissioner stated: “In the light of the public reaction to BT's
trial of the proposed Webwise service, I am disappointed to note that this particular trial was
not mentioned to my officials during the latest of our liaison meetings.”"" UK authorities will
not prosecute for mterception of confidential communications by ISPs, preferring to issue

warni ngs.

The details that would be accessed by ISPs and Phorm may be illegal even with the subscribers’
consent. Committees of both the US Congress and the UK Parliament carried out inquiries
into behavioural advertising in 2009."™ Article 15 ECD has also required European member
states not to impose undue restrictions on ISPs since 2002"" which continually causes member
states to either derogate from ECD in the interests of crime fighting and anti-terrorism law or
simply ignore the provision altogether. So many features of wire-tapping and anti-terrorism law
have been passed or amended since 2001 that there would by now be several thousand

derogations across the European member states, given that interception of communications by

" Sir Christopher Graham quoted in Beaumont, Claudine (2010) Information Commissioner
reprimands Talk Talk: The Information Commissioner’s Office has criticised internet service provider
Talk Talk for failing to disclose details of a malware trial that tracked which websites users had visited,
Daily Telegraph 08 Sep 2010 at http://www.telegraph.co.uk/technology/internet/7989262/Information-

Commissioner-reprimands-Talk-Talk.html

112 See http://www.theregister.co.uk/2009/04/24/deep_packet_inspection/ on the US investigation, and
http://www.apcomms.org.uk/category/Activities/ announcing ‘Can we keep our hands off the net?’

apComms to mvestigate the role for Government over Internet traffic.

" Directive 2000/31/EC Article 15 states: “No general obligation to monitor 1. Member States shall not
impose a general obligation on providers, when providing the services covered by Articles 12, 13 and
14, to monitor the information which they transmit or store, nor a general obligation actively to seek
facts or circumstances, indicating illegal activity. 2. Member States may establish obligations for
information society service providers promptly to inform the competent public authorities of alleged
illegal activities undertaken or information provided by recipients of their service or obligations to
communicate to the competent authorities, at their request, information enabling the identification of

recipients of their service with whom they have storage agreements.
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ISPs on behalf of governments formally requires a notification for derogation from Article 15
for each of the 28 Member States whenever anti-terrorist law is reformed in this area. The
definition of the limits on general obligations to monitor - which are relevant for any
imposition of for instance copyright monitoring on ISPs by member states - were explained by
the European Court of Justice in the 2012 leading case of SABAM v Netlog NV"'. The Court
held that imposing a copyright filtering system on an ISP would infringe on the prohibition on

general obligation to monitor, and (Paragraph 48):

“may also infringe the fundamental rights of that hosting service provider’s service users,
namely their right to protection of their personal data and their freedom to receive or
impart information ...[Para. 49] Indeed, the injunction requiring installation of the
contested filtering system would involve the identification, systematic analysis and
processing of information connected with the profiles created on the social network by

its users [protected personal data]”

Note that the proposed reforms of the ECD including Article 15 were abandoned in 2012 by
the European Commission in its E-Furope Action Plan. It 1s well established that no
governmental authority or court can impose a general duty to intercept and monitor, because it

infringes privacy rights.
Other Criminal Investigations into Interception of Communications

Interception of communications has eventually been prosecuted when carried out by private
mvestigators such as those employed by Mr Rupert Murdoch’s newspapers in the celebrated
‘phone hacking’ affair which included computer hacking'’. However, this has little relationship
to net neutrality discussions, and Mr Murdoch’s ISP Sky Broadband has not been implicated

in interception of its clients’ communications.

" Case C-360/10, REFERENCE for a preliminary ruling under Article 267 TFEU from the rechtbank
van eerste aanleg te Brussel (Belgium), made by decision of 28 June 2010, received at the Court on 19
July 2010, in the proceedings Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA
(SABAM) v Netlog NV, at

http://curia.europa.eu/juris/document/document,jst?text=& docid=119512& pageIndex=0& doclang=EN&
mode=req&dir=&occ=first&part=1&cid=161927

15

See BBC (2013) Phone hacking: Arrests by investigation, 13 June at http://www.bbc.co.uk/news/uk-
politics-17014930
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Note that individuals can bring complaints about alleged illegal interception by public
authortities to the Investigatory Powers Tribunal, which publishes its most notable rulings on its
website"’. However, complaints about private parties including ISPs cannot be brought to the
Tribunal, but instead to ICO or the police. It confirmed the analysis by Bowden'” and Davies
that UK law as implemented fails to protect citizens from interception, whether by government

or private company, and heralding the European Parliament’s decision to:

“hold a full inquiry into US surveillance programmes, including the bugging of KU
premises... It urged them to examine whether those programmes are compatible with
EU law. This element of the inquiry could open up a number of sensitive Signals
Intelligence relationships between Europe and the US - particularly the close

operational partnership enjoyed by the US, Germany and the UK.”"

It should be noted that criminal law enters the net neutrality debate in the field of
counterfeiting and copyright. Civil lhability includes potential to pay damages for every
copyrighted item copied, for attorney fees for copyright holders pursuing the case, and for
exemplary damages for such ‘wilful’ abuse of copyright. By contrast, until 2012, it was assumed
that criminal liability would be limited as ‘in exercising its power to render criminal certain
forms of copyright infringement, [the United States| has acted with exceeding caution.””
However, the proposed extradition to the United States following the January 2012 arrest of

MegaUpload executives in New Zealand has caused some surprise and uncertainty in the

116

See http://www.ipt-uk.com/sections.asp?pagelD=73&section]D=19&type=rulings noting “That
procedure runs no risk of disclosure of any information to any extent, or in any manner, that is contrary
to or prejudicial to the matters referred to in section 69(6)(b) of RIPA and [Investigatory Powers

Tribunal Rules (Statutory Instrument 2000 No. 2665)] rule 6(1)”.

" Bowden, Caspar (2013) PRISM: The EU must take steps to protect cloud data from US snoopers,
The Independent 10 July 2013 at http://www.independent.co.uk/voices/comment/prism-the-eu-must-
take-steps-to-protect-cloud-data-from-us-snoopers-8701175.html

" Davies, Simon (2018) European Parliament votes to hold inquiry into US spying 4 July 2013, at
http://www.privacysurgeon.org/blog/incision/european-parliament-votes-to-hold-full-mquiry-into-us-

spying/

" Dowling v United States, 473 US 207, 222 (1985).

367



gt Z2IM(Net Neutrality)2t SAH|UESO| 25 SIAPRY

application of criminal law,” as it follows a 2005 restatement of enforcement policy.” The
‘wilful’ requirement in criminal law must be proved beyond reasonable doubt.” Nevertheless, a
. . . . e . . .
more aggressive prosecution of counterfeiting and other ‘piracy’ (sic) websites was signalled in
2011 with the taking down of domain names belonging to suspected overseas ‘rogue sites’.”
The cooperation of several national police forces in the Mega Upload case indicates a more
general trend towards aggressive policing of counterfeiting. This overtook the controversies in

the latter half of 2011 over US Congress and Senate versions of a more aggressive anti-

infringement Bill."”!
Conclusion: Regulatory Problems in Implementing Net Neutrality

The net neutrality privacy problem is not a lack of regulatory tools per se, but potentially a lack
of forensic skills to analyse the potential consumer harms that can be created by unjustified or
‘unreasonable” discrimination. Because net neutrality raises a set of new issues for regulators,
the necessary skill set needs to be acquired and developed in consultation with other national
and international regulators. It 1s important that governments consider where best the issue 1s
regulated, by telecoms regulator or by ministry. Regulators can monitor both commercial
transactions and traffic shaping by ISPs to detect potentially abusive discrimination. No matter
what theoretical legal powers may exist, their usage in practice and forensic gathering of
evidence may make the regulatory task very burdensome. DPI is a technique that may be both
unreasonable and invasive of user privacy, and it may be that information/privacy

commissioners are best placed to investigate such potentially criminal breaches of user rights.

120

See Department of Justice Office of Public Affairs (19 January 2012) Justice Department Charges
Leaders of Megaupload with Widespread Online Copyright Infringement.

“ US ATTORNEY BULLETIN (2005) Novel Criminal Copyright Infringement Issues Related To
The Internet available at <http://www.cybercrime.gov/usamay2001_5.htm>.

* See US Attorney Prosecuting IP Crimes Manual, Criminal Copyright Infringement Issues, SIL.B.2
(2006), available at <http://www.cybercrime.gov/ipmanual/02ipma.html#I1.B.2.a>.

" See Affidavit in Support of Application for Seizure Warrant Pursuant to 18 USC §§2323, 981,

United States v Domain Names (defendants in rem), (31 January 2011) (No 18 MAG 262).

* See Law Professors (2011) Letter in Opposition to “Threats to Economic Creativity and Theft of
Intellectual Property Act of 2011” Draft 27 June 27 2011, available at

<http://www.scribd.com/doc/59241037/PROTECT-IP-Letter-Final>.

368



=]
RE

Currently, neither is it a requirement for most ISPs to notify customers when they block vital
P2P-distributed applications, nor are the security reasons given within the remit of typical
economic telecoms regulators. The increasing use of behavioural advertising by third parties 1s
also very concerning to privacy regulators, and any cooperation between ISPs and third parties
to share such revenue is likely to need explicit consent of all ISP users, following the precedent
of the Phorm case and European opinions recently issued about behavioural advertisers'™.
Where the security reasons given by ISPs for blocking P2P tratfic, which carries malware and
other harmful content, is typically the concern of the Ministry of the Interior (UK Home
Office) and occasionally the Ministry of Industry, the regulator defers to these senior agencies
because it has little technically specific knowledge of data security.” More joined up regulation

is needed with urgency in this field.

* Recommendation CM/Rec(2010)13 of 23 November 2010 of the Council of Europe Committee of
Ministers to member states on the protection of individuals with regard to automatic processing of
personal data in the context of profiling; Article 29 Working Party WP203, 00569/13/EN Opinion
03/2013 on purpose limitation: p45; Article 29 Working Party (2011) Letter addressed to Ms Le Bail to
deliver input to the Commission on the current practices at national level, the problems encountered in
implementing the Directive as well as some suggestions for improvements or changes in relation to
special categories of data (“sensitive data”), notification and the practical implementation of the Article
28(6) of the Directive 95/46/EC of 20.04.2011; Article 29 Working Party (2011) Opinion 16/2011 on
EASA/IAB Best Practice Recommendation on Online Behavioural Advertising WP 188 (08.12.2011);
Article 29 Working Party (2011) Press Release Brussels, 15 December 2011: “adherence to the
EASA/IAB Code on online behavioural advertising and participation in the website
www.youronlinechoices.eu does not result in compliance with the current e-Privacy Directive”.

* See Brown, I. Edwards, L. and Marsden, C. (2006), Legal and institutional responses to Denial of
Service Attacks, Communications Research Network/Department for Trade and Industry joint seminar
on Spam/DDoS$, 13 November, at
www.communicationsresearch.net/object/download/1846/doc/marsden-edwards.ppt and on file with the

author.
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Annex: Government Interception of Communications Data: UK Inquiry

The Interception of Communications Commissioner (ICC) has submitted Annual Reports to
the Prime Minister in the summer after the conclusion of the previous calendar year, with the
latest issued in July 2013 reporting on calendar year 2012". Despite the urgency of the public
revelations of the potentially illegal use of Tempora programmes by GCHQ in June 2013, the
ICC announced that he would publish their investigation into the GCHQ use of Tempora to

tercept communications in the 2013 annual report in July 2014:

“IICC] 1s required by section 58(4) of RIPA to report annually to the Prime Minister.
The Prime Minister lays the report before Parliament except for any sensitive parts of it

99128

which he decides to exclude under section 58(7).

He further explained that “my role is defined in Section 57(2) of RIPA. I am not appointed or
authorised to oversee all of the activities of the intelligence agencies, only those specified in
Section 57(2) of RIPA. Part I Chapter 1 of RIPA provides the statutory authority for lawful
interception that takes place within the British Islands. I can confirm that I am currently
conducting an investigation into the various recent media reports relating to disclosures about

interception attributed to Edward Snowden.”

Much of the relevant intercepted data is metadata, which is more usetul to intelligence services
and behavioural advertisers than content of communications which 1s not machine-readable
and therefore too time-intensive to usefully be examined in large volumes. Part I Chapter 2 of
RIPA 2000 covers the acquisition and disclosure of communications data (rather than the

content of the communications). The ICC explained that:

“I considered carefully the recommendations made by the Joint Committee on the
Draft Communications Data Bill... The annual inspections under Part I Chapter 2 of

RIPA will commence in January 2014.”

Therefore some element of scrutiny of public authorities’ use of metadata will commence and
be reported m July 2015. Metadata 1s also a key concern of the Article 29 Working Group in

its 2013/14 study of reform of European e-privacy law"™.

127 HC 571 2012 Annual Report of the Interception of Communications Commissioner, Ordered by
the House of Commons to be printed on 18th July 2013, SG/2013/131

“ICC (2013) Sir Anthony May’s response to the Article published in the Independent, 16 July 13, at
http://www.iocco-uk.info/sections.aspPsection] D=8& chapter=4&type=top

" For instance see Article 29 Working Party (2010) Opinion 2/2010 on online behavioural advertising WP 171, at
p7 (22.06.2010): “Article 29 Working Party 1s deeply concerned about the privacy and data protection

implications of this increasingly widespread practice.”
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