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RIDE TIME DISTANCE

"1:09:37 33.20

9:18
SPEED REMAINING

1140 0.15

km/h
AVERAGE SPEED CALORIES

28.61 913

B km/h
AVERAGE SPEED FASTEST SPEED

., 22.27 76.96

Current Split km/h

1:09:37 715 ~ A 33.20 lGPS Done 2013. 7. 10. 19:39
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http://www.Flneapps.co.kr/ is not available - Chromium B B

| http://www.fineappsco s x

@ e ¢ [[:] www.flneapps.co.kr

This web page is not available @ chromium

The server at www.fineapps.co.kr can't be found because the DNS |look-up failed. DNS is the network service that transiates a
website's name to its Intemet address. This error is most often caused by having no connection to the Intemet or a

misconfigured network. It can also be caused by an unresponsive DNS server or a firewall preventing Chromium from accessing
the network.

Here are some suggestions:
Reload this web page later.
Check your Internet connection. Reboot any routers, modems or other network devices that you may be using.
Check your DNS settings. Contact your network administrator if you're not sure what this means.
Try disabling network prediction by following these steps: Go to the Chromlium menu > Settings > + Show advanced
settings and deselect "Predict network actions to improve page load performance.” If this does not resolve the issue, we
recommend selecting this option again for improved performance.
Add Chromium as a permitted programme In your firewall or antivirus software's settings. If it is already a permitted
programme, try deleting it from the list of permitted programmes and adding it again,
If you use a proxy server, check your proxy settings or contact your network administrator to make sure the proxy server
Is working. If you don't believe you should be using a proxy server, adjust your proxy settings: Go to the Chromium

menu > Settings > + Show advanced settings > Change proxy settings... and make sure your configuration is set to
"no proxy” or "direct.”

Eror 105 (net::ERR_NAME_NOT _RESOLVED): Unable to resolve the server's DNS address.
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iy
How China Blocks the Tor
Anonymity Network

Security analysts reveal the inner workings of China's efforts to
block the Tor anonymity network—and how to get around this
censorship.

L} Scanners

Tor bridge

The Tor Project is a free network run by volunteers that hides users' locations and usage from
surveillance and traffic analysis. Essentially, it provides online anonymity to anybody who wants
it.

Source: http://www.technologyreview.com/view/4274 | 3/how-china-blocks-the-tor-anonymity-network/
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Source: http://www-news.uchicago.edu/releases/06/images/060807.networks-2.jpg
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o = EZ(Protocol)

pl‘OtO'COl = HFe + CIOS} X%}

0|24 [lproutaka:l-kal]l « e A=4 [lpravtakol] « o 2| wes)| oy

52/0{/8tel0| [EHAH decorum, propriety, etiquette, ... G &2

:"» 3 [c1 (93%&1 ngzi s*l aer
Sttt sty et monst. 7~ Ykqal ¢13F 7 =4
TEETIER IR, D WEal 91 T ok L

SAHE | £4LEOL | YBM | AL | X8 | AAMH clgEg+|| T ~| &
SAt
DAL

1. (U] 2 2/, 2|F
a breach of protocol «
om o] #¢t
the protocol of diplomatic visits «

Q)@ g Ate| ofH

2. [C] (HE 80]) (=22]) = HeH; (Releh-x=oe|) 25 §o
the first Geneva Protocol «
Hulgp =2f =0t
A
Itis set outin a legally binding protocol which forms part of th eatp 'E’| L’“O’" [;'1 15" 7 l"' I Dl—i
IAE 2 Zof0l de OlRE, WA AAA0| U 25 YA RD °r=omcr

HEEALE LB 75150 7*%—%

=

o

=X:Oxford Advanced Learner's English-Korean Dictionary

13 78 25¢ =52Y



®—_'2 UDP, ARP, FTP, HTTP, ICMP,
PPP 5 T4




UES S A A

cll€1915

Layer 4

Layer 3

Layer 4
Layer 3
Layer 2 Layer 2
Layer 1 Layer 1

End host

Layer 2

Layer 1

Layer 2

Core of network

Layer 1

End host

|

— Higher layers

— Lower layers

13 78 25¢ =52Y

35



QIE{ Ll 2|0j0ojY 143

Application

Transport

Internet

Link

Internet

Application

Transport

End host

Link

Internet

Link

Internet

Core of network

Link

End host

36



cllClo12t =2 EF

Layer

Application

Structure

e

Protocols

Transport

\ [ [/

HTTF, SMTP

5?‘

Internet

5\ f;

TCP, UDP

gv

Link

IP

=
ééés

Ethernet, ATM

13 78 25¢ 50¢

37



=
I=E=E €

Application @ @
layer Application-
Tranfg);er: specific
g7t General
Link layer
End host 1 Core of network End host 2

13 78 25¢ =52Y

38



End-to-end

End-to-end

Hop-by-hop
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Computer A

------------ p Virtual communication

Computer B

Computer C

p Actual communication
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Layer 2
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Advanced Rest

Client

Request
Socket
Projects
Saved
History
Settings
About

Rate this
application ¥

Donate

& Save Open

¥ http://www.naver.com

(&) GET

Raw

POST (PUT PATCH(  DELETE HEAD OPTIONS Other

Form Headers

Add new header

Status

Request
headers

Response
headers

Raw

Clear Send

200 OK Loading time: 29 ms

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_4) AppleWebKit'537.36 (KHTML, like Gecko) Chrome/28.0.1500.71 Safari/537.36
Content-Type: text/plain; charset=utf-8

Accept: */*

DNT: 1

Accept-Encoding: gzip deflate sdch

Accept-Language: ko-KR k0;9=0.8.en-US;q=0.6,en.q=04

Cookie: npic=Z2CsKjf4aHitSB8yGz4EelpmIGBoY3aXkChitdJwijved)q2TgVPguLxT8uho2/yiCA==

Server: nginx

Date: Thu, 25 Jul 2013 05:41:26 GMT

Content-Type: texthiml; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Cache-Control: no-cache, no-store, must-revalidate

Pragma: no-cache

P3P: CP="CAO DSP CURa ADMa TAla PSAa OUR LAW STP PHY ONL UNI PUR FIN COM NAV INT DEM STA PRE"
Content-Encoding: gzip

Vary: Accept-Encoding User-Agent

Parsed Response

Open output in new window Copy to clipboard Save as file Open in JSON tab

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd
<html xmlas="http://www.w3.org/1999/xhtml" lang="ko" xml:lang="ko">
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Ct 9Ci(header)2ts HEXIRE SEY
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o oHE ¥ %K Ak rfL (Sequence)
o oL UEL "LolfAE 333 AHE L1240l RRITHOF MO (POVE)

o oHel %'J'i'f\l & bbhelR (Souvce addvess )
o oHE ceerbs B2y qboFiHfL (destination address)
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e 0o \ demoOl.pcapng [Wireshark 1.10.0 (SVN Rev 49790 from /trunk-1.10)]
File Edit View Co Capture Analyze Statistics Telephony Tools Internals Help \

COANA ERXR A ¢ wTFL[EE QAQAQARN FVH% B |

Filter: |arp w | Expression... Clear Save ‘
No. I Time | Source Destination | Protocoll Lengthl Info
582 6.520484000 EfmNetwo_ac:84:cd Broadcast AFRP 60 who has 192.168.255.27 Tell 192.168.255.1
1382 1.520567000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
2063 2.520610000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
2899 3.756897000 EfmNetwo_ac:84:cd Apple_87:5d:3e ARP 60 who has 192.168.0.207 Tell 192.168.0.254
3.756953000 3e EfmNetwo_ac:84:cd ARP 42 192,168. at 7c:c3:al:87:5d:3e
6792 10.657342000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
7036 11.657178000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
7045 12.657233000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
12053 22.153967600 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
12726 23.153922000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
13387 24.154014000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
15375 28.078514000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
16111 29.078533000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1
16772 30.078566000 EfmNetwo_ac:84:cd Broadcast ARP 60 who has 192.168.255.27 Tell 192.168.255.1

YOOANUTNTOD IWMOVIULLAVIT FITVLVULYL LT OpLys
Hardware type: Ethernet (1)
Protocol type: IP (0Ox0800)

O ™| Target MAC address (arp.dst... { Packets: 18330 - Displayed: 14 (0.1%) - Load time: 0:00.247

Hardware size:

6

Protocol size: 4

Opcode: reply

(2)

Sender MAC address: Apple_87:5d:3e (7c:c3:al:87:5d:3e)

Sender IP address:

162.168.0.20 (192.168.0.20)

Target IP address: 192.168.0.254 (192.168.0.254)

0000 00 08 9t ac 84 ¢d 7c ¢c3 al 87 Sd 3e 08 06 00 01
0010 08 00 06 04 00 02 7c ¢3 al 87 Sd 3e cO a8 00 14
6020

cO a8

00 fe

S

1 Profile: Default
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@ QIE{LI0| HAte AREO|E BE IP FATHYUS
@ U[EQIE Sofj 1 e B E XRO|E HUE
Za} uts 20| P 34 YHE IHH

& &AA

139 78 252 20Y



@ 32H|E O|XIA it

@32H|EE SHIE X 47328 &

@ F2EE 25671 =Xt &Y 75 (0~255)
@t %: 0.0.0.0 ~ 255.255.255.255
@ipconfig FHO| = &QII}s




config

I‘I E G C¥Windows¥system32#cmd exe

C:WsersWjungpyoipeconfiyg

localdomain

feBB::1c46:3c4B:794d:8ab2%11

J4 2= L . . . . . . . .z 192.168.247.128
MEW OIAT . . .. .. . : 255.255.255.8

192.168.247.2

I I 1S O & isatap.(99E85B96-3D6D-4481-AA41-55A55B11AA95) :
;El- b | ICJO] &€l . . . . .. ..z 0/Cl0 A2 B&

}

= 2001 :9:4137:9e76:28dc:3h5h:3f57
, = TE IPvb A . . . . = FeBB::28dc:3bS5h:3F57:87F%13

: OICIf B<

: localdomain

SilsersWiungpyo >

:87f

139 78 252 20Y
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P =A Mg

@ MA IP =& ETF &=
|ANA(Internet Assigned Numbers Authority)7|' '6|'D:| ,
U= T=AHUTSHO| &

AL O —

@!P F29 F4E= 2732, F 40 =
BEETHEE (58U IP )

@UICIOZ IP =4 Z A, MELI OFA
3 LA T AHE (AL IP F=2)




T E

® ZE(port)= AREIM X127t S0
T =2iAel 2T A STEAH
TE HDE A = o

‘-_rl-i-fé.* =S AR50 X2 S Mg UHAHS

® 1°1|*1 1 02477f7(IL -'_lol(WeII known)tH=
O|H IANAZ} &g (9) http - tcp/80, ftp -
tcp/20&21, dns - udp/53

@ (Cll) MPgT™ A|7[ 4! H? XF A|F|Al B?




TCP/UDPS| XE HE

7143}, f2| 25| ¥pARH.

# 2T ZEE(well-known port)= S8 LAME 2I3HA] IANAGIA EEeH TCP S UDP ZE HEo| YK OICL APIHCZ ZE BisE= CFI 20| M 7HX| 2
LHs %= Uct
o 0% ~ 1023%H: & ¥Y2{ZI ZE (well-known port)
o 10248 ~ 49151%: SE = ZE (registered port)
e 491529 ~ 65535%: &% EE (dynamic port)
222 FH2 AE 2 MA<2 2% B LT ZES G FE AT0| UAO{OF BICL

O] gi=E ZHH22 X|IYE A2 OfL|04, IANAS| ANCHY #O|C 7tF 24t ZE HS & A2 AHESHX| B2 CHE 852 AF8SI7|= Bt 0] 3%, ERO0| §
Ot 22 Z2YS0| Ye|XQ SHo= ZES BF00 AH8dts d9% AUCh

ze 2 o
O/udp  O1%E; ABOIA| U 24
1tcp TCPMUX (TCP ZE AH|A HE|Z2A) 2
7tcp  ECHO Z2EF 2
7/udp |ECHO Z2EE 34
9/tcp | DISCARD Z2ER By
9/udp DISCARD Z2EZ 24
13/tcp |DAYTIME Z2EF 34

OR
it

13/udp DAYTIME Z2EZ

»17/tcp “QOTD (Quote of the Day) Z2EZ

.19/tcp AVCHARGEN (Character Generator) E2E &
19/udp |CHARGEN Z2E3

20/tcp FTP (Y F4 ZEED)- A2 BE

21/tcp FTP - Hof (¥) ZE

'22/tcp 'SSH (Secure Shell) - ssh scp, sftp’ef° E§ =% EXE Zd
23/tcp WY D2ESD - PSS Y YAE §A

= || 2

>

e

>

T

"ok | Ok |OF | OB | OB | OB | OH |
>

Source: http://ko.wikipedia.org/wiki/TCP/UDP%EC%9D%98 %ED%8F%ACKED%8A%B8 %EB%AA%AINEB%A %D

131 72 259 22 5


http://ko.wikipedia.org/wiki/TCP/UDP%EC%9D%98_%ED%8F%AC%ED%8A%B8_%EB%AA%A9%EB%A1%9D
http://ko.wikipedia.org/wiki/TCP/UDP%EC%9D%98_%ED%8F%AC%ED%8A%B8_%EB%AA%A9%EB%A1%9D

DNS

@ DNS = Domain Name System(Service,
Server)

® 7|°*vr7| e IP =28 QOIU=E EAF F2=
=] SHES AlﬁFél
(UII) e 2219(@119.205.242.165 &}
E111I°I7<I ZAIF213.218.197.125 2}™H?

® DNSE M| 55t= MHE UIYAHSt2 &

@ |SP7I M| 30H= YA 20| OpenDNS,
PublicDNSE Afg8¢e 4~ !

13 78 25¢ =52Y

50


mailto:2219@119.205.242.165
mailto:2219@119.205.242.165

Source: St=QIE{Lll

13 78 258 522

d8 22 E= ol MA

(RE)
R7IEEE| A =02 S HEE| A 02!
Jp .cn .net | .com .biz
SIS XIRIM IR XM IR XM
Lﬁ)ﬁomat?kra/l ‘ 'COJ [.QOJ { or J ‘ C?III)JED!I?_'}g&aJ | flll)cr{avcrl'.gmg’

B

| |

S|Y2RE MY

0ll) samsung.co.kr

S|YEXE MY

0il) president.go.kr

S|YEXIR2 MY
0il) kisa.or.kr

30
o?;

http://krnic.or.kr/jsp/dns/dnsInfo/dnsInfo.jsp

51


http://krnic.or.kr/jsp/dns/dnsInfo/dnsInfo.jsp
http://krnic.or.kr/jsp/dns/dnsInfo/dnsInfo.jsp

Source: http://arstechnica.com/tech-policy/201 1/05/dns-filtering-absolutely-the-wrong-way-to-defend-copyrights/

” -~ - Get link to www.example.com
-~ STEP TWO
i - Where is www.example.com?

The Internet

Authoritative DNS /H

STEP ONE
- Search for "pirated free movie”

emmm DNS Traffic se—

we  Web Traffic » w= w= «

STEP THREE
- Where is . COM TLD?
STEP FOUR

- Where is authoritative DNS for
Points NOT COVERED By PROTECTIP example.com?
A - End user software STEP FIVE
F - Authoritative DNS servers (off-shore) B - What is the IP address of
G - Providers hosting content www.example.com?
H - Internet access to the content STEP SIX

- Return this IP address to the
user

STEP SEVEN

- User connects to

13 7€ 25 2o
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http://arstechnica.com/tech-policy/2011/05/dns-filtering-absolutely-the-wrong-way-to-defend-copyrights/
http://arstechnica.com/tech-policy/2011/05/dns-filtering-absolutely-the-wrong-way-to-defend-copyrights/

e OO0 N jungpyo — bash — 93x50

JPMPA13:~ jungpyo$ dig www.google.com

; <<>> DiG 9.8.3-P1 <<>> www.google.com

global options: +cmd

DNS D'IAH ;3 Got answer:
c ;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 29422
E O _9_ ;3 flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 4, ADDITIONAL: 4
i I o

;3 QUESTION SECTION:

. L ;www.google.com. IN A
dig =

;+ ANSWER SECTION:

I k www.google. com. 42 IN A 74.125.235.81
n S OO u p www.google.com. 42 IN A 74.125.235.82
www.google.com. 42 IN A 74.125.235.83
www.google.com. 42 IN A 74.125.235.84
www.google.com 42 IN A 74.125.235.80

‘ I I I I: ;3 AUTHORITY SECTION:
O _9_6 google.com. 146442 1IN NS ns2.google.com.
o google.com. 146442 1IN NS nsl.google.com.

google.com. 146442 1IN NS ns4.google.com.
; I EI-OI google.com. 146442 1IN NS ns3.google.com.
AL T L

;3 ADDITIONAL SECTION:

nsl.google.com. 322473 1IN A 216.239.32.10

ns2.google.com. 322473 1IN A 216.239.34.10

ns3.google.com. 319896 1IN A 216.239.36.10

ns4.google.com. 319896 1IN A 216.239.38.10

;3 Query time: 54 msec

;3 SERVER: 168.126.63.1#53(168.126.63.1)
;3 WHEN: Thu Jul 25 16:24:27 2013

;3 MSG SIZE rcvd: 248

13 78 25¢ =52Y 53



root name server

Letter ¢ IPv4 address 5
A 198.41.04
B 192.228.79.201(ete 1iE]
C& 192334.12
D& 199.7.91.13[0te 3i[7)
E 192.203.230.10

F&@ 19255.241

G 192112.364

He? 128.63.2.53

I 192.36.148.17

J 192.58.128.30(note 4]

K& 193.0.14.129

L&  199.7.83.42(note 5)(10]

Me? 202122733

IPv6 address

AS-
number?

2001:503:ba3e::2:30 AS26415

N/A

r\,,A[note 2]

2001:500:2d::d

2001:500:2f::f

N/A

AS4

AS2149

AS27

AS297 &

AS3557

AS5927

2001:500:1::803f:235 AS13

2001:7fe::53

2001:503:¢27::2:30

2001:7fd::1

2001:500:3::42

2001:dc3::35

AS29216

AS26415

AS25152 7

AS20144 &7

AS7500 &7

Old name

ns.internic.net

nsl.isi.edu

c.psi.net

terp.umd.edu

ns.nasa.gov

ns.isc.org

ns.nic.ddn.mil

aos.arl.army.mil

nic.nordu.net

Operator

Verisign

USC-ISI

Cogent Communications

University of Maryland

NASA

Internet Systems Consortium

Defense Information Systems
Agency

U.S. Army Research Lab

Netnod

Verisign

RIPE NCC

ICANN

WIDE Project

L L2

Location
#sites (global/local)™

Distributed using anycast
6/0

Marina Del Rey, California, U.S.

0/1

Distributed using anycast
6/0

College Park, Maryland, U.S
1/0

Distributed using anycast
/11

Distributed using anycast
2/47

Distributed using anycast
6/0

Aberdeen Proving Ground,
Maryland, U.S.
2/0

Distributed using anycast
38

Distributed using anycast
63/7
Distributed using anycast
5/13

Distributed using anycast
137/0

distributed using anycast
5/1

Software $

BIND

8IND

BIND

BIND

BIND

BIND 98]

BIND

NSD

BIND

BIND

NSDI®]

NSDILL

B8IND

13 78 25¢ =52Y
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KISA, $I=20{| DNS R EAH §x|

2012.03.15

El@ole O W Tweet 0 R +1/ 0 Sharo u = [

A|l432} ICANN 3]2|0f| 23t KISA(SHEQIE{UIZIZ R )7t AE|E 323 ICANN O|ALS] 8|41} £ & &
AE R [CANN CEO2I2| SiLHE £33l DNS(Domain Name System) £E(Root) AHE =20 4|3
Cta1 Siict.

S EAMB= £of2lo| 2 (www.kisa.or.kr)2 IPFAZ2 s FT= =49
Aoz NMMAHSZ AolA MZLX| 13742 & AMB{7} o0, A

20124 38 #Xf 283747} QUct.

\/

José Meeting

ICANN 43 San

{
KISA ‘&b
i ICANN
11-18 March 2012 | Costa Rica

18{= Lo SHAB{o|o, LREAMB{ 2] 22 ICANNOAM 2E 35t
, JRE, MR E & 3712 S XA 87} 7+ 5 c}.
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HENR

283

Guard-Zone2 LIEQI7EXPPE 71002 HAVIE N SRYEE Y2YXOR 292 FAY + UE End Point AZH
ARH SRS S ZA 4 U &84 Yuc

Guard-Zone

ALAYTA /82

s

[ | AAY Y

AHYsE

o I

Al

Guard-Zone AMH+4

Sor2x;
> Application AjtH
SR ¥ 20 , P DB A
g P URRE MY

AHYSE

g
Agent

AFARRI} (= ERERGR)

[ wiviv (g o) | l

23S 9IE{jRbpe

= MS Office, ORHOI2HE £ HE{D|E &2

o 23 00| X|, SAUX, ALBXIY, BHEIOHE, ZTIE{O|F Soll cheiA
HIE MY £ 8

= TRIE S210|H PCL6EY M

I stkvig (FEmgs)

» On-Line EX|7|S
| £ 2l

= MY EX - SMTP (Outlook), HTTP (Z& Web Mail ALHHIY &)
= Dj|AIX] MRS H - MSN, NateOn, U2(Paran), Touch(Daum),Yahoo 8§
= 7[€} §X ~ P2P, 7|EFESIE, 7|EHMLIX], FTP, SFTP, Telnet §

| &4 %4

o TERIRICE - OS2/ WebZ 2 A RITHOLIX],P2P T3IE §)

= HROIY RIT - oI/ XPEHUY S B0 RIS OEs

» ANOIZXIEH- i + HSOY Packet 7|1Z2] Size RITh hitps XIC

o HE IUEY - oY 28 ¥ R0, XL S %
RO, XY Wil d2Ess ARmY

| CI/mAA 2L ER

s ClientPCOlIM 28 X HS(PCHT)
= ARY - 2| HESI FELU0| 2a530| 20| @ DBAH HSXE
« 2T YWY - ERUE AR SRUEE HAYRSAIZ
AESI( S0 B4 ER(SY)
» A2 W - XPY oidX Ci2HEE R AR
ALY ofiAIX D2 EF ¥A XHE(EY)

| YESYI Z2HA EXIIS

o AR SRE Z2 A0 2151A HY 7Hs(White List E4))
- P2, WebHard § 2E HEHI Z2MA (j¥

« SiBE E2MA0] i3t T 4
- Ojgie] Ch22E 38 & YRE X|Et
- U2C $E8 & RE YSC OjY HE FLEHY

» Z2MAXICH- QRC T - URC B WEZLIEYS
3T BUS SN S 2242 USRI

| ZE&H|7Is

» PRIM(FAORIESE) BA| 4¥7Fs

= SIBEY - T IP/Port RITHIEROlIA X|ZE MU|A Portd! 318
= RICHEH — T34 IP/Port H{ZHEROIIM XIEE AMu|A Portdt |
» TEYH - 2|2 E IPIn/Out Port A|ZH/ QUM 2|75

13 78 25¢ =52Y
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IPES O =A4| = VPN

NAVER x| liN I 'Im SHzy | 13U

XI&INE  X[AHasA X[90zA @ 2TQsA | 2EARE | XN AREE | XIAIN HAE | DJOIX[4

& KAQBA -~ > HFEHSY v - UM - + 220t

IPE CI27| 2ot 22| &Ko 'E-I"il,,l 20 G2

bd 42 P4 TUSORE 33.3% 2007.10.2 T B2 x3|29,581

0

4

StuoM =ESS ARSI AFLICL

St APE AMESICIM YR IP7L U0l 0[Z10| Ofot nKFHOAM HYAOIE &0 H&E == UES
Qo= = ELICh

A 0O}E Direct IP(www.posdip.com)QA == 3¢ 28 HBC2 K& IPE AIRIUE Al0l= 40| &0
2,

3G F2HE0| L) %ty MB|AE AlEst2{L| Op7kZ TO0| RAX|TOF U0 AL

T CHE YEYoZ IPE Cl27 Y%= YE2 Xl 338M 222 SELUICHL (B8 FEER)

AT XA IN 2 ES2| BES 7ICE L CL——
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@ IHotspotShield b

By AnchorFree VPN BENEFITS PLATFORMS SUPPORT

Hotspot Shield Free VPN Service

Protect Your Privacy. Bypass Internet Censorship. Secure Your Internet.

-

Free - - ~ Faster!
- 24/7 Suppor
download /  7-day Trial pport

No Ads!

Buy Now
Most trusted VPN service with more than 150 million downloads!

AS SEEN IN

Ehe New Hork Eimes CNN] FISTGMPANY QX WAL STREET JOURNAL

Key Benefits of Using Hotspot Shield Personal VPN iPhone & iPad
VISIT APP STORE

Hotspot Shield VPN is a versatile internet security and privacy solution. In addition to

protecting you from dangerous online threats, it also protects your privacy and enables Android

you to access any blocked websites and content. Our VPN client is available both as a * VISIT GOOGLE PLAY
free VPN service and a paid Hotspot Shield Elite subscription.

13 7€ 25 2o



Anonymity Online

Protect your privacy. Defend yourself

Home About Tor

% Tor prevents anyone
from leaming your
location or browsing

against network surveillance and traffic habits.

analysis.

o r

’\ Download Tor =

What is Tor?

Tor is free software and an open network that
helps you defend against a form of network
surveillance that threatens personal freedom
and privacy, confidential business activities and
relationships, and state security known as
traffic analysis

Learn more about Tor »

» Toris for web browsers,
instant messaging
clients, remote logins,
and more.

» Toris free and open
source for Windows,
Mac, Linux/Unix, and
Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network of
relays run by volunteers all around the world: it
prevents somebody watching your Internet
connection from learning what sites you visit,
and it prevents the sites you visit from learning
your physical location. Tor works with many of
your existing applications, including web
browsers, instant messaging clients, remote
login, and other applications based on the TCP
protocol.

Get involved with Tor »

Documentation

13 7€ 25 2o
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Tor node

E) How Tor Works: 1 e

Alice

-~ - Bl . - -
— ———em e

4 Step 1: Alice's Tor
client obtains a list
of Tor nodes from

a directory server.

unencrypted link
—p encrypted link

Tor %t

The solution:
a distributed,

anonymous network

E) How Tor Works: 2 €7 Tornode

. « = unencrypted
—p @ncrypted lin

Alice
- i B =

Step 2: Alice's Tor client
picks a random path to
destination server. Green
links are encrypted, red
links are in the clear.

Jane

- -
-

S
Bob

[ . g 1
Dave

+

| the clear.

QD Tor node

« « = unencrypted link
e encrypted link

Ef) How Tor Works: 3

Step 3: If at a later time, the ; ‘ '
user visits another site, . .
Alice's tor client selects a - L + i <> . ‘ -
second random path. — Jane

Again, green links are
encrypted, red links are Iin

t - - ’
Dave = == —_

-
Sew -
R

13 78 25¢ =52Y
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https://www.torproject.org/about/overview.html.en#thesolution
https://www.torproject.org/about/overview.html.en#thesolution
https://www.torproject.org/about/overview.html.en#thesolution
https://www.torproject.org/about/overview.html.en#thesolution
https://www.torproject.org/about/overview.html.en#thesolution
https://www.torproject.org/about/overview.html.en#thesolution

XK

@ 22 T YHERQR URRYEE, MIjZ, 2

— d

@ Internet architecture and innovation, Barbara
van Schewick, MIT Press

@ http://blog.naver.com/PostView.nhn?
blogld=moon7up&logNo=70153003567

13 78 25¢ =52Y
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http://blog.naver.com/PostView.nhn?blogId=moon7up&logNo=70153003567
http://blog.naver.com/PostView.nhn?blogId=moon7up&logNo=70153003567
http://blog.naver.com/PostView.nhn?blogId=moon7up&logNo=70153003567
http://blog.naver.com/PostView.nhn?blogId=moon7up&logNo=70153003567

lee.yangpa@gmail.com
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